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NEW INTEROPERABLE EUROPE ACT TO DELIVER
MORE EFFICIENT PUBLIC SERVICES THROUGH
IMPROVED COOPERATION BETWEEN NATIONAL
ADMINISTRATIONS ON DATA EXCHANGES AND IT
SOLUTIONS

Proposal for a Regulation of the Europe-
an Parliament and of the Council laying down
measures for a high level of public sector in-
teroperability across the Union (Interoperable
Europe Act)

The European Commission has proposed a
Regulation on the interoperability among public
sector entities across the EU.

The European Commission has published
the legislative proposal known as the Interopera-
ble Europe Act, along with its accompanying
Communication (18 November 2022).

The initiative aims to enhance collaboration
and interoperability among public-sector entities
across the European Union. The Act’s main goal
is to establish a network of interconnected digital
public administrations that are, at the same time,
independent and linked to each other. This effort
will expedite the digital transformation of the
public sector in Europe and contribute to the
provision of improved public services to indi-
viduals and businesses.

Indeed, the digitization of public administra-
tions is a key focus for this decade, and Member
States are heavily investing in modernizing their
public sector through digital means. However,
despite the increasing number of digital services
offered by the EU public sector, there is still a
lack of adequate interoperability among them. In
this regard, it is written down in the proposal that
the Commission can ‘set up projects to support
public-sector bodies in the digital implementa-
tion of Union policies ensuring the cross-border
interoperability of network and information sys-
tems which are used to provide or manage public
services to be delivered or managed electronical-
ly (“policy implementation support project”)

(Art. 9, para 1).

By achieving these objectives, the Act plays
a crucial role in attaining Europe's digital targets
for 2030 and facilitating the smooth flow of
trusted data. Additionally, implementing cross-
border interoperability has the potential to gen-
erate significant cost savings. It is estimated that
citizens could save between €5.5 and €6.3 mil-
lion, while businesses engaged in transactions
with public administrations could save between
€5.7 and €19.2 billion.

From a first reading of the proposal, two
possible advantages can already be pointed out:
a) The proposal backs the establishment of a
governance model for this policy, comprising
two principal entities - the Interoperable Europe
Board and the Interoperable Europe Community;
b) The Act includes provisions for developing
experimental solutions that facilitate collabora-
tions between the public sector and innovative-
technology companies and startups. The aim is
to foster the creation of pioneering experimental
solutions that can be implemented and shared
across public services.

EUROPEAN DIGITAL IDENTITY (EID)

European digital identity (eID): Council
makes headway towards EU digital wallet, a
paradigm shift for digital identity in Europe

The revised Regulation seeks to guarantee
universal access to secure and reliable electron-
ic identification and authentication for individu-
als and businesses. This will be achieved
through the use of a personal digital wallet on a
mobile phone.

The Council has approved its common posi-
tion on the proposed legislation concerning the
framework for a European digital identity (so
called ‘general approach’ — 6 December 2022).

In June 2021, the Commission put forth a
framework for a European digital identity (eID),
aiming to provide access to all EU citizens, resi-
dents, and businesses through a European digi-
tal-identity wallet (Proposal for a Regulation of
the European Parliament and of the Council
amending Regulation (EU) No 910/2014 as re-
gards establishing a framework for a European
Digital Identity - COM(2021) 281 final,
2021/0136(COD) — 3 June 2021, available on:
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eur-lex.europa.euw/legal-content/EN/TXT/HTML/
2uri=CELEX:52021PCO028]1.

The proposed framework entails modifica-
tions to the 2014 Regulation on electronic identi-
fication and trust services for electronic transac-
tions in the internal market (eIDAS Regulation).
The eIDAS regulation established the ground-
work for secure access to public services and
online transactions within the EU, both domesti-
cally and across borders.

The Council welcomed the EC’s proposal to
amend the eIDAS Regulation, as the revision
aims to adapt the existing legal act to meet cur-
rent market requirements. The Council stated the
necessity to enhance digital-service solutions,
ensuring broader access for both private and
public sectors, as the goal is to make these solu-
tions accessible to a significant majority of Eu-
ropean citizens and residents. Indeed, the revi-
sion intends to achieve that at least 80% of Eu-
ropean citizens should be able to use a digital ID
solution to access key public services by 2030.

The ball is now in the European Parlia-
ment’s court.

The hope is that, in the final draft, effective
data protection will be looked at in the context of
the protection of fundamental rights, in particu-
lar the right to privacy and the right to the pro-
tection of personal data, as already underlined
Opinion of the European Economic and Social
Committee on the proposal (COM(2021) 281 fi-
nal — 2021/0136 (COD) — 20 October 2021,
available on: eur-lex.europa.eu/legal-co
ntent/EN/TXT/HTML/?uri=CELEX:52021AE27
56.

Indeed, the digitalization process, particular-
ly the development of large-scale systems that
store and process data, raises numerous security
concerns regarding the vulnerability to fraud and
data loss. Currently, e.g., there is no security sys-
tem capable of providing comprehensive data
protection. In light of this, the EESC already
emphasized that users of European Digital Iden-
tity Wallets should be provided with assurance
of compensation in the event of any adverse sit-
uations concerning their data, such as data theft
or unauthorized disclosure. This liability should
be strict, i.e. independent of whether the service
provider is at fault.

THE COURT OF JUSTICE DECLARES A PROVISION
OF THE ANTI-MONEY LAUNDERING DIRECTIVE
INVALID FOR BEING CONTRARY TO THE
CHARTER OF FUNDAMENTAL RIGHTS

Court of Justice of the European Union
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(CJEU) (Grand Chamber), Judgment of 22th
November 2022, Joined Case C-37/20 e C-
601/20, WM Sovim and SA v. Luxembourg
Business Registers - Request for a prelimi-
nary ruling under Article 267 TFEU from the
Tribunal d'arrondissement de Luxembourg,
made by decision of 24 January 2020.

The Court of Justice declared invalid, in
light of the Charter, the provision of Directive
(EU) 2015/849 of the European Parliament and
of the Council of 20 May 2015 on the prevention
of the use of the financial system for the purpose
of money laundering or terrorist financing, pur-
suant to which Member States shall ensure that
information on the beneficial ownership of com-
panies and other legal entities incorporated in
their territory is accessible to the public in all
cases. In the Court's view, public access to bene-
ficial-ownership information constitutes a seri-
ous interference with the fundamental rights to
respect for private life and the protection of per-
sonal data, respectively enshrined in Articles 7
and 8 of the Charter. Indeed, the information
disclosed allows a potentially unlimited number
of persons to find out about the beneficial own-
er's material and financial situation. Moreover,
the potential consequences for the persons con-
cerned of any misuse of their personal data are
aggravated by the fact that, once made available
to the public, such data may not only be freely
accessed, but also stored and disseminated.

Two appeals were brought to the EU Court
of Justice by a Luxembourg company and the
beneficial owner of a Luxembourg company, re-
spectively, who had unsuccessfully requested the
LBR to restrict public access to information
about them. The two companies considered that
the disclosure of that information was likely to
entail a disproportionate risk of infringement of
the fundamental rights of the beneficial owners
concerned, and therefore, the court referred a
number of questions to the Court of Justice for a
preliminary ruling concerning the interpretation
of certain provisions of the Anti-Money Laun-
dering Directive and the validity of those provi-
sions in light of the Charter of Fundamental
Rights of the European Union.

It should be pointed out, that in accordance
with the Anti-Money Laundering Directive, a
Luxembourg law adopted in 2019 established a
Register of Beneficial Owners, providing that a
whole range of information on the beneficial
ownership of registered entities must be recorded
and stored therein. Part of this information is ac-
cessible to the public, in particular via the Inter-
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net. That law also provides for the possibility for
a beneficial owner to request the Luxembourg
Business Registers (LBR), the manager of the
Register, to restrict access to that information in
certain cases.

In its judgment, the Court of Justice declares
that the provision of the Anti-Money Laundering
Directive under which Member States shall en-
sure that information on the beneficial ownership
of companies and other legal entities incorpo-
rated in their territory is accessible to the public
in all cases infringes upon the Charter.

In the Court's view, public access to benefi-
cial ownership information constitutes a serious
interference with the fundamental rights of re-
spect for private life and of protection of person-
al data, enshrined respectively in Articles 7 and
8 of the Charter. Indeed, the information dis-
closed allows a potentially unlimited number of
persons to find out about the beneficial owner's
material and financial situation. Moreover, the
potential consequences for the persons con-
cerned of any misuse of their personal data are
aggravated by the fact that, once they have been
made available to the public, those data may not
only be freely consulted, but also stored and dis-
seminated.

The Court notes that the European Union
legislature seeks to prevent money laundering
and terrorist financing by establishing, by means
of greater transparency, an environment less
likely to be used for such purposes.

However, the Court finds that the interfer-
ence resulting from such a measure is neither
limited to what is strictly necessary nor propor-
tionate to the objective pursued. In addition to
the fact that the provisions at issue in the present
case authorise the making available to the public
of data which are neither sufficiently defined nor
identifiable, the regime introduced by the anti-
money laundering directive represents a consid-
erably more serious infringement of the funda-
mental rights guaranteed by Articles 7 and 8 of
the Charter than the previous regime, which pro-
vided not only access by the competent authori-
ties and certain entities, but also by any person
or organisation that could demonstrate a legiti-
mate interest, aggravation that, however, did not
result in any benefits from the new regime as
compared with the previous one, from the point
of view of the effectiveness of the fight against
money laundering and the financing of terrorism.

In particular, the possible existence of diffi-
culties in defining precisely the cases and condi-
tions in which such a legitimate interest exists,
relied on by the Commission, cannot justify the
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fact that the European Union legislature provides
for public access to the information in question.
The Court adds that the optional provisions ena-
bling the Member States, respectively, to make
the provision of beneficial-ownership infor-
mation subject to online registration and to pro-
vide, in exceptional circumstances, for certain
exceptions to public access to that information,
are not, in themselves, capable of demonstrating
either a proper balance between the public-
interest objective pursued and the fundamental
rights enshrined in Articles 7 and 8 of the Char-
ter or the existence of sufficient safeguards ena-
bling the persons concerned to effectively pro-
tect their personal data against the risks of abuse.

DATA RETENTION: TRAFFIC DATA OF
ELECTRONIC COMMUNICATIONS FOR CRIME-
PREVENTION PURPOSES

Court of Justice of the European Union
(CJEU) (Grand Chamber), Judgment of 20th
September 2022, Joined Case C-339/20 e C-
397/20, VD and SR - Request for a prelimi-
nary ruling under Article 267 TFEU from the
Cour de cassation - France, made by decision
of 1st April 2020.

The Court of justice confirms the “prohibi-
tion of generalised and indiscriminate retention”
of traffic data of electronic communications for
crime-prevention purposes.

In its judgment, the Court was prompted by
a reference for a preliminary ruling from the
French Court of Cassation, in a case concerning
the acquisition - in the context of criminal pro-
ceedings for the offences of insider dealing, sec-
ondary insider dealing, aiding and abetting, brib-
ery and money laundering - of traffic data re-
tained, for one year, on the basis of the relevant
national legislation. The questions raised by the
French Court of Cassation concerned, in particu-
lar
- the interpretation of the "market abuse" di-
rective and regulation (Article 12(2)(a) and (d),
Directive 2003/6/EC and Article 23(2)(g) and
(h), Regulation (EU) 596/2014), read in conjunc-
tion with Article 15(1) of Directive 2002/58/EC,
read in light of the Cdfue and the compatibility,
with that framework, of national legislative
measures imposing on operators of electronic
communication services, a generalised, preven-
tive and indiscriminate retention of traffic data
for one year from the day of registration, for the
purpose of combating market-abuse offences;
- the admissibility of the provisional effective-
ness of domestic legislation, where deemed in-
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compatible with European rules, in order to
avoid excessive legal uncertainty and to allow
the use, for evidentiary purposes, of data re-
tained under such legislation.

Pending the decision of the Court of Justice,
moreover, the Conseil d'Etat (French Data Net-
work and others: nos. 393099, 394922, 397844,
397851, 424717, 424718), by which the national
provisions on the generalised retention of con-
nection data for the purposes of justice were de-
clared unlawful, with the exception of the part
relating to the retention of IP addresses and data
relating to the personal identity of users of elec-
tronic communications networks, in line with the
CJEU judgment of 6 October 2020, La Quadra-
ture du Net and Others (C-511/18, C-512/18 and
C-520/18, EU:C:2020:791).

With the VD judgment, the Court of Justice
today declares incompatible with Article 15(1)
of Directive 2002/58, read in light of Articles 7,
8, 11 and 52(1) CDFUE, national legislation,
such as that at issue, which requires operators of
electronic-communications services -for the pur-
pose of combating market-abuse offences- to
store the traffic data of all users of electronic
communications media in a generalised and in-
discriminate manner, 'without any distinction be-
ing made in that regard or any exceptions being
provided for and without the required relation-
ship, within the meaning of the case-law cited in
the preceding paragraph, between the data to be
retained and the objective pursued being demon-
strated' (paragraph 94). The reference to the pre-
vious case law (and, in particular, to the judg-
ment of 5 April 2022) therefore serves to reiter-
ate, albeit indirectly, the parameters for the ad-
missibility of the retention of printouts outlined
there, i.e. subjective, geographical or other crite-
ria (provided that they are objective and non-
discriminatory) such as to imply a functional re-
lationship between the investigative needs and
the data to be acquired.

The Court reiterates, moreover, the inadmis-
sibility of a limitation, in time, of a declaration
of invalidity of domestic legislation requiring
operators of electronic communications services
to retain traffic data generally and indiscrimi-
nately and permitting them to be communicated
to the competent authority without prior authori-
sation by a court or an independent administra-
tive authority. Otherwise, the primacy and the
need for uniform application of Union law
would be undermined.

To quote from the judgment of 2 March
2021, H.K. v. Prokuratuur (C 746-18), the Court
further states that the question of the admissibil-
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ity of evidence obtained pursuant to national le-
gal provisions incompatible with European Un-
ion law is a matter of national competence, in
accordance with the principle of the procedural
autonomy of the Member States, subject, how-
ever, to compliance with the principles of equiv-
alence and effectiveness.

With regard to the latter principle, the Court
points out that it requires the national court to
exclude information and evidence obtained
through the generalised and indiscriminate reten-
tion of traffic data and location data on the basis
of rules incompatible with European Union law,
or even through access by the competent authori-
ty to such data which is incompatible with Euro-
pean law, where the party against whom that ev-
idence is used cannot 'effectively make its views
known on that information and that evidence,
which relates to a matter outside the knowledge
of the courts and is capable of having a predom-
inant influence on the assessment of the facts'
(paragraph 106).
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DATA PROCESSING BY PUBLIC AUTHORITIES

Belgian Data Protection Authority
(BDPA) (Litigation chamber), decision
115/2022 of 19 July 2022

The BDPA had to rule on the question of
whether the GDPR allows disclosure of sensitive
data during a work meeting.

The BDPA received a complaint concerning
the disclosure of personal data relating to an em-
ployee's health by her manager during a depart-
mental meeting in which she was not present.
First, the contentious chamber identified the data
processing in question and recalled that oral
communications do not fall within the scope of
the GDPR. However, in the case at hand, the oral
statements made by the manager were recorded
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in the minutes of the meeting. Hence, a data pro-
cessing under articles 2.1. and 4.1. of the GDPR
took place. The decision also confirms that the
disclosure of information relating to the claimant
constitutes a processing of data relating to
health. Second, the BDPA recalled that each
processing operation must be based on one of the
grounds of lawfulness enshrined in article 6.1.
GDPR. Furthermore, as that the defendant pro-
cessed data relating to the claimant's health, this
processing must be based on Article 9.2. of the
GDPR read in conjunction with Article 6.1. of
the GDPR. In this case, the claimant’s complaint
was directed against the further processing (i.e
the communication during a meeting) of infor-
mation relating to her health. The litigation
chamber decided that, even if the purposes for
which the data were originally collected are
identified, lawful and legitimate their further
disclosure is not compatible with these purposes.
Since the defendant is a public authority in re-
spect of whom administrative fines cannot not be
imposed the BDPA decided to issue a reprimand.

Brussels Court of Appeal, Brussels Mar-
kets Court, 19th Chamber A, judgment of 26
October 2022

An appeal was filed against the decision
31/2022 of 4 March 2022 (already commented in
the previous report) of the Belgian Data Protec-
tion Authority.

The appealed decision concerned a case in
which the claimant had been issued with a park-
ing ticket and subsequently a parking charge.
Until 1 January 2020, an autonomous entity of
the city of Kortrijk called “the RCO” was au-
thorised to process the vehicles plate number of
offenders on the basis of a normative text (“de-
liberation no. 02/2016”). On 1 January 2020, this
entity was dissolved and the city of Kortrijk took
over this prerogative. The claimant therefore ar-
gued that the city of Kortrijk breached the GDPR
when it relied on "deliberation 02/2016" to pro-
cess his number plate. Unlike the RCO, the city
was not the addressee of this normative text.
Hence, according to the claimant, at the time of
the facts, the City of Kortrijk was not authorised
to perform the data processing necessary to iden-
tify his vehicle plate number. The City of Kort-
rijk argued that it was the legal successor of the
RCO and was therefore authorised to process the
complainant's personal data. The BDPA had
considered that a legal succession could take
place as long as the purpose of the processing of
personal data remained unchanged. The BDPA
also found that the city breached GDPR trans-
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parency and information requirements. During
the appeal, the City (supported by the Federal
Public Service Mobility) argued that during the
procedure before the BDPA, (1) it was never in-
formed of the exact offences it was accused of
and (2) it was never clear against which argu-
ments it could defend itself. In particular, the
City argued that it had never been informed that
it had breached the transparency requirements
under the GDPR (arts. 5.1.a., 12.1. and 14.1.).
According to the BDPA, this breach was indeed
raised during the proceedings before the litiga-
tion chamber. In the Court's view, the elements
on which the BDPA relied to allege that the
breach of the duty of transparency could be im-
puted to the City of Kortrijk were not sufficient
and that the latter should have been clearly in-
formed of the legal bases on which the BDPA
based the breach of its duty of transparency. The
Court decided that the BDPA's decision was in-
compatible with the principles of diligence and
fairness, the right to be heard and the right to
cross-examine. It therefore ordered the BDPA to
review the complaint against the City.

Council of State, judgment 254.571 of 21
September 2022

The Council of State received two actions for
annulment of the Brussels regional government's
decrees creating low emission zones (LEZ). The
citizen who filed the claims relied, among others,
on an argument based on the violation of the
GDPR.

A citizen filed, before the Council of State,
two actions for annulment against the decrees of
the Government of the Brussels-Capital Region
establishing low emission zones. Adoption of
these decrees stems from the Directive
2008/50/EC, which requires Member States to
establish zones in which ambient air quality is
assessed and to define Low Emission Zones.
This implies that access to certain categories of
vehicles that emit atmospheric pollutants is re-
stricted in LEZ. The government can however
waive the restriction by granting temporary ac-
cess to the LEZ against payment. Before the
Council of State, one of the arguments raised by
the applicant is that the government’s request to
communicate the identity of the driver upon pur-
chase of a LEZ pass, violates the GDPR (art. 5.1
c.). To that extent, the applicant considered that
only processing of vehicle plate number was rel-
evant to purchase a pass. On the other hand, oth-
er data collected (identity of the driver, identity
of the applicant for the pass) were not necessary
and were therefore violating the right to privacy.
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The Council of State did not follow this argu-
ment. On the contrary, the decision highlights
that there is no requirement that the purchaser of
the pass correspond to the person who will use
the vehicle covered by the pass. According to the
Council of State, the requirement to state one's
identity is a purely formal requirement common
to any request filed before an administrative au-
thority. Hence, this data processing does not dis-
proportionately infringe the right to privacy.

Belgian Data Protection Authority
(BDPA) (Litigation chamber), decision
186/2022 of 19 December 2022

Two complaints were filed for the disclosure
of personal data by the Financial Services and
Markets authority (FSMA).

The BDPA received complaints regarding a
payment-reminder email sent by the FSMA (the
defendant). In particular, this email was sent to
the claimants and to several hundred other recip-
ients with the email addresses visible in CC
(Carbon Copy) instead of CCC (Carbon Copy
Invisible). In this case, the BDPA didn’t as-
sessed the lawfulness ground of the processing
of the complainants' email addresses as it was
not the subject of the complaint. In addition, two
arguments were put forward by the defendant.
First, it was a regrettable individual error made
by an employee. Second, the email did not con-
tain any personal data (including sensitive data)
since the only information disclosed to the recip-
ients was the email addresses of the other recipi-
ents. The defendant also indicated that various
protection measures had been taken within the
FSMA in order to comply as much as possible
with the GDPR (e.g. appointing a DPO and or-
ganising training courses in data protection for
the employees). In the decision, the litigation
chamber recalls articles 24.1, 25 and 74 of the
GDPR relating to the rights and duties of the
controller as well as the latter's accountability.
The BDPA found that the defendant had failed to
comply with these articles because, as a control-
ler, it had not taken the appropriate technical and
organisational measures to ensure and be able to
demonstrate that processing at hand was compli-
ant the GDPR. Therefore, the authority decided
to issue a reprimand.

RIGHT TO ERASURE — RIGHT TO BE FORGOTTEN

Brussels Court of Appeal, Brussels Mar-
kets Court, 19th Chamber A, judgment of 26
October 2022

An appeal was lodged against the decision
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taken by the BDPA on 17 March 2022 (decision
38/2022 already commented in the previous re-
port).

The appeal concerned a rejected-complaint
filed by a lawyer to whom Google had refused
dereference in various press articles reporting the
lawyer’s previous convictions and subsequent
disbarment. The BDPA below nevertheless is-
sued a reprimand to Google Belgium for non-
compliance with articles 12.1, 12.2 and 17 of the
GDPR. Google Belgium and Google LLC (the
claimants) are also appealing the BDPA's deci-
sion with regard to this reprimand. According to
the claimants, the authority violated the provi-
sions of the GDPR in that it found an infringe-
ment of the Regulation and issued the related
penalty to a local establishment of Google LLC
(i.e Google Belgium) whereas it also acknowl-
edged that Google LLC, being the controller, is
the one bound to comply with the infringed
rules. The claimants also appealed the BDPA's
decision for alleged lack of reasoning . In partic-
ular, they challenged the fact that the appealed
decision was referring to one of the BDPA's de-
cisions (decision no. 37/2020) which has since
been annulled by the Market Court. The Market
Court followed this argument, considering that
the illegality of decision no. 37/2020, to which
the BDPA referred in order to impose the sanc-
tion against Google Belgium, justified the an-
nulment of this sanction. The Court considers
that a "motivation by reference" can only take
place if the document referred to exists and is
properly motivated. Nevertheless, this was not
the case.

Court of Cassation, judgment of 15 June
2022

In this judgment, the Belgian Court of Cassa-
tion validates the decision of the Brussels Court
of Appeal, after having referred a question to the
Constitutional Court for a preliminary ruling on
the rehabilitation and deletion of information re-
lated to a person's mental state.

Under Belgian law, rehabilitation allows the
effects of a criminal conviction to be erased if
certain conditions are met. This measure aims to
reintegrate the convicted person into society.
Following a rehabilitation decision, the mention
of the conviction is removed from the criminal
record. At the same time, another legal provision
(art. 621 of the Criminal Procedure Code) pro-
hibits the rehabilitation of a person who has been
interned. In a decision already commented in the
previous report, the Constitutional Court was
asked by the Belgian Court of Cassation to an-
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swer the question of whether this legal provision
violates the principles of equality and non-
discrimination, in particular because the contin-
ued registration of the internment decision in the
criminal record reveals the past and the mental
state of the person (i.e. an element of his or her
private life). The Constitutional Court answered
that internment is a measure whose nature and
effects cannot be equated with those of a crimi-
nal conviction, and that it is justified that reha-
bilitation cannot be applied to an internment de-
cision. The legal provision is therefore valid.
Hence, the Court of Cassation refuses to over-
turn a judgment of the Brussels Court of Appeal
(Indictment Division) which rejected the appli-
cation for rehabilitation of a person who had
been interned, on the grounds that the Belgian
legal provision did not allow rehabilitation to be
granted to an interned person. The Court of Cas-
sation considered that the court had legally mo-
tivated its decision.

DATA PROCESSING OF DATA CONCERNING
INDIVIDUAL OFFERING HOUSING SERVICES ON
PLATFORMS

Belgian Data  Protection
(BDPA) (litigation chamber),
162/2022 of 16 November 2022

The BDPA ruled on GDPR compliance of
surveys sent by the Tourist Office of Flanders
(the defendant) to housing intermediaries in or-
der to obtain personal data of housing operators
to carry out controls.

The authority decided to investigate a prac-
tice of the defendant which consisted in sending
request to Airbnb in order to obtain personal data
of individuals offering housing services through
the platform. The defendant however argued that
the data processing was necessary to comply
with a legal obligation (art.6.1.c. GDPR). In line
with this argument, the litigation chamber noted
that article 10 of the Flemish decree of 5 Febru-
ary 2016 on housing grants to the defendant’s
inspectors the duty to verify compliance with the
requirements on touristic housing services. In
addition, article 11 of this decree contains three
different cases in which personal data can be re-
quested, in a targeted manner, from housing in-
termediaries such as Airbnb. These cases in-
clude, among others, clearly delineated surveys.
This was further confirmed in the preparatory
works of the decree. Thus, the BDPA considered
the data processing as necessary to apply the
housing legislation and to comply with the de-
fendant legal obligation. Regarding the data col-

Authority
decision
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lected from intermediaries (e.g. address of the
housing, name and email address of the housing
operator), the BDPA also considered it as neces-
sary for the processing. Therefore, the pro-
cessing was lawful and did not violate data-
minimisation principle. In contrast, the BDPA
found violations of the transparency principle
and the data subjects’ rights of information (arts.
5, 12, 13 and 14 GDPR). In this sense, the priva-
cy policy on the defendant’s web portal con-
tained outdated and incomplete information (e.g.
the privacy policy contained references to the
repealed law transposing the data-protection di-
rective and only mentioned the possibility to
lodge a complaint before a supervisory body es-
tablished by a federated entity). Finally, the de-
fendant failed to consult its DPO in due time re-
garding the processing (violation of arts. 38 and
39 GDPR). Consequently, the authority issued
reprimands for these violations.

Constitutional Court, judgment 148/2022
of 17 November 2022

The Constitutional Court was asked to rule
on the validity of an Order (i.e. a legislative
norm adopted by a federated entity) obliging in-
termediaries to provide, to the tax administra-
tion, data on users offering housing services via
their platforms.

Airbnb (the claimant) brought an action for
annulment before the Constitutional Court
against article 12 of an order of the Brussels-
Capital Region of 23 December 2016 on the re-
gional tax on touristic housing. This provision
applies to intermediary housing-services provid-
ers such as the claimant. The first paragraph cre-
ates a duty to provide, on written demand, to the
tax administration of the Region data relating to
operators offering housing services in the Region
through their platforms. If an intermediary fails
to provide the data, a fine of 10.000€ can be im-
posed (second paragraph). According to the
claimant, the provision creates, among others, an
unjustified interference with the rights to privacy
and data protection of the individuals using its
platform to offer housing services in the Region.
In the decision, the Court recalled that such pro-
vision indeed interferes with the right to privacy
of the operators and that the Brussels legislator is
bound by the guarantees of the GDPR. The
Court however considered the interference as
reasonably justified. To this extent, the provision
aims to achieve legitimate objectives, which are
the correct establishment of the regional tax on
touristic housing and the verification of the op-
erators’ compliance with their tax duties. Fur-
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thermore, the data to provide (i.e. name and ad-
dress of the operator, contact details of the hous-
ing establishment, number of nights and estab-
lishments operated during the year) are suffi-
ciently delimited. Finally, data transmission is
not automatic and tax-administration’s officials
are bound by professional secrecy. Therefore,
the Court upheld the first paragraph. In contrast,
the Court decided that the impossibility to di-
minish the amount of the fine is contrary to the
requirement of imposing proportioned punish-
ments (violation of arts. 10, 11 of the Constitu-
tion and art.6 of the European convention on
human rights). Hence, the Court annulled this
paragraph.

RELATIONS BETWEEN INVESTIGATIVE POWERS
OF THE TAX ADMINISTRATION AND THE RIGHTS
TO PRIVACY AND DATA PROTECTION

Belgian Data  Protection
(BDPA) (litigation chamber),
134/2022 of 15 September 2022

The BDPA had to rule on a complaint filed
against the tax administration (SPF Finances)
for data-processing operation during tax inves-
tigation.

In this case, the defendant collected personal
data while visiting various undertakings in which
the claimant is involved. Then, the defendant
sent to the same undertakings notifications of ex-
tension of the investigation which contained data
on private trips of the claimant (e.g. locations
and costs). According to the claimant, this prac-
tice resulted in violations of the GDPR. In its de-
cision, the litigation chamber first recognised
that it may sometimes be complicated for a
claimant to identify the data controller. In such
cases, the BDPA is competent to establish its
identity. The authority also confirmed that the
defendant determined purposes and means of the
processing (by collecting data from undertakings
and choosing which data to include in the notifi-
cations). Furthermore, the defendant is de jure
qualified as data controller by the Belgian act of
3 August 2012 on data processing carried out by
SPF Finances. Then, the litigation chamber re-
called that data processing done on this basis
falls within the scope of the BDPA’s compe-
tences. In the same time the decision recalls that,
in accordance with its "closing with no further
action" policy, it is not the authority’s priority to
intervene in ongoing administrative proceedings.
Although the authority is competent to verify the
necessity of data processed for a tax investiga-
tion (i.e. the public interest task of the defendant)

Authority
decision

248

it must show extreme restraint. Therefore, it
cannot substitute itself for the tax administration,
which has a broad discretionary power to assess
which data are necessary to carry out a proper
tax investigation and to perform its tasks. Fur-
thermore, tax proceedings — including data-
protection issues — can still be subject to the ap-
preciation of a judicial court. For this reason, the
BPDA decided to reject the complaint.

Constitutional Court, judgment 162/2022
of 8 December 2022

The Constitutional Court refused to annul a
law that imposes inclusion of additional person-
nel data in an already-existing database called
“Point de Contact central” (PCC) managed by
the National Bank of Belgium (NBB).

Before the Constitutional Court, two natural
persons and a legal person (the claimants) re-
quested the annulment of articles 18 to 22 of the
program act of 20 December 2020. The contest-
ed provisions created a duty for financial entities
(e.g. banks and credit institutions) to provide ad-
ditional data related to taxpayers in the PCC.
The data include the periodic balances of banks
and payment accounts as well as the periodic ag-
gregate amount of certain financial contracts.
The provisions also allow the tax administration
in charge with VAT to access the data where ev-
idence of tax fraud exists (as it was already the
case in the field of income taxation). The claim-
ants alleged that such practices constituted an
unjustified interference with the right to privacy.
However, the Court rejecyed the complaint on
several grounds. First, according to the Court, all
the purposes aimed by the PCC database must be
considered while assessing the validity of the
contested provisions. To that extent, the manda-
tory inclusions of the additional data aims to
fight tax evasion but also helps judicial authori-
ties and intelligence services to contrast terror-
ism and serious crime. Second, subject to a prior
opinion of the BDPA, any person entitled to re-
ceive data from the PCC must be explicitly au-
thorised by the legislator to request them in order
to perform a task in the public interest enshrined
by law. Third, in the field of taxation, the data
can only be requested where there is evidence of
tax evasion. Fourth, citizens can request to the
NBB the identity of any person who has received
his or her data in the six months prior to the re-
quest. Finally, the Court also notices that the
persons entitled to receive the data must ensure
confidentiality and cannot process data for un-
lawful purposes.
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Constitutional Court, judgment 103/2022
of 15 September 2022

An action for annulment is brought before
the Constitutional Court against the Belgian act
of 20 December 2019 transposing the EU di-
rective 2018/822 of 25 May 2018 amending Di-
rective 2011/16/EU as regards mandatory auto-
matic exchange of information in the field of
taxation in relation to reportable cross-border
arrangements (Directive 2018/22).

In this case, claimants - including the na-
tional bar associations and the institute of char-
tered accountants - requested the annulment of
the contested act transposing the EU directive
2018/822. This act modifies several Belgian tax
codes (i.e. income tax code, code of registration
and mortgage fees, inheritance tax code and code
of miscellaneous duties and taxes). In substance
it creates a duty to provide the tax administration
with data relating to cross-border arrangements
that indicate the risk of tax avoidance. Infor-
mation on these arrangements is then automati-
cally shared with other member states. Such duty
applied to intermediaries (i.e. any person which,
among others, designs or markets reportable ar-
rangement, or offers advices in this regard).
Where intermediaries are subject to professional
secrecy, the duty of declaration applies to other
intermediaries and ultimately to the taxpayer.
For marketable arrangements (i.e. arrangement
that can be implemented without substantial cus-
tomisation) intermediaries must also provide,
every three months, a report containing updates
such as name of the concerned taxpayers. In
such case, they cannot invoke professional se-
crecy. Therefore, the claimants argued, among
many claims, that this mechanism infringes upon
attorney-client privilege as well as the duty of
confidentiality applying to other professions.
Regarding this claim, the Court recalled that at-
torney-client privilege is an essential component
of the rights to a fair trial and privacy, which al-
so apply to legal advice provided outside legal
proceedings. The Court acknowledged however
that privilege does not extend to information
otherwise disclosed, such as the ones provided in
periodic reporting. Hence, the Court considered
that the absolute privilege is not proportionate
since lawyers can still provide information to be
declared to the taxpayer (especially as marketa-
ble arrangements do not need substantial cus-
tomisation). Likewise, absolute priviledge for
other professions is also not proportionate. Thus,
the Court annulled the provisions of the codes as
modified. Among others, the claimants also ar-
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gued that the mechanism of mandatory declara-
tion was contrary to rights to privacy and data
protection. Regarding this claim, the decision
highlights that a duty to disclose also lawful,
genuine and not abusive arrangements is created
by the Directive. Therefore, the Court referred a
question to the EU Court of Justice for a prelim-
inary ruling. In particular, it questions whether
the reporting obligation created by the Directive
does not constitute a disproportionate interfer-
ence with the rights to privacy and data protec-
tion.

PERSONAL DATA PROCESSED FOR EVIDENTIAL
PURPOSES

Corporate Court of Namur (2nd cham-
ber), order of 26 July 2022 available in Revue
de jurisprudence de Liége, Mons et Bruxelles
(J.L.M.B.), 2023, no 1, p.7

The Court considers that consulting and
copying an agenda, in order to use it as evidence
to support a legal claim, is a processing of per-
sonal data within the meaning of the GDPR.

Under Belgian law, in civil disputes, the use
of unlawfully-obtained evidences cannot be dis-
missed. This principle applies unless (1) the law
provides otherwise, (2) the obtaining of the evi-
dence would undermine its reliability or (3) the
obtaining of the evidence compromises the right
to a fair trial. In the case at hand, the Court had
to rule on a dispute concerning an alleged breach
of a non-competition clause in a business-
transfer agreement. In order to prove the breach
of the clause the claimant consulted the defend-
ant's agenda. On this occasion, he discovered,
the presence of suspicious appointments and
events. According to the Court, the consultation
and making a copy of a diary must be considered
as '"processing" within the meaning of the
GDPR. In order to ensure compliance with the
GDPR, the Court considers that in the case of
personal data collected in the context of the
preparation of a file to support a legal claim (i.e.
data processed for evidentiary purposes) it is
necessary to verify, (1) whether the data have
been processed fairly and lawfully, (2) whether
the purposes are specified, explicit and legiti-
mate and (3) whether the data are relevant, ade-
quate and strictly necessary. According to the
Court, the consultation of the agenda for a period
not covered by the non-competition clause does
not constitute the pursuit of a legitimate interest
on the part of the applicant. Hence, the data were
not processed in accordance with article 5 of the
GDPR. However, as the copy of the consulted
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agenda was disclosed to the other party, the
rights of defence were respected and there was
no breach of the right to a fair trial. The Court
also considers that the evidence of contacts with
customers (which is supported by the agenda) is
a useful and necessary element for the resolution
of the dispute. Therefore, the Court does not re-
ject the document and declares it admissible evi-
dence.

PERSONAL DATA PROCESSED IN THE FIELD OF

EDUCATION
Belgian Data  Protection Authority
(BDPA) (Litigation chamber), decision

175/2022 of 28 November 2022

The BDPA had to rule on complaints filed
against an educational institute for social pro-
motion (the first defendant) and its education au-
thority (the second defendant).

The BDPA received two complaints filed by
a former student of the first defendant against the
first defendant (not possessing the legal person-
ality) and the second defendant (having the legal
personality). The first complaint was directed
against the sending of a group email to several
students with the email addresses of all recipi-
ents visible. The second concerned the public
display of students' results with the mention of
their names and date of birth. The BDPA deter-
mined the capacity of each of the defendants in
order to determine who was accountable for the
processing. To that extent, the litigation chamber
recalled that an entity such as the first defendant
which has no legal personality (e.g. a de facto
association) can be qualified as data controller.
Considering the factual elements of the case, the
second defendant was however the data control-
ler. Therefore, the authority decided to close the
complaint against the first defendant. With re-
gard to the two complaints, the BDPA analysed
whether the sending of the email to all students
was based on a specific purpose and was relying
on a lawfulness ground (articles 5.1.a. and 6
RGPD). In the present case, given the descrip-
tion of the limited purposes for which the email
address was collected at registration, the further
processing (i.e. to allow communication in the
framework of a course) cannot be qualified as
permissible. Nor did the defendant rely on a
permissible lawfulness basis for the processing
at issue. It also considers that the principles of
transparency and minimisation have not been re-
spected. In particular, the decision highlights that
public display of students’ results with name and
date of birth instead of results and matricula in-
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fringes the GDPR. The BDPA concluded that
Articles 5.1.a., 6 and 12.1. GDPR were violated.
It therefore issued reprimands.
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ADMINISTRATIVE

Investigation by the Defender of Rights,
26 January 2022, on the availability of public
service telephone platforms

On 26 January 2023, the Defender of Rights
and the National Consumer Institute published
the results of a joint survey on the availability
and quality of the telephone platforms of four
public services.

In France, the dematerialization process ini-
tiated by the Government through the “Public
Action 2022” Plan is the subject of significant
debate, particularly as regards the effectiveness
of access to people’s rights. The massive use of
tele-services and the concomitant closure of re-
ception areas to the public deprive people who
do not have adequate computer equipment or
knowledge of regular access to public services.
The impossibility of accessing public services
online leads to situations of non-use of rights and
aggravates the financial or social precariousness
of certain users. Several reports by the Defender
of Rights have reported on these issues, as is the
case with the 2019 report “Dematerialization and
inequalities of access to public services”
(www.defenseurdesdroits.fr/fr/rapports /2019/01
/dematerialisation-et-inegalites-dacces-aux-servi
ces-publics), supplemented in 2022 by a second
report “Dematerialization of public services:
three  years  later =~ where are  we?
(www.defenseurdesdroits. fr/fr/rapports/2022/02/
rapport-dematerialisation-des-services-publics-tr
ois-ans-apres-ou-en-est-on).

Faced with the gradual closure of public-
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service counters, the use of administrative tele-
phone platforms is essential in order to maintain
several methods of access to public service. With
a view to testing the accessibility of public ser-
vices by telephone, the Defender of Rights and
the National Consumer Institute conducted a
survey on the availability and quality of public-
service telephone platforms. This survey follows
a first study published in 2016 “Telephone re-
ception and dematerialization of public services.
The results of a mystery investigation™.

This new study focused on the telephone
platforms of four French public services. Name-
ly: the Family Allowance Fund (CAF), Pdle
Emploi, the Health Insurance and Pension Insur-
ance (CARSAT). It aimed to determine “whether
it was easy to reach these organizations by tele-
phone and to collect useful information to bene-
fit from a benefit”. To do this, several “caller
profiles” were used to contact the administra-
tions concerned and obtain information. Among
these profiles, it is possible to mention: a person
with internet access, a person who does not have
internet access, a person who does not have a
good command of French language, and finally
an elderly person with internet access.

The conclusions of this investigation are di-
vided. If the “friendliness” of the interlocutors
has been noticed, the rate of satisfactory answers
never exceeds 60% and the waiting time before
obtaining an interlocutor is generally more than
9 minutes. In other words, “on the 1,500 calls
made as part of the survey, 40% were unsuccess-
ful”. In addition, the Defender of Rights de-
nounces the systematic referrals to the teleserv-
ices of the administrations concerned, despite the
presence among the profile of callers of a "per-
son without internet". A questionable practice
more generally, since according to the National
Institute of Statistics and Economic Studies
(INSEE), nearly 17% of the French population
suffer from illiteracy, and 7% do not have inter-
net access at home.

Decree no 2023-64 of 3 February 2023
creating a processing of personal data called
"NATALI"

The decree of 3 February 2023 aims to cre-
ate a processing of personal data called
NATALIL This teleservice is set up to allow users
to carry out electronically the steps necessary to
obtain French citizenship, to francize surnames
and first names and to authorize the loss of
French citizenship.

Since the beginning of 2021, the procedures
relating to the applications and renewals of resi-
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dence permits have been increasingly demateri-
alized. Several regulatory texts have intervened
in this direction, this is particularly the case of
decree n © 2021-313 of 24 March 2021, the order
of 27 April 2021 and the order of 19 May 2021.
These various texts, which aimed to generalize
the use of a teleservice for applications for cer-
tain residence permits were challenged before
the Council of State, which ruled on the occasion
of a judgment of 3 June 2022 no. 452798. The
administrative judges considered that the obliga-
tion imposed on users to use a teleservice is not
illegal, but that it must be accompanied by addi-
tional measures so as not to exclude people ex-
periencing some difficulty with the digital tool.

It is clear that despite these decisions, the
Government's objectives are tending towards an
increasing generalization of teleservices in the
context of applications for residence permits.
The decree of 3 February 2023 authorizes the
Minister of the Interior to implement the pro-
cessing of personal data "NATALI". These tele-
services have several purposes (article 1):

First, to allow foreigners to complete the
procedures for acquiring nationality online by
reason of marriage, ascendant status or status of
brother or sister of French nationality. The pro-
cedures for acquiring French nationality by deci-
sion of the public authority and for reintegration
into nationality are also covered; francization of
surnames and first names; and authorization to
lose the French nationality.

Secondly, to allow the central and local ser-
vices of the ministry, as well as the diplomatic
and consular authorities to ensure the processing
of requests, but also that of administrative and
contentious appeals that may occur.

Third, to allow users or their representative
to exercise administrative recourse against deci-
sions concerning them.

The personal data processed in the
"NATALI" automated processing (article 2) are
mentioned in the first appendix to the decree,
and are only accessible within the "limit of the
need to know" by strictly identified agents, indi-
vidually designated and specially authorized
(Article 3). These include agents responsible for
applying the regulations relating to the acquisi-
tion, withdrawal, forfeiture and loss of French
citizenship and coming under the central services
of the Ministry of the Interior. and the Ministry
of Foreign Affairs, also agents of the prefectures
and sub-prefectures and agents of the diplomatic
or consular services. With regard to the recipi-
ents of these personal data, this decree establish-
es a list in its article 4, distinguishing them ac-
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cording to the type of data concerned.

The retention periods for personal data are
mentioned in article 5. For data corresponding to
the identifier, the password, as well as those re-
sulting from communications between the ad-
ministration and the person concerned, identified
benefiting from a user space and those concern-
ing the identifier of the agent, the legal repre-
sentative, the lawyer or the spouse, the retention
period is 3 years from the final decision of the
administration. For all other data mentioned in
the appendix, the retention period is 3 years from
the date of publication in the Official Journal of
the decree of naturalization, reintegration into
French nationality or release from ties of alle-
giance, or from the date of registration of the
declaration or francization decree. Article 5 pro-
vides for variable retention periods in the event
of refusal and a decision to classify without fur-
ther action.

Finally, Articles 6 and 7 provide the proce-
dures for exercising the rights relating to the pro-
tection of personal data.

PROTECTION OF PERSONAL DATA

Commission nationale de I’informatique
et des libertés (CNIL), Deliberation 2022-118
of 8 December 2022

The CNIL had the opportunity to rule on 8
December 2022 on the bill relating to the 2024
Olympic and Paralympic Games, presented by
the Government to the Council of Ministers on
22 December 2022.

The bill relating to the 2024 Olympic and
Paralympic Games provides for several deroga-
tions from ordinary law in order to ensure the
proper organization of the event. Several provi-
sions of the bill present strong stakes in terms of
personal-data protection. This is particularly the
case:

- Authorizing the examination of the genetic
characteristics or the comparison of the ath-
lete's genetic fingerprints for the purposes of
the fight against doping (article 4);

- Compliance of the Internal Security Code
(CSI) with the GDPR and the law of January
6, 1978 (article 5);

- The use of augmented cameras (article 6);

- The extension of the video-protection images
that the agents of the internal services of the
SNCF and the RATP can view when they are
assigned within the information and com-
mand rooms coming under the State (article
7);

- The extension of the screening procedure
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provided for in article L211-11-1 of the CSI
to fan-zones and participants in major events
(article 9);

- The possibility of setting up body scanners at
the entrance to sports arenas (article 10).

It is on all of these articles that the CNIL
had to rule in the context of the deliberation of 8
December 2022. Particular attention will be paid
to articles 4,5,6,7 and 10 of the bill.

Firstly, concerning the examination of ge-
netic characteristics in the context of anti-doping
tests. Article 4 of the bill aims to ensure compli-
ance with domestic law with the provisions of
the World Anti-Doping Code. To do this, the ar-
ticle provides for several derogations from the
provisions of the Civil Code for the purposes
contrasting doping. The CNIL, while acknowl-
edging the need to adapt domestic laws, stresses
that "these would be particularly intrusive tests,
which significantly derogate from the principles
currently governing the analysis of genetics in
the Civil Code”. In addition, the regulator urges
the Government to explain the conditions for in-
forming and obtaining the consent of the athlete
subject to these analyses.

Secondly, on bringing the Internal Security
Code (CSI) into compliance with the General
Data Protection Regulation and the Data Protec-
tion Act of 6 January 1978. Indeed, the bill in-
tends to bring the CSI, particularly Articles
L.251-1 and L.255-1, within the provisions of
the GDPR and the French Data-Protection Law
regarding the protection of personal data. While
acknowledging the benefit of bringing the video
protection regime provided for by the CSI into
compliance, the CNIL denounces "the choice to
modify the existing provisions as a minimum
[...]" and calls for a "more global" reform of the
regime relating to the “processing of images in
spaces open to the public [...]” as well as “gen-
eral” compliance with the CSI.

Third, on the experimentation of “augment-
ed” cameras. Article 6 of the bill aims to exper-
iment with "algorithmic processing of automated
analysis of images from video-protection devices
and cameras installed on aircraft in order to de-
tect and report events in real time.”. These sys-
tems based on artificial-intelligence systems are
intended to "ensure the security of sporting, rec-
reational or cultural events which, by their size
or their circumstances, are particularly exposed
to the risk of acts of terrorism or risk of serious
harm to the safety of persons”. As such, any use
of augmented cameras for other purposes is
ruled out. The regulator recognizes the legitima-
cy of these objectives, but recalls “that the de-
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ployment, even experimental, of these devices of
augmented cameras is a turning point which will
contribute to defining the role which will be en-
trusted in our society to these technologies, and
more generally to "artificial intelligence". In ad-
dition, it specifies that the guarantees provided
for by the bill are consistent with the recommen-
dations formulated in its position paper on the
deployment of augmented cameras in public

spaces, published in July 2022

(www.cnil.fr/fr/deploiement-de-cameras-augmen

tees-dans-les-espaces-publics-la-cnil-publie-sa-p

osition). To know:

- “An experimental deployment;

- Limited in time and space;

- For certain specific purposes and correspond-
ing to serious risks for people;

- The absence of biometric data processing;

- The lack of reconciliation with other files;

- The absence of automatic decision-making:
the algorithms are only used to signal poten-
tially problematic situations to people who
then carry out a human analysis”.

Fourthly, with regard to the extension of the
video surveillance images that the agents of the
internal services of the SNCF and the RATP can
view. Article 7 of the bill aims to extend the
spectrum of video-protection images that can be
viewed by agents of the internal security services
of SNCF and RATP, the two main transport
players in the Ile-de-France region. This exten-
sion aims to ensure "better management of the
flow of supporters going to sites served by the
means of transport of the two operators, or leav-
ing them at the end of the sporting event" and to
allow "the improvement of the communication
between the different people involved in the
flow of people in the context of major sporting
events”. For the CNIL, the possibility offered to
SNCF and RATP agents to access more images
should not lead to an extension of their compe-
tence at the same time. These remain limited to
missions of prevention and safety of persons and
property. Furthermore, the CNIL suggests that
the bill be clarified so as not to imply that access
to the images can be done without restriction.

Lately, on the possibility of setting up body
scanners at the entrance to sports arenas. The
implementation of body scanners proposed by
article 10 aims to streamline and secure people's
access to areas determined by decree. For the
CNIL, the various conditions defined by the bill
(consent of the data subject, respect for ano-
nymity, system blurring the visualization of the
face, prohibition of the recording and storage of
images, etc.) makes it possible to reduce viola-
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tions "to the privacy and intimacy of the persons
concerned". On the other hand, it recalls that
these devices constitute processing of personal
data within the meaning of the Communication
from the Commission to the European Parlia-
ment and the Council on the use of security
scanners at airports in the European Union of 15
June 2010 (COM/2010/0311 final) and that they
remain subject to the relevant regulations. In ad-
dition, the CNIL calls for particular vigilance
with regard to the procedures for obtaining con-
sent and informing the persons concerned.

Court of Cassation, 1st Civil Chamber, 5
January 2023, No. 22-40.017

In a decision dated 5 January 2023, the
Court of Cassation refused to transmit the prior-
ity question of constitutionality raised in the con-
text of a dispute with the Autorité de Régulation
de la Communication Audiovisuelle et Numé-
rique (French regulatory authority for audiovis-
ual and digital communication), concerning
measures to block access to pornographic sites
in order to protect young people.

In this case, a number of internet service
providers were challenged in relation to access
by minors to websites containing pornographic
content. This access is open to any user who
simply declares that he or she is not a minor.
However, article 227-24 of the Penal Code pun-
ishes the offence of manufacturing, distributing
or trading a pornographic message when this
message is likely to be seen or perceived by a
minor. Moreover, the third paragraph of the arti-
cle specifies that the offence is constituted "even
if the access of a minor to the messages [...] re-
sults from a simple declaration by the minor in-
dicating that he or she is at least eighteen years
of age".

The Autorité de régulation de la communi-
cation audiovisuelle et numérique (ARCOM) is
the independent administrative authority em-
powered to control the existence of such access
to pornographic content. On the basis of article
23 of the law of 30 July 2020 no 2020-936 aim-
ing at protecting victims of domestic violence,
the president of ARCOM has the power to give
formal notice to any person whose activity is to
publish a service of communication to the public
on line, so that the latter takes all the necessary
measures to prevent the access of minors to por-
nographic content. In case of non-fulfilment of
the injunction, the president can then refer the
matter to the judicial court in order to close ac-
cess to the content according to the accelerated
procedure on the merits; which in this case has
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been done. At this stage of the proceedings, one
of the companies involved in the case raised a
priority question of constitutionality concerning
the provisions of article 23 of law no 2020-936.

Although the provision in question defines,
at first glance, the criminal offence as well as the
conduct that may give rise to a sanction in suffi-
ciently-clear and precise terms, the character of
necessity, adaptation and proportionality to the
objective of protecting minors could raise ques-
tions. Indeed, by deeming insufficient a control
by declaration, article 23 of the law no 2020-936
imposes on internet-access providers as well as
on publishers of pornographic content sites, and
more generally of content unsuitable for minors,
to implement a stricter control. What about the
modalities of such a stricter control, which pre-
sents practical and economic difficulties? The
Paris Court of Justice has thus transmitted the
priority question of constitutionality to the Court
of Cassation, which has examined it. Therefore,
article 23-4 of the organic law no 2009-1523 of
December 10, 2009 on the application of article
61-1 of the French Constitution provides the
conditions for the examination of a priority ques-
tion of constitutionality by the French Constitu-
tional Council. The questioned provision must
be at issue in the pending litigation, it must not
have already been declared in conformity with
the French Constitution by the Constitutional
Council and, finally, the question must be new or
present a serious character. The Court of Cassa-
tion noted that if the first two conditions were
met, the question was not new in that the provi-
sion had already been applied by the Constitu-
tional Council. In addition, the court noted that
"the infringement of the freedom of expression,
by requiring the use of a device to verify the age
of the person accessing pornographic content,
other than a simple declaration, is necessary, ap-
propriate and proportionate to the objective of
protecting minors. The measures to control the
age of users will thus have to be reinforced, re-
quiring operators to bear the cost and responsi-
bility of a new processing in the sense of person-
al-data protection law.

SUMMARY
DISTINCTION

INJUNCTION AND PROSECUTION

Paris judicial court, summary order 21
December 2022, Noctis Event et M. X. /
Wikimedia Foundation Inc

In a summary order dated 21 December
2022, issued on the basis of article 145 of the
French Code of Civil Procedure, the Paris judi-
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cial court distinguished between a judicial-
information measure and a protective measure
ordered in summary proceedings. The court held
that the communication of identification data of
a user who created a Wikipedia page under the
cover of a pseudonym constitutes an investiga-
tive measure legally admissible by the judicial
judge, independently of the principle according
to which only the public prosecutor has the right
to prosecute.

In this case, the company Noctis Event and
its director were targeted in a Wikipedia page
created by an unknown person acting under a
pseudonym. The elements gathered in the page
showed the particular malice of the author
against the designated company and its manager:
"he cheats at his baccalaureate, with earphones
and a cheat sheet", "he is a cousin of the anti-
Semitic director Pierre Ramelot", "he is a cousin
of the pedophile writer Henry de Montherlant".
The company and its director then asked the
Wikimedia company to communicate the identi-
fication data of the author of the litigious page.
Let us recall that article L.34-1 of the Code of
the posts and electronic communications stipu-
lates that the operators of electronic communica-
tions are held to preserve, for the needs "in par-
ticular of the penal procedures" - but not only,
the information relating to the civil identity of
the user until the expiration of a 5-year deadline
as from the end of validity of its contract, and
the other information provided by the user at the
time of the creation of an account, until the expi-
ration of a one-year deadline as from the closing
of the account. However, Wikimedia refused to
make the disclosure despite being ordered to do
so by a motion order. Wikimedia was conse-
quently summoned in summary proceedings by
the company Noctis Event to comply.

On the basis of article 145 of the French
Code of Civil Procedure, the court examined the
"legitimate reason" put forward by the plaintiff
company. The existence of this legitimate reason
is a prerequisite for any investigative measure
aimed at preserving or establishing, before any
trial, evidence of facts on which the solution of a
dispute could depend. Exercising its discretion
as a judge of the merits, the court concluded that
the filing of a lawsuit for denigration or on the
basis of the criminal offence of cyberstalking did
constitute a legitimate reason. The court notes
that the exercise of such an action is not obvi-
ously doomed to failure in this case; the identifi-
cation of the author of the page being however
essential to its success. Thus, the court judged
that the communication of the identification data
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was necessary for the exercise of the right to ev-
idence and proportionate to the antinomic inter-
ests at issue.

The judgment has the advantage of distin-
guishing between the taking of a precautionary
measure ordered by the judge and an investiga-
tive measure taken in the context of a judicial
investigation, which is conditional on the exer-
cise of the public prosecutor's action. Article 80
of the French Code of Criminal Procedure stipu-
lates that a judicial investigation can only be
opened upon the request of the public prosecu-
tor. The judicial investigation must make it pos-
sible to determine the existence of an offence
and to identify the perpetrators. However, the
Paris judicial court specifies that "the mere fact
that the public prosecutor has the opportunity to
prosecute, as the Wikimedia Foundation Inc.
maintains, cannot suffice to render the requested
investigative measure, which is aimed at identi-
fying the author of these acts, unlawful. The
judge can thus order communication measures
relating to facts likely to be subject to criminal
sanctions before the public prosecution is initiat-
ed, insofar as the evidence concerned is neces-
sary for the exercise of a civil liability action; in
this case for denigration. Indeed, the interest of
this evidence cannot be limited to the framework
of the investigation carried out during a judicial
investigation in anticipation of a criminal trial.

COUNTERFEITING AND RESPONSE TO A PUBLIC
INVITATION TO TENDER

Court of Cassation, 1st Civil Chamber, 5
October 2022, No. 21-15.386, Entr'ouvert /
Orange and Orange Business Services

In a decision dated 5 October 2022, the First
Civil Chamber of the Court of Cassation clari-
fies that the owner of a copyright on a software
that he has licensed is entitled to bring an action
for infringement against the licensee who has
used said software to respond to a public tender,
in violation of the stipulations of the license
agreement.

In this case, the company Entr'Ouvert con-
ceived a software named “Lasso” allowing the
installation of a unique authentication system. It
diffused this software under free license. In order
to answer the call for tender of the French State
for the realization of the portal "My public ser-
vice", the company Orange had developed a
software platform for management of identities
and means of interface for service providers. But
this platform integrated the Lasso software. The
company Entr'Ouvert then sued the company
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Orange for copyright infringement and economic
parasitism, arguing that this use of its software
was not in conformity with the stipulations of the
free-license contract. In a decision dated March
19, 2021, the Paris Court of Appeal awarded En-
tr'Ouvert the sum of 150,000 euros in damages
for economic parasitism exercised by the com-
pany Orange. The sum was far from the 500 000
euros of damages initially requested by the com-
pany, for lack of sufficient evidence of the extent
of the economic damage suffered, according to
the assessment of the judges of the court. In ad-
dition, the judges of appeal declared the copy-
right-infringement action of the company En-
tr'ouvert inadmissible. Entr'ouvert then appealed
against this decision.

Pursuant to Article L. 335-3, paragraph 2, of
the French Intellectual Property Code, Articles 7
and 13 of Directive 2004/48/EC of the European
Parliament and of the Council of 29 April 2004
on the enforcement of intellectual property
rights, and Article 1 of Directive 2009/24/EC of
the European Parliament and of the Council of
23 April 2009 on the legal protection of comput-
er programs, the Court of Cassation found that in
the case of copyright-infringement on software,
the owner does not benefit from the guarantees
provided for in Articles 7 and 13 of Directive
2004/48/EC of the European Parliament and of
the Council of April 29, 2004, when he acts on
the basis of contractual liability under ordinary
law. Consequently, the judges of cassation speci-
fy that the owner can act in infringement. Their
reasoning takes into account the interpretation of
the judges of the Court of Justice of the Europe-
an Union of the aforementioned European direc-
tives.

The judges of the Union had indeed speci-
fied in a judgment of December 18, 2019, C-
666/18, that "the infringement of a clause in a
computer-program licensing agreement, relating
to the intellectual property rights of the holder of
the copyright in that program, falls within the
scope of infringement of intellectual property
rights, within the meaning of Directive 2004/48,
and that, consequently, that holder must be able
to benefit from the safeguards provided for in
that directive, irrespective of the system of liabil-
ity applicable under national law. However, in
this case, the judges of appeal did not take into
account elements other than economic factors,
such as the moral prejudice caused to the right
holder by the infringement. Furthermore, the
compensation awarded to Entr'Ouvert did not in-
clude, as an alternative, a lump sum of damages,
based on elements such as, at least, the amount
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of the royalties or fees that would have been due
if the infringer had requested permission to use
the intellectual-property in question. The com-
pany Entr'Ouvert could not indeed profit from
the guarantees offered by directive 2004/48
within the framework of an action in contractual
civil liability. In this action for non-performance
of the contract of license, the amount of the
damages cannot exceed what is foreseeable at
the conclusion of the contract or what the parts
envisaged conventionally; according to former
article 1147 of the French Civil code in its ver-
sion applicable to the case (current article 1231-
1 of the French Civil code). The re-exploitation
in the response to a public contract in contraven-
tion of the stipulations of a software-license
agreement, is thus likely to expose the candidate
to the payment of damages for copyright in-
fringement.

ITALY
edited by
Alessia PALLADINO, Ph.D. in Administrative
Law, University of Naples Suor Orso-
la Benincasa

EXCLUSION OF THE ECONOMIC OPERATOR IN
CASE OF NEGLIGENCE IN E -PROCUREMEN
PROCEDURES

Regional Administrative Court of Um-
bria, decision 761/2022 of 27 October 2022.

In this ruling the Regional Administrative
Court of Umbria rules that the competitor who
tried to upload the tender documents on the
Me.pa telematic platform within the fixed time,
but could not finalize the sending and does not
take a diligent actions by immediately reporting
the malfunctioning and asking for remedies,
shall be excluded from such tender procedure.

The Regional Administrative Court of Um-
bria, Perugia, clarifies the specific duties of fair-
ness, accountability and diligence upon to the
economic competitor who decides to join a pub-
lic tender and tries to upload the tender docu-
ments on the telematic platform.

The dispute arose from the action brought
before the Regional Administrative Court of
Umbria, by an economic operator who contested
the exclusion from a simplified-negotiated pro-
cedure on the Me.pa platform.

Due to a technical malfunctioning, the oper-
ator alleged the impossibility of entering the
fields reserved for the technical and economic
documentation.
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Consequently, they decided to upload the
technical and economic offer in the field relating
to the administrative documentation. Therefore,
to ensure the respect of secrecy and impartiality,
the offers were distinguished in three different
files.

In its judgment of 27 October 2022 no 761,
the Regional Administrative Court of Umbria
rules that whenever the tender procedure is char-
acterised by a clear separation between the eval-
uation phase of the technical tender and the
evaluation phase of the economic offer, the prin-
ciple of unfairness means that until the evalua-
tion of the technical elements is completed, the
economic offer must be kept secret, to avoid any
possible influence on the evaluation of the tech-
nical elements. In particular, the mere possibility
of knowing the extent of the economic offer, be-
fore the technical one, is prone to jeopardize the
guarantee of impartiality of the assessment.

Therefore, the Court recalls long —lasting
opinions and previous judgments (Regional Ad-
ministrative Court of Lazio, Rome, sect. II, deci-
sion of 16 December 2021, no 13081), which
underline a renewed-accountability attitude ad-
dressed to the economic operator.

The Court argues that widespread e-
procurement calls for particular care and dili-
gence in uploading the documents, with the con-
sequent impossibility of attributing to the Con-
tracting Authority any type of anomaly in the
mechanism of re-registration.

Beside all, in case of proven technical mal-
functioning of the platform, which avoids the
transmission of the tender documents, the eco-
nomic operator must take diligent steps by im-
mediately reporting it to the Contracting Author-
ity, and asking for remedies provided by Article
79, paragraph 5-bis, of the legislative decree no
50/2016.

In this regard, the operator must be diligent,
by asking for (i) an extension or (ii) a suspension
of the deadline, as well as (iii) the opening a
ticket for technical support. On the contrary, the
Court underlines that in the case at issue the
economic operator just uploaded the tender doc-
uments together, providing a mere screenshot,
that it found unsuitable to prove the platform
malfunction.

As a consequence, the Court states that the
exclusion was legitimate.

The analysis of the judgment of the Italian
Regional Court of Umbria allows to conclude
that, in the event of a software malfunctioning,
the economic operators which have started up-
loading the documents and discover the failure,
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shall act diligently by immediately reporting the
malfunctioning to the contracting authority, and
asking for remedies to complete their submission
within a reasonable time.

In this regard, the decision of the Adminis-
trative Regional Court of Umbria confirms the
legal precedents, which suggest a renewed mor-
phology of economic operator’s duties in the e—
procurement sector.

PROOF OF PUBLICATION ON A WEBSITE
THROUGH ITS CACHE

Council of State, Section V, decision no
8123/2022 of 21 September 2022.

The Council of State rules that the allegation
of the Google cache, referred to the Contracting
Authority institutional website, is eligible to
prove the publication of the contracting award
notice, as well as to provide the date of its publi-
cation.

The decision of the Council of State pro-
vides an innovative overview towards the usage
of technology to prove the publication dynamics
occurred in the Contracting-Authority institu-
tional website.

In particular, it offers the chance to reflect
upon the scope of the Google cache.

The appeal arose from the dispute, decided
by the Regional Administrative Court of Naples
with the decision of the 31 August 2021, no
5660.

The appellant, ranked second at the end of
the tender, with a total score of 69.09 points
(having obtained 66.38 points for the technical
tender and 2.71 for the economic tender, corre-
sponding to a 4.25% discount), against the win-
ner who scored 79,17 points (in details, 69,17
points for the technical offer and 10 for the eco-
nomic offer, with a decrease of 58%), has ap-
pealed all the acts of the tender, as well as the
contracting-award notice.

Thus, at a first glance, the defendant claims
for the inadmissibility of the action, arguing that
it has been proposed late, out of the legal terms:
in details, they state that the contracting-award
notice was published on 19th January 2021,
whereas the company notified the application
more than three months later, on 21st April 2021
and filed it on 5th May 2021.

The Council of State preliminarily rejects
the exception of inadmissibility for the lateness,
proposed by the defendant.

In this regard, the Council underlines that
the appellant company, while contesting that the
tender-award notice was published on 19th Janu-
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ary 2021, has proven that this notice actually ap-
peared on the web no earlier than 2nd May 2021.

This statement has been confirmed by evi-
dence of the cache registered from the portal
www.google.it.

As a matter of fact, caching constitutes a
process that allows to temporarily store copies of
files, images, as well as web pages, to reduce
loading time when a user visits a website.

Thus, the Contracting Authority’s website
page archived by the Google cache has revealed
that the last publication on that website occurred
on May 2nd 2021, at 6.53 am.

On this ground, the Council considers the
appeal admissible.

PORTUGAL

edited by

Luis MANUEL PICA, Ph.D. in Public Law at
the University of Minho (Portugal),
invited Assistant Professor at the Pol-
ytechnic Institute of Beja (Portugal)
and researcher at JusGov- Research
Centre for Justice and Governance at
University of Minho (Portugal).

Mario FILIPE BORRALHO, Master’s student
at Law School - University of Lisbon
(Portugal), Solicitor, Teaching assis-
tant at the Polytechnic Institute of Be-
ja (Portugal)

THE PROTECTION OF PERSONAL DATA
IN THE PUBLIC ADMINISTRATION

Deliberation no 1040/2022, of 2 November
2022 of the National Commission for Data
Protection of Portugal (Comissdo Nacional de
Proteciao de Dados de Portugal)

The national body responsible for protecting
personal data has decided to condemn a public-
administration body for failure to comply with
the General Data Protection Regulation.

The National Commission for Data Protec-
tion (CNPD), as the Portuguese administrative
agency responsible for supervising and enforcing
compliance with the provisions relating to the
protection of personal data, decided in delibera-
tion n°. 1040/2022, of 2 November 2022, to im-
pose a fine of EUR 170,000.00 on the municipal-
ity of Setubal for breach of i) the principle of
confidentiality (art. 5, paragraph 1(f) of the Gen-
eral Data Protection Regulation), ii) the principle
of limitation of the right to access and rectifica-
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tion of personal data (Article 5, paragraph 1(f) of
the General Data Protection Regulation), of (iv)
the principle of storage limitation (Article 5, par-
agraph 1(e) of the General Data Protection
Regulation), and of (iv) the principle of transpar-
ency (Article 12 of the General Data Protection
Regulation) and of the obligation to appoint a
data-protection officer (Article 37 of the General
Data Protection Regulation), particularly about
the processing of personal data of Ukrainian ref-
ugees.

In the context of a procedure to support
Ukrainian refugees creating a municipal-support
line for refugees and the subsequent creation of a
personal database of the same, it was decided
that the personal data of the beneficiaries would
be collected, without providing the necessary
and mandatory information at the time of collec-
tion, as well as the context in which the collec-
tion was carried out, the duration or a reasonable
period of time for its storage, and this database
would be accessible by third parties without any
protection mechanisms that sought to protect
personal data. On the other hand, it was verified
that there was no mandatory designation of a Da-
ta Protection Officer, being Setiibal City Council
a municipal body, it was legally obliged to des-
ignate a person responsible for the protection of
personal data.

In these terms, Settibal Municipality was
condemned of four offences of a misdemeanor
nature.

THE PRACTICE OF PROCEDURAL ACTS IN THE
ADMINISTRATIVE COURTS AND THE MANDATORY
USE OF ELECTRONIC FORMAT

Judgment of the Central Administrative
Court of the South of 6 October 2022

The administrative court decided that since
the administrative process is exclusively elec-
tronic, the information contained in the forms
must be duly filled out to avoid discrepancies
with the attached files, otherwise only the con-
tent of the initial form will be considered.

According to the provisions of article 24 of
the Procedural Code of the Administrative
Courts, the proceedings before the administrative
courts are electronic, and the procedural acts
submitted in writing by the parties shall be pre-
sented in court by electronic means, by the re-
spective representatives in the computer system
of support to the activity of the administrative
and fiscal courts (called SITAF), under the terms
defined in Ministerial Order n°. 380/2017, of 19
December;
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The practice of procedural acts is carried out
by filling out the forms made available in the
SITAF to which are attached, namely, files with
the material content of the procedural document.

Where the forms contain fields for specific
information, they should be filled in accordingly,
even if such information is included in the at-
tached file. Where there is a discrepancy be-
tween the information contained in the form and
the file attached to it, submitted, and which is
not corrected at the request of the interested par-
ty, in the general terms, or raised automatically,
the information in the former shall prevail, even
if the respective fields are not filled in.

Detecting the discrepancy in the information
regarding the witnesses, the registry in compli-
ance with the provisions of the reproduced para-
graph 4 of Article 6 of Ordinance N°. 380/2017,
should notify the applicant to proceed, within 10
days, with the completion of the respective form
made available in the computer system of sup-
port to the activity of administrative and tax
courts, under penalty of considering only the
content of the initial form.

Determination that has implicit the existence
of two forms: the initial one not filled in or
wrongly filled in the field concerning the wit-
nesses, given the content of the evidentiary re-
quest in the attached defense - which were sub-
mitted in the SITAF and, therefore, are unsus-
ceptible, in themselves, of edition or alteration -;
and the one to be filled in, following notification
to this effect, to put an end to the divergence of
information on this matter - consisting of a re-
quest form which will follow a similar process to
that used for registering the initial petition or the
defense, allowing the representative to insert/add
or edit, by substitution, parties, such as witness-
es, registered (or not) in the SITAF in previous
forms and attached files.

DUTY OF CONFIDENTIALITY ON
CONTAINED IN PROPERTY TAX RECORDS.

DATA

Ruling of the Supreme Administrative
Court, 9 November 2022, Case no
0718/22.7BELRA

In this judgement, the Portuguese Supreme
Administrative Court considered that infor-
mation such as the tax-identification number and
tax domicile of the owner of a certain building,
contained in the property-tax records, constitute
data subject to tax secrecy, and therefore can
only be disclosed in the strict circumstances
foreseen in Article 64 of the General Tax Law.

The property-tax records, kept by the tax au-
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thorities (Tax and Customs Authority) for the
purpose of taxation of real-estate assets, contain,
namely, the characterization of the properties,
the location and their taxable value, as well as
the identity of the owners. This means those ser-
vices receive daily requests for information (on
the identity and address of the owner(s) of cer-
tain properties) from third parties (potential pur-
chasers, owners of adjoining properties, lawyers,
solicitors, etc.), with the disclosure of such data
being refused on the grounds that they relate to
and reveal the tax situation of the taxpayers.

In the case at issue, the court considered that
tax secrecy may be defined as a data-protection
regime, which covers not only the privacy of tax
data themselves (those that express the taxpay-
er's tax situation - e.g., data relating to the valua-
tion of the property or to tax exemptions), but
also the taxpayers' personal data (data of a per-
sonal nature obtained in the exercise of or be-
cause of tax functions, that is, in the context of
tax procedures or actions - such as addresses and
tax-identification numbers). It also established
that, although property-tax records fall within
the concept of “administrative document”, and a
right of free access applies to these documents
(article 5 of the Access to Administrative Docu-
ments Act - Law no. 26/2016, of 22 August),
since they contain personal data, this right can-
not prevail over the protection constitutionally-
granted to the privacy of private life, so it will be
necessary to invoke a direct, personal, legitimate
and constitutionally protected interest that is suf-
ficiently-relevant interest, justifying access to the
information (being that the claim that there is a
need to contact the owner of the land, or to know
if they belongs to the public domain does not
fulfill such requirements). Tax secrecy is main-
tained even if such data are or not freely accessi-
ble through other legal and institutional channels
(e.g. land registry).

ACCESS TO ADMINISTRATIVE DOCUMENTS
CONTAINING COMMERCIAL, INDUSTRIAL OR
COMPANY SECRETS

Ruling of the Southern Administrative
Central Court, 8 September 2022, Case no
399/22.8BESNT

In the aforementioned decision, the Venera-
ble Judges of the Southern Administrative Cen-
tral Court - one of the two intermediate instanc-
es of the administrative and fiscal jurisdiction in
Portugal - ruled that the mere invocation, by the
entity to which access to an administrative doc-
ument was requested (in this case, a public con-
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tract), of a regime of restriction of access to in-
formation (foreseen in article 6(6), of LADA -
Law of Access to Administrative Documents -
Law no. 26/2016, of 22 August), without further
explanation on how the disclosure of the re-
quired information affects the competitive inter-
est and/or the secrecy about the internal life of
the company, does not allow, without further
ado, to conclude that the disclosure of such in-
formation (relating to the execution of the public
contract) may seriously affect the competitive
capacity or the competitive interest of the com-
pany.

According to article 6(6) of LADA, a third
party can only access administrative documents
containing commercial, industrial or internal
company secrets by written authorisation from
the company or by demonstrating to hold a di-
rect, personal, legitimate and constitutionally-
protected interest that is sufficiently relevant
(within the framework of the principle of propor-
tionality, of the fundamental rights in presence
and of the principle of open administration) that
justifies such access to information - this consti-
tutes a restriction on the right of free access to
administrative documents (which includes the
rights of consultation, of reproduction and of in-
formation about their existence and content - ar-
ticle 5(1) of the LADA).

The said Court considered that, regarding
administrative documents with personal data or
secrets about the internal life of companies, the
public entity must allow the process to be con-
sulted and make available the requested docu-
ments, but must remove the information on re-
served matters (excluding/hiding the parts relat-
ing to matters covered by secrecy). It was also
considered that it is the duty of the requested en-
tity to present, on a case-by-case basis, the justi-
fication for the concealment of those specific el-
ements, so that the requesting entity may syndi-
cate this action.

SPAIN

edited by

Javier MIRANZO DiAz, Professor Lector in
Administrative Law at The University
of Castilla-La Mancha.

Alfonso SANCHEZ GARCIA, Professor Lec-
tor in Administrative Law at The Uni-
versity of Murcia.
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ELECTRONIC NOTIFICATION

Central Economic-Administrative Board,
Decision of 20th July 2022, proc.
00/05927/2021/00/00.

The case before the Central Economic-
Administrative Board addresses the statute of
limitations for the settlement of the Corporate
Tax of 2016 and the legality of electronic notifi-
cations. The core issue in the case before the
Central Economic-Administrative Board focuses
on the fact that a paper notification was made to
an entity obligated to receive communications
exclusively through electronic means.

The case before the Central Economic-
Administrative Board focuses on the proper exe-
cution of electronic notification in the context of
the Corporate Tax settlement for the fiscal year
2016. The claimant entity questioned the legality
of the notifications made by the Administration,
arguing that these did not comply with the nec-
essary legal requirements and, therefore, there
was not a valid notification of the verification
procedure that would validly interrupt the statute
of limitations for the Administration's right to
settle the tax.

Initially, the Board establishes that the in-
spection actions began on October 30, 2018,
through a communication notified via the elec-
tronic mailbox associated with the entity's ena-
bled electronic address, complying with the stip-
ulations in articles 14.2 and 41.1 of Law 39/2015
of the Common Administrative Procedure of
Public Administrations. This law mandates elec-
tronic notifications for certain entities, including
the claimant in this case.

The central issue of the dispute is the notifi-
cation of the rectification agreement of the set-
tlement proposal dated June 10, 2021. This noti-
fication was made in paper format by a tax
agent, despite the entity being obliged to receive
electronic notifications. The entity argued that
this paper notification was illegal and that it
should have been carried out exclusively in elec-
tronic format.

In evaluating this situation, the Board con-
siders Article 3.2 b) of Royal Decree 1363/2010,
which allows the Administration to carry out
non-electronic notifications for reasons of ad-
ministrative efficiency, especially in situations
where the statute of limitations of the Corporate
Tax was about to expire and a period for allega-
tions still had to be granted to the taxpayer. In
this case, it was considered that the paper notifi-
cation of the rectification agreement was legit
and effectively interrupted the prescription peri-
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od, as it was made to ensure the effectiveness of
the act to be notified and the knowledge of the
act by the interested party.

The Board also considered that there was no
formal irregularity in the inspection actions. The
appropriate procedure was followed in the sign-
ing of the act of disagreement, the mandatory
deadlines for submitting allegations were grant-
ed, and the regulations were followed in the rec-
tification of the proposal. No violation was iden-
tified in terms of defencelessness or irregularity
that could affect the validity of the notification
of the settlement agreement.

In summary, the Board determined that the
paper notification of the rectification agreement,
although unusual given the entity's obligation to
receive electronic notifications, was a measure
justified by the Administration to ensure the ef-
fectiveness of the notification in a context where
the prescription period was about to expire. This
decision underscores the flexibility within cer-
tain legal limits for the Administration in choos-
ing the method of notification, prioritizing effec-
tiveness, and compliance with administrative
procedures.

Contentious-Administrative Court (single
judge) number 3 of Madrid. Case 537/2022,
23rd November, appeal number 451/2021

In this case, a penalty for obstruction by the
taxpayer is annulled. The case originated from
the fact that the taxpayer had not acted in ac-
cordance with what was indicated by the Admin-
istration through an electronic notification made
available to them without the accompanying no-
tice to the email address.

The issue addressed by the Court involves
the review of the legality of electronic notifica-
tions made by the Administration in the context
of a settlement of the Tax on Constructions, In-
stallations, and Works (ICIO, by its Spanish ac-
ronym). The focus of the dispute centres on the
imposition of a tax penalty on an entity, under
the allegation of serious tax infringement due to
resistance, obstruction, excuse, or refusal to
comply with the administrative action.

The Court specifically analyses whether the
notifications complied with the requirements of
Article 43 and Article 41.6 of Law 39/2015 of
the Common Administrative Procedure of Public
Administrations. According to these provisions,
electronic notifications must be made through
the electronic headquarters of the Administration
and are carried out when their content is ac-
cessed. Additionally, it is required that the Ad-
ministration sends a notice to the electronic de-
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vice and/or the email address of the interested
party about the availability of the notification.

In this case, the Court observes that while
the first notification attempt was correctly car-
ried out both electronically and on paper, with
publication in the BOE, the subsequent two elec-
tronic requirements did not fulfil the obligation
to send a notice to the email of the interested
party. This omission created a situation in which
the interested party was unaware of when the
municipal administration would make the notifi-
cation of the requirement available in the elec-
tronic office.

The Court considered that, although the law
and its applicable jurisprudence — which we
have highlighted in this section of previous
numbers of our magazine — establish that the
lack of notice does not prevent the notification
from being considered valid, in this specific case
the absence of notice created a situation of de-
fencelessness for the taxpayer. This defenceless-
ness was considered serious, particularly due to
the high fine imposed because of not attending to
the requirements. The Court argues that
knowledge of administrative acts is essential to
exercise the right of defence and that the lack of
compliance with a legal obligation, even if it
does not have a direct legal consequence, is rele-
vant in the context of the imposed sanctions.

The Court also highlighted the difference in
the notification dynamics between electronic no-
tifications and paper notifications, noting that in
electronic notifications the recipient must active-
ly access the electronic headquarters of the issu-
er to obtain the notification. This difference im-
plies that, in the absence of a notice, the taxpayer
may not be aware of the need to access the noti-
fication, which hinders their ability to respond
appropriately.

In the end, the Court concluded that the lack
of notice in electronic notifications could not be
considered as an intentional non-compliance
with the requirements by the taxpayer. Conse-
quently, the two unattended requirements with-
out sending the notice should not be considered
for the grading of the imposition of the sanction.
Based on this, the Court partially upholds the
administrative appeal filed by the sanctioned en-
tity, annulling the originally-imposed sanction
and replacing it with a fine of 300 euros.

Constitutional Court. Case 84/2022, 27th
June, appeal number 83/2021.

In the present Judgment, the Constitutional
Court declares the citizen's right to effective ju-
dicial protection to have been violated due to
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electronic notifications being sent to an electron-
ic address of which the citizen was unaware, and
without proper notification of the availability of
these notifications, as it was sent to an incorrect
address.

The Constitutional Court's judgment exam-
ines an appeal related to the legality of electronic
notifications in a sanctioning procedure in the
land-transport sector. The appeal challenges sev-
eral judicial and administrative decisions, includ-
ing a sanctioning resolution and the rejection of
a request for ex officio review, brought by a
businessman involved in land-goods transport
and his legal successor.

The conflict originates when the appellant
submits a declaration in December 2016 to the
General Directorate of Transport, complying
with the requirement of having an electronic ad-
dress and signature for communications with cli-
ents. However, an error occurred in the tran-
scription of his email address in the register, af-
fecting future electronic notifications.

In January 2018, the land-transport inspec-
tion requested documentation from the appellant
related to the tachographs of his vehicles. The
notices of the availability of the notification in
the Enabled Electronic Address for this request
were sent to the incorrect email address, result-
ing in the appellant not receiving the notices and
failing to respond, leading to the notification be-
ing considered automatically rejected due to the
lapse of the ten days established in Law 39/2015.

Subsequently, a sanctioning procedure was
initiated against the appellant alleging serious
infringements related to the driving and rest
times of his vehicle drivers. Again, the notices of
availability were sent to the wrong email ad-
dress, preventing access to the relevant notifica-
tions.

In October 2018, a fine of €4,001 for each
infringement was imposed, totalling €16,004.
The defect in the notice of the availability of the
notifications of the administrative acts was re-
peated, so the taxpayer went on without access-
ing them.

In May 2019, a demand for payment total-
ling €18,750.53 was notified to the appellant,
corresponding to the imposed fines and corre-
sponding surcharges. The appellant requested a
review of null acts under Law 39/2015 in rela-
tion to the sanctioning resolution, arguing that he
had not received notifications at the email ad-
dress he had provided, but his request was re-
jected.

The appellant filed a contentious-
administrative appeal, invoking the violation of
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his right to effective judicial protection and due
process, in accordance with Article 24 of the
Spanish Constitution. He argued that the notifi-
cations of the sanctioning procedure were not
correctly carried out due to the error in the email
address and that the administration did not ex-
haust all means to ensure that he was effectively
aware of the notifications.

The Central Contentious-Administrative
Court No. 5 issued a rejecting judgment, arguing
that the error in the email address was attributa-
ble to the appellant and that, as a businessman,
he should have been aware of his obligation to
interact electronically with the administration.
The Supreme Court had previously expressed the
same view in similar circumstances, as analysed
in previous issues of this publication. In the sub-
sequent appeal, the Judgment of October 2, 2018
(appeal no. 38-2018), of Section Seven of the
Contentious-Administrative Chamber of the Na-
tional High Court, confirmed the Court's Judg-
ment. An appeal for cassation was filed, but it
was unadmitted by the order of April 11, 2019,
of Section One of the Contentious-
Administrative Chamber of the Supreme Court.

In the appeal for protection before the Con-
stitutional Court, the appellant alleges the viola-
tion of his right to effective judicial protection
and the right to defence, attributing it to both the
administration and the judicial body. He main-
tains that the administration did not exhaust all
means to ensure that the notifications reached his
knowledge and that the judicial body did not
give him the opportunity to contradict the ad-
ministration's arguments.

The State Attorney, in his allegations, dis-
misses the violation of the right to defence, not-
ing that the appellant notified an incorrect email
address and that such action cannot be consid-
ered diligent. He argues that, as a transporter, the
appellant was obliged to comply with the re-
quirements demanded by the transport regula-
tions, among them, those stipulated in Articles
43 and 56 of the Law on the Regulation of Land
Transport.

The prosecution is interested in the partial
estimation of the appeal for protection, declaring
that the contested administrative resolutions
have violated the appellant's fundamental right
to defence inherent to the right to due process
under Article 24.2 of the Spanish Constitution,
given that the sanctioning resolution was issued
without enabling the appellant to have effective
knowledge of the electronic communication acts.

In this context, the Constitutional Court de-
termines that the fundamental right to defence
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and to be informed of the accusation of the ap-

pellant, according to Article 24.2 of the Spanish

Constitution, has been violated.

The Court bases its decision on the finding
that the appellant was not effectively aware of
the electronic notifications made at his enabled
electronic address, as well as the sanctioning
procedure that had been initiated. This lack of
knowledge was due to the erroneous transcrip-
tion of his email address in the register, which
led to important notifications not reaching his
knowledge. The Court considers that this situa-
tion generated a violation of the appellant's right
to defence, as he could not adequately exercise
his rights in response to the ongoing administra-
tive and judicial actions.

Because of this determination, the Constitu-
tional Court decides:

1) To annul both the administrative and judicial
resolutions related to this case, including the
sanctioning resolution and the decisions of
the  Central  Contentious-Administrative
Court, as well as the order that resolved the
nullity incident.

2) To order the retroaction of the actions to the
moment prior to the electronic communica-
tion of the requirement by the land transport
inspection. This measure aims to ensure that
electronic communication is carried out in a
way that respects the fundamental right of the
appellant recognized by the Court.

Constitutional Court, First Chamber,
case 147/2022, 29th November, appeal num-
ber 3209-2019

In the present Judgment, the Constitutional
Court finds that the citizen's right to effective ju-
dicial protection have been violated due to elec-
tronic notifications being sent to an electronic
address of which the citizen was unaware,
among other reasons, given that the paper noti-
fication indicating the implementation of the
electronic notification system was delivered to
an unsuitable person.

This judgment before the Constitutional
Court concerns the legality of electronic notifica-
tions and their impact on the right to effective
judicial protection of a company in the context
of a provisional VAT settlement. The conten-
tious issue stems from an error in the transcrip-
tion of the appellant's email address in the regis-
ter of the State Tax Administration Agency. De-
spite this error, on this occasion, the Court found
no violation of the appellant's right to effective
judicial protection.

The regulations under analysis refer to the
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requirements for the delivery of notifications to
legal entities established in the Regulation gov-
erning the provision of postal services, approved
by Royal Decree 1829/1999. According to this
regulation, the notification to the taxpayer of the
electronic platform that will henceforth be used
for electronic notifications must be made
through a paper notification. These paper notifi-
cations, when directed to legal entities, must be
transmitted to their representative or an employ-
ee of the same, and in this case, the initial notifi-
cation of inclusion in the enabled electronic ad-
dress system was received by the daughter of the
legal representative of the company, a person
with no link to the company.

Afterward, once the electronic notification
system was operational, the claimant entity did
not access the communications sent by the Tax
Agency through its enabled electronic address,
and therefore was not aware of the initiation and
substantiation of the limited verification proce-
dure nor of the provisional VAT settlement for
the fiscal year 2012.

In this context, the Court considers that, alt-
hough the Tax Agency did not breach the current
regulations in the way of carrying out electronic
notifications, it also cannot be affirmed that the
lack of access to the notifications was due to a
lack of diligence by the legal representative of
the company. Along these lines, the importance
of the documentation whose provision was re-
quired through the enabled electronic address is
also highlighted, as its lack of provision was de-
terminative in the settlement made.

Thus, the decision of the Constitutional
Court is based on the interpretation that, alt-
hough the company had the obligation to receive
communications electronically and the Tax
Agency complied with the established electronic
notification procedure, the specific circumstanc-
es of the case, including the manner in which the
initial notification was made and the company's
lack of access to subsequent notifications, led to
violation of the right of defence that could not be
attributed to a lack of diligence by the legal rep-
resentative of the company.

ELECTRONIC APPLICATIONS

Supreme Court, Third Chamber of Con-
tentious-Administrative Matters, Section 4th,
case 224/2022, 22nd February, appeal number
806/2020.

The Supreme Court's judgment focuses on a
cassation appeal related to the rectification of
errors in applications submitted electronically.
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Specifically, the judgment establishes doctrine
regarding the omission of an electronic signa-
ture in these applications and the obligation of
the Administration to offer the possibility to rec-
tify such errors, granting a period of ten days for
this purpose.

The cassation appeal was filed against the
judgment of the High Court of Justice of Anda-
lusia, which dismissed the administrative appeal
brought by a claimant regarding her exclusion
from a selective process due to the lack of elec-
tronic signature in her telemetrically-submitted
application. The claimant argued that, despite
having completed the form and received a mes-
sage indicating that her application had been
successfully processed, the absence of a final
step in the electronic submission process led to
her exclusion from the selective process.

The Supreme Court, in analysing the case,
referred to the applicable regulations, including
Article 68 of Law 39/2015 of the Common Ad-
ministrative Procedure of Public Administra-
tions, which establishes the duty of the Admin-
istration to allow the rectification of defects or
the omission of documents in any application
submitted by citizens. The Supreme Court's
judgment overturns the decision of the High
Court of Justice of Andalusia and declares the
claimant's right to be given a period by the Ad-
ministration to rectify the lack of an electronic
signature and, once the rectification is made, to
be included in the employment pools with the
inherent effects thereof.

ELECTRONIC AUCTION SYSTEM

High Court of Justice of Catalonia, Con-
tentious-Administrative Chamber, Section
2nd, Case 149/2022, 21st January, appeal
number 404/2019.

The judgment resolves on the nullity of De-
cree 41/2019 of Catalonia, which regulated the
creation and operation of electronic means for
the conduct of public electronic auctions by the
Catalan Tax Agency, as it falls under state juris-
diction.

The judgment of the High Court of Justice
of Catalonia concerns the annulment of Decree
41/2019 of Catalonia, which aimed to create a
portal for conducting public electronic auctions
for the alienation of seized goods and rights in
the executive collection period of public reve-
nues of the Generalitat Administration and Cata-
lan local administration entities.

The challenge to the decree was based, first-
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ly, on the violation of the constitutional frame-
work for the distribution of competencies in tax
matters. The representation of the General State
Administration argued that the conduct of auc-
tions is exclusive and must be carried out
through the Auction Portal of the State Agency
of the Official State Gazette (BOE).

The contested decree was deemed contrary
to the constitutional competencies reserved to
the State, particularly those established in Article
149.1 of the Spanish Constitution, which include
competencies on regulating the basic conditions
that guarantee the equality of all Spaniards, the
effectiveness of legal norms, the General Treas-
ury and State Debt, and the foundations of the
legal regime of Public Administrations and
common administrative procedure.

Furthermore, it was pointed out that Article
100 of the General Collection Regulation (De-
cree 939/05) was also breached, as it stipulates
that the conduct of electronic auctions of seized
goods must be carried out exclusively through
the Auction Portal of the State Agency of the Of-
ficial State Gazette, not admitting a similar fig-
ure at the autonomous community level.

Thirdly, it was argued that the contested de-
cree violated the Organic Law of Financing of
the Autonomous Communities (LOFCA, by its
Spanish acronym) and the Law regulating the fi-
nancing system of the Common Regime Auton-
omous Communities (Law 22/09), which de-
mand absolute respect for state competencies.

Finally, the legality of the regulation was
called into question, indicating that the decree
failed to comply with the principles of good reg-
ulation established in Law 39/15 of the Common
Administrative Procedure of Public Administra-
tions, especially the principles of necessity, ef-
fectiveness, proportionality, legal security, and
efficiency, by creating an unnecessary duplica-
tion of public services and generating higher
costs.

The Autonomous Community of Catalonia
defended its actions, claiming that it acted within
its self-organization competencies recognized by
the Statute of Autonomy of Catalonia and its Tax
Code, denying the violation of the principles of
good regulation.

Faced with the litigation thus presented, the
High Court of Justice of Catalonia considered
that, although Autonomous Communities have
the right to seek financial autonomy, they must
comply with the norms that take precedence over
others, which are those that make up the block of
constitutionality, including the Constitution and
the laws that distribute competencies between
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the State and the Autonomous Communities.

Therefore, it was pointed out that the chal-
lenged general provisionviolated the exclusive
state competencies in tax matters, especially re-
garding the "General Treasury," allowing the
State to fully regulate its own Treasury and es-
tablish common institutions for the different
Treasuries.

Given the above, the administrative appeal
was fully upheld, declaring the contested Decree
null and void for being contrary to the General
Tax Law, the General Collection Regulation, and
the precepts of the laws distributing competen-
cies.

QUALIFICATION OF PUBLIC EMPLOYEES IN THE
FIELD OF ELECTRONIC ADMINISTRATION

High Court of Justice of Galicia, Conten-
tious-Administrative Chamber, Section 1st,
Case 816/2022, 2nd November, appeal num-
ber 222/202

Need for tasks related to electronic admin-
istration to be entrusted to personnel with ade-
quate technological training.

The judgment addresses the nullity of a del-
egation of functions assigned to a public em-
ployee. The conflict originates from an adminis-
trative decision by the City Council of Lugo,
which assigned an employee, with the status of a
permanent labour staff member as a psycholo-
gist, tasks related to computer duties in the new
municipal transparency portal. The CSIF union,
representing the employee, contested this delega-
tion of functions, arguing that the tasks assigned
were exclusively for career civil servants.

The Court of First Instance estimated the
demand, annulling the administrative resolution,
considering that the labour employee could not
be legally assigned the entrusted tasks, as they
were categorized as bureaucratic functions re-
served for public officials.

On appeal, the City Council of Lugo argued
that the specific tasks assigned in the contested
decree should be in the Service of Attention and
Citizen Participation, being part of the duties of
the employee's job, and that the employee had
already been performing similar services under
another designation. However, the High Court of
Justice of Galicia dismissed the appeal, confirm-
ing the judgment of the first instance.

The Court based its decision on the fact that
the functions assigned to the employee could not
be performed by labour staff, considering his
qualification as a psychologist and the digital
competencies and knowledge about electronic
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administration required for the assigned tasks. It
was noted that these tasks were more suitable for
those with qualifications related to computer sci-
ence and new technologies than for a psycholo-
gist.

Furthermore, the Court considered that the
regulatory norms did not require that the dele-
gated tasks be performed by civil servants, but
that the tasks attributed in the contested resolu-
tion could not be performed by labour staft due
to their technical and specialized nature.
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