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Is it possible to emulate a non-linear chaotic dynamical
system with a fundamentally different non-linear dynam-
ical system? This question has been answered positively
in the context of reservoir computing – a machine learning
approach to designing artificial neural networks [1, 2]. De-
spite the significant simplification of the training process,
the performance of such systems is comparable to other
digital algorithms on a series of benchmark tasks. Reser-
voir computing was originally used for forecasting the tra-
jectories of chaotic dynamical systems, where it reached
record forecasting horizons [1].

In the first part of this work, we demonstrate that a
trained reservoir computer captures a large part of the char-
acteristics of the dynamics of the original system. That
is, if weakly driven by the original system, the reservoir
computer will synchronise with it. We illustrate this phe-
nomenon on two examples, the Lorenz and Mackey-Glass
systems. The phenomenon of synchronisation is one of
the most surprising aspects of chaos theory, and has been
extensively studied, see e.g. the review [3]. However,
our results appear in great contrast with what was known
about synchronisation of chaotic systems, in the sense that
two twin physical systems were required to achieve similar
properties of the generated chaotic time series.

After the discovery of chaos synchronisation, consider-
able effort was devoted to trying to use this effect and the
unpredictability of chaotic systems to hide secret messages.
In this type of systems, a message is embedded within a
chaotic carrier in the emitter, and recovered after transmis-
sion by a receiver upon synchronisation with the emitter
[4]. The security of chaos-based transmissions relies on
the fact that the emitting and receiving parties must have
similar copies of a chaotic attractor, that is very challeng-
ing to manufacture for a third party, without any knowledge
of its internal structure and parameters. However, a poten-
tial eavesdropper could crack the chaotic masking with a
device capable of emulating a chaotic system, such as the
reservoir computer.

In the second part of this work, as an application of
our results on chaos synchronisation, we consider using
the reservoir computer to crack two chaos-based encryp-
tion schemes with Mackey-Glass and Lorenz chaotic carri-

ers. The successful results we obtain suggest that hardware
chaos-based cryptosystems could be cracked by hardware
reservoir computers, as these have been implemented phys-
ically with good performance and high speed, see [5] for a
review.
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