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Introduction

1. Data is often presented as the new oil of our modern economy. It is the fuel of information
and knowledge creation in an increasingly connected world. In the context of this doctoral
thesis, “data” is defined in a broad sense, on the basis of the definitions provided in the
European Commission’s proposals for a Data Governance Act and for a Digital Markets Act,
and means “any digital representation of acts, facts or information and any compilation of
such acts, facts or information, including in the form of sound, visual or audiovisual
recording”.!

The European economy runs on data, which has become an essential resource for economic
growth, job creation and societal progress?, and the value of the data market is expected to
reach between 432 and 827 billion euros by 2025.% Such numbers do not come as a surprise,
given that the amount of data generated increases exponentially. Indeed, our increased
reliance on electronic networks generates troves of data, as every action taken on these
networks leaves “footprints” in the shape of data. This growth will not slow down any time
soon, as the emergence of the “Internet of Things” (10T)* will contribute to the increase of this
phenomenon. One might simply think of data that is (or will be) generated by smart cars,
smart houses, smart farming, etc.

While the economic value deriving from the processing of these data seems obvious,
determining the legal framework to be applied to it is, on the contrary, a complex task. This
stems from the fact that data is a complex good, towards which many natural or legal persons
can potentially claim a right or interest. For instance, the data generated by an autonomous
vehicle is relevant for multiple categories of stakeholders, such as vehicle manufacturers, car
dealers, spare parts manufacturers, authorised and independent garages and repairers,
developers of infotainment software used in vehicles, vehicle users, and possibly also public
authorities for the optimisation of road traffic management. This example illustrates the
inherent complexity of this resource, which will often be at the crossroads of multiple claims
and rights aimed at controlling, accessing, or benefiting from the data processing.

2. This highlights the need for a clear legal framework, especially as the data markets are still
emerging.® Moreover, the lack of a clear legal environment may contribute to insufficient data

! Article 2.1 of the Proposal for a Regulation of the European Parliament and of the Council on European data
governance (Data Governance Act), 25 November 2020, COM(2020) 767 final; Article 2.19 of the Proposal for
a Regulation of the European Parliament and of the Council on contestable and fair markets in the digital sector
(Digital Markets Act), 15 December 2020, COM(2020) 842 final.

2 Communication from the Commission to the European Parliament, the Council, the European Economic and
Social Committee and the Committee of the Regions, “Building a European Data Economy”, Brussels, 10
January 2017, COM(2017) 9 final, p. 2.

3 International Data Corporation and the Lisbon Council, “The European Data Market Study Monitoring Tool —
Final Study Report”, June 2020, SMART 2016/0063, available at http://datalandscape.eu/, p. 9.

4 “The Internet of things (IoT) is the inter-networking of physical devices, vehicles (also referred to as
"connected devices" and "smart devices"), buildings, and other items—embedded with electronics, software,
sensors, actuators, and network connectivity that enable these objects to collect and exchange data”
(https://en.wikipedia.org/wiki/Internet_of_things).

5 M. Barbero, D. Cocoru, H. Graux, A. Hillebrand, F. Linz, D. Osimo, A. Siede and P. Wauters, “Study on
emerging issues of data ownership, interoperability, (re-)usability and access to data, and liability ”, 25 April
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sharing, possibly stifling innovation and creating entry barriers for new market entrants®, and
possibly impairing access to information or our societies’ ability to tackle environmental,
health or mobility challenges.” In the context of this thesis, “data sharing” is defined in a
broad sense, on the basis of the definition provided in the European Commission’s proposal
for a Data Governance Act.2 Namely, it is the act through which one or several data holder(s)®
provide(s) access to its(their) data to one or several data recipient(s), directly or through an
intermediary, for the purpose of joint or individual use of the shared data, on the basis of
voluntary agreements or of compulsory rules.

3. It should be outlined from the outset that the legal framework pertaining to (compulsory)
data sharing is clearer when it comes to the sharing of data between governments and
businesses (“G2B data sharing”). Indeed, in 2003, the European legislator adopted the Public
Sector Information (PSI) Directive, which invited public sector bodies to open their public
sector information for re-use.'® However, given that the public sector bodies had the choice,
rather than the obligation, to open their data, only few of them did so. To remedy that
weakness, the PSI Directive was amended in 2013 to force public sector bodies to make their
public sector information re-usable for commercial or non-commercial purposes, for free or
with charges limited to the marginal costs incurred for their reproduction, provision and
dissemination.! More recently, in June 2019, the European legislator adopted a recast version
of the PSI Directive, which will have to be transposed in all Member States by July 2021.%2
This recast brings substantial modifications, which will be outlined further.® Finally, in
November 2020, the European Commission also proposed a Data Governance Act, which
notably aims at laying down the conditions for the re-use of certain categories of data held by

2018, available at https://ec.europa.eu/digital-single-market/en/news/study-emerging-issues-data-ownership-

interoperability-re-usability-and-access-data-and, p. 31.

6 Communication from Commission, “Building a European Data Economy”, op. cit., p. 3.

" Communication from the Commission to the European Parliament, the Council, the European Economic and

Social Committee and the Committee of the Regions, “A European strategy for data”, 19 February 2020,

COM(2020) 66, p. 3. See also J. Drexl, “Data Access and Control in the Era of Connected Devices”, Study on

Behalf of the European Consumer Organisation (BEUC), 2019, available at

https://www.beuc.eu/publications/beuc-x-2018 121 data access_and_control_in_the area of
connected_devices.pdf, p. 6-8; P. Picht, “Towards an Access Regime for Mobility Data”, 11C, 2020, Volume

51, Issue 8, p. 942.

8 “Data sharing means the provision by a data holder of data to a data user for the purpose of joint or individual

use of the shared data, based on voluntary agreements, directly or through an intermediary” (Article 2.7 of the

Proposal for a Data Governance Act).

® The more generic term of “data holder” is used in the context of this thesis, rather than “data owner”, as the

issue of data “ownership” is widely debated (see Part I, Chapter 2, Section B, b)). For a proposed definition of a

“data holder”, see Article 2.5 of the Proposal for a Data Governance Act: “a legal person or data subject who, in

accordance with applicable Union or national law, has the right to grant access to or to share certain personal or

non-personal data under its control”.

10 Directive 2003/98/EC of the European Parliament and of the Council of 17 November 2003 on the re-use of

public sector information, OJ L 345/90, 31 December 2003.

1 Directive 2013/37/EU of the European Parliament and of the Council of 26 June 2013 amending Directive

2003/98/EC on the re-use of public sector information, OJ L 175/1, 27 June 2013, Articles 3.1 and 6.1.

12 Directive (EU) 2019/1024 of the European Parliament and of the Council of 20 June 2019 on open data and

the re-use of public sector information, OJ L 172/56, 26 June 2019.

13 See Part 111, Chapter 3, Section B, a), 1.
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public sector bodies.** This string of legislations is motivated by the fact that public sector
data are highly valuable resources that can be used to foster accountability and transparency,
and to foster the European economy by generating digital innovation and preventing the
distortion of competition in the internal market.'®

4. Contrary to G2B data sharing, the field of (compulsory) business-to-business data sharing
(“B2B data sharing”) is still in the early phases of its construction. In the context of this
thesis, the term “business” should be understood broadly, and is not limited to undertakings
pursuing profit. It also covers, for instance, data sharing with non-profits pursuing societal
goals.!® Rather, it should be understood as being distinct from business-to-government (B2G)
data sharing.l’ In this regard, B2B data sharing can pursue economic goals but also societal
and “empowerment” goals.®

As underlined by the European Commission, “data sharing between companies has not taken
off at sufficient scale. This is due to a lack of economic incentives (including the fear of
losing a competitive edge), lack of trust between economic operators that the data will be used
in line with contractual agreements, imbalances in negotiating power, the fear of
misappropriation of the data by third parties, and a lack of legal clarity on who can do what
with the data”.'® These factors can lead to market failures, such as the lack of incentives to
collect data, uncertainties in terms of risks, high transaction costs for sharing and missing
markets, and asymmetries of information distorting decision-making.?

One way to address these market failures is through the adoption of legal instruments
promoting voluntary data sharing, which will tend to focus more on data governance and
technical issues (standardisation, interoperability??, etc.), in order to create more favourable

14 Articles 1.1.a) and 3 to 8 of the Proposal for a Data Governance Act. See also Commission Staff Working
Document, Impact assessment report accompanying the document “Proposal for a Regulation of the European
Parliament and of the Council on European data governance: An enabling framework for common European
data spaces (Data Governance Act)”, Brussels, 25 November 2020, SWD(2020) 295 final.

15 See Recitals, 3, 7, and 11 of the Directive (EU) 2019/1024 of the European Parliament and of the Council of
20 June 2019 on open data and the re-use of public sector information, OJ L 172/56, 26 June 2019.

16 On these societal goals, see Part 1, Chapter 2, Section C, a).

17 This thesis will therefore not focus on the data sharing obligations that are imposed on businesses to the
benefit of the public sector (e.g. banks are compelled to share financial information with public authorities in the
context of the fight against money laundering). See however Part 111, Chapter 3, Section B, a), 2.

18 See Part I, Chapter 2, Section B, ¢) and Section C.

1 Communication from the Commission, “A European strategy for data”, op. cit., p. 7.

20 See point 78. For a broader analysis of all of the potential types of data market failures, see M. Stucke and A.
Grunes, Big Data and Competition Policy, Oxford, Oxford University Press, 2016; J. Krdmer, D. Schnurr and S.
Broughton Micova, “The role of data for digital markets contestability: case studies and data access remedies”,
CERRE Report, September 2020, available at https://cerre.eu/publications/data-digital-markets-contestability-
case-studies-and-data-access-remedies/; J. Crémer, Y.-A. de Montjoye and H. Schweitzer, “Competition Policy
for the digital era — Final report”, 2019, available at http://ec.europa.eu/competition/publications/reports/
kd0419345enn.pdf; B. Martens, A. de Streel, I. Graef, T. Tombal and N. Duch-Brown, “Business to business
data  sharing: an economic and legal analysis”, EU Science Hub, 2020, available at
https://ssrn.com/abstract=3658100; M. Bourreau and A. de Streel, “Digital Conglomerates and EU Competition
Policy”, CERRE Report, March 2019, available at http://www.crid.be/pdf/public/8377.pdf; B. Martens, “An
economic perspective on data and platform market power”, JRC Digital Economy Working Paper 2020-09,
February 2021, available at https://www.researchgate.net/publication/349179464.

2 Interoperability is defined as “the ability of disparate and diverse organisations to interact towards mutually
beneficial and agreed common goals, involving the sharing of information and knowledge between the
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conditions for the market actors to remedy, or at least reduce, these market failures
themselves.?? For instance, the European Commission has adopted a Communication
“Towards a common European data space”, containing key principles for voluntary B2B data
sharing.? It has also created a “Support Centre for Data Sharing”?*, with the aim of putting in
place a series of measures facilitating (voluntary) data sharing, in particular by providing
examples of good practice, standard contractual clauses or existing contract models.?> More
recently, it has adopted a proposal for a Data Governance Act that notably aims at promoting
voluntary data sharing services by intermediaries®®, as well as voluntary data sharing in the
common good (“data altruism”).?” The underlying idea behind all these instruments is that, in
light of the proportionality principle®, it is preferable to first attempt to create a clear
framework to incentivise the market actors to share data on their own initiative, rather than to
compel them to do so. In this perspective, the European Commission seems to repeat the
approach that it adopted for G2B data sharing, as the PSI Directive did not contain any
compulsory G2B data sharing obligation either in its first version of 2003.2°

Yet, such voluntary data sharing initiatives may not always be sufficient to address the above-
mentioned issues, and legislators could be tempted to go a step further, by imposing
compulsory business-to-business (“B2B”) data sharing in some “specific circumstances”.*
These specific circumstances can either be economic or societal 3! For example, they might be
justified if, as it is currently the case, a small number of large firms hold a significant part of

the world’s data, as this might diminish the incentives of smaller data-driven firms to emerge,

organisations, through the business processes they support, by means of the exchange of data between their
respective ICT systems” (Decision 2015/2240 of the European Parliament and of the Council of 25 November
2015 establishing a programme on interoperability solutions and common frameworks for European public
administrations, businesses and citizens (ISA2 programme) as a means for modernising the public sector, OJ L
318/1, 4 December 2015, article 2.1).

22 B. Martens, A. de Streel, I. Graef, T. Tombal and N. Duch-Brown, “Business to business data sharing”, op.
cit., p. 28. See also R. Feasey and A. de Streel, “Data Sharing for Digital Market Contestability: Towards a
Governance Framework”, CERRE Report, September 2020, available at https://cerre.eu/publications/data-
sharing-digital-markets-competition-governance/.

23 See point 64. Communication from the Commission to the European Parliament, the Council, the European
Economic and Social Committee and the Committee of the Regions, “Towards a common European data
space”, Brussels, 25 April 2018, COM(2018) 232 final, p. 10. See also Commission Staff Working Document
establishing a guidance on sharing private sector data in the European data economy accompanying the
Communication “Towards a common European data space”, Brussels, 25 April 2018, SWD(2018) 125 final.

24 See https://eudatasharing.eu/homepage

%5 See point 65. Commission Staff Working Document establishing a guidance on sharing private sector data, op.
cit., p. 6.

% See point 78. See Articles 9 to 14 of the Proposal for a Data Governance Act. See also Commission Staff
Working Document, Impact assessment report accompanying the Data Governance Act, op. cit., p. 11-12.

27 See point 93. See Atrticles 15 to 22 of the Proposal for a Data Governance Act.

2 Article 5.4 of the Treaty on European Union, OJ C 326/13, 26 October 2012; Protocol (No 2) on the
application of the principles of subsidiarity and proportionality, OJ C 326/206, 26 October 2012

29 See points 3 and 385.

%0 See, inter alia, M. Stucke and A. Grunes, Big Data and Competition Policy, op. cit.; J. Kramer, D. Schnurr
and S. Broughton Micova, “The role of data for digital markets contestability”, op. cit.; J. Crémer, Y.-A. de
Montjoye and H. Schweitzer, “Competition Policy for the digital era”, op. cit.; R. Feasey and A. de Streel, “Data
Sharing for Digital Market Contestability”, op. cit.

31 See infra Part 1, Chapter 2, Section B, c) and Section C.
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grow and innovate, due to high entry barriers.3? The high degree of market power deriving
from this “data advantage” could also affect the contestability of some markets.*® Moreover,
some platforms have acquired significant scale, effectively allowing them to act as “private
gatekeepers”, and compulsory B2B data sharing is being discussed as a potential remedy to
ensure that their systemic role will not endanger the fairness and openness of the markets.3*
On the other hand, this data concentration phenomenon® could also possibly impair access to
information and our societies’ ability to tackle environmental, health or mobility challenges.*
In this regard, the European Commission has suggested that it would explore legislative
options in order to promote a wider (compulsory) sharing and availability of data, in order to
ensure “contestability, fairness and innovation and the possibility of market entry, as well as

public interests that go beyond competition or economic considerations”.®’

It must nevertheless be outlined here that voluntary and compulsory data sharing should not
be seen as two extremes on the regulatory intervention scale. Rather, there are links to be
made between these two approaches, which complement each other. Indeed, if the step has to
be taken from voluntary to compulsory data sharing regulatory initiatives, the latter should not
reinvent the wheel and should build on the former. Indeed, the data governance principles and
the technical provisions contained in voluntary initiatives are equally relevant for, and should
support, these compulsory initiatives. For instance, the key principles for voluntary B2B data
sharing contained in the Communication “Towards a common European data space” could be
integrated, in the future, in compulsory B2B data sharing instruments. Moreover, the national
authorities that the European Commission’s proposal for a Data Governance Act suggests to
appoint, in order to supervise voluntary B2B data sharing with trusted data intermediaries,
could also be appointed as the regulatory authorities for (some) compulsory data sharing
regulatory initiatives.® This is because these national authorities will arguably have expertise
with the governance, pricing and technical mechanisms used for voluntary data sharing,
which are, in essence, the same as those that could be used for compulsory data sharing.
Furthermore, the work made by the “Support Centre for Data Sharing”, mentioned above, and
the European Data Innovation Board — which is a formal expert group that should support the
European Commission’s work on technical standardisation and interoperability to facilitate

32 See Part I, Chapter 2, Section B, ¢), 3. Communication from the Commission, “A European strategy for data”,
op. cit., p. 3.

3 Ibid., p. 8.

3% Communication from the Commission, “Shaping Europe’s digital future”, op. cit., p. 8.

3 See Part I, Chapter 2, Section B, c), 3.

3 Communication from the Commission, “A European strategy for data”, op. cit., p. 3. See also J. Drexl, “Data
Access and Control in the Era of Connected Devices”, op. cit., p. 6-8; P. Picht, “Towards an Access Regime for
Mobility Data”, op. cit., p. 942.

37 Communication from the Commission to the European Parliament, the Council, the European Economic and
Social Committee and the Committee of the Regions, “Shaping Europe’s digital future”, Brussels, 19 February
2020, COM(2020) 67, p. 9; Communication from the Commission, “A European strategy for data”, op. cit., p. 5
and 14.

% See points 219 and 416. See Recitals 22 to 34 and Articles 13 and 23 to 25 of the Proposal for a Data
Governance Act.
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voluntary data sharing —3°, would also be a precious resource for compulsory data sharing
initiatives.

5. Despite this complementarity, the choice has been made, in this thesis, to focus on
compulsory B2B data sharing regulatory initiatives, because if the legislator decides to take
this step forward in the degree of its intervention, this will require the prior consideration of a
certain number of fundamental economic and societal balancing exercises. The focus of this
thesis will be to highlight the nature of these balancing exercises and to provide insights on
how they could potentially be addressed. This doctoral thesis will thus be structured around
the following research question: “What are the economic and societal balancing exercises
underlying compulsory B2B data sharing?”.

More concretely, and without entering into too much detail at this stage, this thesis will focus
on three balancing exercises, namely the need to balance the benefits stemming from
compulsory B2B data sharing initiatives with: i) the economic interests of the data holder;*
i) personal data protection considerations;*! and the long-term and collective costs that (some
of) these initiatives could entail in terms of individual autonomy.*? This focus can be
explained by the evolution of the doctoral research, which has paralleled the evolution of the
policy discussions on compulsory B2B data sharing since 2016, which marked the beginning
of the research.

Indeed, while the focus of the research and of these policy discussions was originally set on
whether it would be relevant to create an IP-like “data producer’s right”*3, both have shifted
away from developments pertaining to “property” on data, towards legal reflections revolving
around notions of data “control” and “access”.** However, as will be outlined throughout the
thesis, what has remained constant in the policy discussions is the large emphasis on the need
to ensure that these initiatives do not excessively distort the economic interests of the data
holders, whether in the context of competition law remedies or of ex ante legislations
imposing data sharing, as their incentives to collect and process data must be preserved.
Accordingly, the first ambition of this thesis was to adopt an analytical approach, in order to
shed more light on how these economic interests of the data holders are factored in the
existing compulsory B2B data sharing initiatives, and to provide some insights on how these
interests could be factored in future initiatives.

39 See point 309. See Recitals 40 and 41 and Articles 26 and 27 of the Proposal for a Data Governance Act. See
also Commission Staff Working Document, Impact assessment report accompanying the Data Governance Act,
op. cit., p. 54.

40 See, inter alia, Part I, Chapter 2, Section B, c), 5; Part I, Chapter 2, Section A, a); Part I, Chapter 2, Section
C; Part 11, Chapter 1; Part 111, Chapter 3, Section B; and Part 11, Chapter 4, Section A.

41 See, inter alia, Part II, Chapter 2, Section A, b); Part Il, Chapter 2, Section C; Part Ill, Chapter 2; Part IIl,
Chapter 3, Section B; and Part |11, Chapter 4, Section A.

42 See, inter alia, Part 1, Chapter 2, Section C, b); and Part 11, Chapter 2, Section A, c).

43 See Part 1, Chapter 2, Section B, b), 2.

4 See Part 1, Chapter 2, Section B, b), 3.
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Then, it quickly became apparent that, as many of the data that would be shared in the context
of these initiatives could be deemed as being personal data®, it is essential for these
compulsory B2B data sharing initiatives to factor personal data protection considerations.
However, as the research progressed, it became striking that while legislators and policy
makers seem to be aware of the necessity to consider this issue, they usually simply indicate
that “where data qualifies as personal data, the data protection framework, in particular the
[General Data Protection Regulation (GDPR)*¢], will apply”*’, without providing detailed
indications on how this could be articulated in practice. Accordingly, the second ambition of
this thesis was to adopt a normative approach in order to fill this gap, by attempting to clarify
the core elements that must be factored in this balancing exercise, and by attempting to
provide insights on how this delicate articulation can be solved.

Finally, as will be outlined below*, the doctoral research led to the observation that, up to
now, the European legislator seemed to favour (some forms of) data portability models when
adopting compulsory B2B data sharing initiatives. Yet, it is worrying to observe that while
legislators and policy makers heavily focus on the positive aspects of these types of
initiatives, they seem to completely overlook the long-term and collective costs that they
could entail in terms of personal autonomy and informational self-determination.
Accordingly, the third ambition of this thesis was, once again, to adopt a normative approach
in order to fill this gap, by attempting to raise awareness about the crucial need to take these
risks into consideration, and by attempting to provide insights on how this delicate balance
between short-term individual benefits, on the one hand, and long-term and collective risks,
on the other hand, can be addressed.

6. In order to answer the above-mentioned research question, it is first necessary to explain
the fundaments of (data) sharing, which will be the aim of Part | of this thesis. To do so, the
concept of data (What?) will first be specified and Chapter 1 will suggest a data typology.
Then, the rationale for (data) sharing (Why?) will be analysed. In this regard, Chapter 2 will
first revert to the more standard discussions on whether a resource should be shared. Then, it
will be questioned whether the findings made in the realm of (in)tangible resources can be
translated to the realm of data. It will be outlined that the rationale for data sharing can be
economic, societal or based on “empowerment” considerations. Chapter 3 will then present a
typology of data sharing models and initiatives (How?). To this end, this chapter will first take

4 “Any information relating to an identified or identifiable natural person (data subject)” (Article 4.1 of
Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC (General Data Protection Regulation), OJ L 119, 4 May 2016).

46 |bidem.

47 Communication from Commission, “Building a European Data Economy”, op. cit., p. 9. See also Recital 28 of
the Proposal for a Digital Governance Act: “This Regulation should be without prejudice to the obligation of
providers of data sharing services to comply with Regulation (EU) 2016/679 and the responsibility of
supervisory authorities to ensure compliance with that Regulation. Where the data sharing service providers are
data controllers or processors in the sense of Regulation (EU) 2016/679 they are bound by the rules of that
Regulation”; and Article 7.1 of the proposal for a Digital Markets Act: “The gatekeeper shall ensure that these
measures are implemented in compliance with Regulation (EU) 2016/679 and Directive 2002/58/EC, and with
legislation on cyber security, consumer protection and product safety”.

48 See Part 1, Chapter 3, Section A, ¢) and Part 1.
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a more practical approach, and will present the most common conceptual models of data
sharing. Then, it will take a more abstract approach, by focussing on the underlying
objectives pursued by compulsory B2B data sharing initiatives. Indeed, it would be ill-
advised to consider compulsory data sharing as a goal in itself.*® Rather, it should only be
used as a mean to achieve determined objectives. In this regard, while the debates at the
European level usually crystallise around economic objectives (contestability of data markets,
social welfare deriving from data sharing and re-use...), societal objectives could also be
pursued through the imposition of compulsory B2B data sharing (tackling environmental
challenges, contributing to healthier and more sustainable societies, improving mobility...).%°
Moreover, compulsory B2B data sharing can also be used as a mean to empower
individuals®, as illustrated by the personal data portability right granted by Article 20 of the
GDPR.>2 Considering these distinct objectives will lead to the identification of two main
categories of compulsory B2B data sharing initiatives, which will guide the rest of the
analysis in the thesis. These are “empowerment” initiatives imposing B2B data sharing, on
the one hand, and economic or societal initiatives imposing B2B data sharing, on the other
hand. Importantly, it must be clarified from the outset that while these two main categories of
compulsory B2B data sharing initiatives pursue different objectives, synergies can be found
between these two types of initiatives, which explains why they are both addressed in this
thesis.>

7. Part Il of the thesis will be devoted to “empowerment” initiatives imposing B2B data
sharing. Chapter 1 will first present the main data sharing initiatives aiming at empowering
individuals, which are essentially structured around (some forms of) data portability rights.>*
In this regard, it will be outlined that these empowerment initiatives can pursue two different
types of sub-objectives. On the one hand, empowerment initiatives can pursue the objective of
allowing the exercise of fundamental rights, such as the right to personal data protection and
informational self-determination.>® On the other hand, empowerment initiatives can be
adopted to address specific market failures, through the strengthening of the individuals’
control on their data.>® However, the effectiveness of these data sharing initiatives is being
criticised®’, leading to a growing call for the introduction of a “continuous portability” right.%®
Moreover, a brief digression will be made about a more recent phenomenon, namely the

49 B. Martens, A. de Streel, I. Graef, T. Tombal and N. Duch-Brown, “Business to business data sharing”, op.
cit., p. 5.

0 Communication from the Commission, “A European strategy for data”, op. cit., p. 3. See also J. Drexl, “Data
Access and Control in the Era of Connected Devices”, op. cit., p. 6-8; P. Picht, “Towards an Access Regime for
Mobility Data”, op. cit., p. 942.

%1 Communication from the Commission, “A European strategy for data”, op. cit., p. 10.

52 See Part 11 of the thesis.

%3 See point 130.

54 See Part 11, Chapter 1, Sections A and B.

% See Part 11, Chapter 1, Section A.

% See Part 11, Chapter 1, Section B.

57 See J. Kréimer, P. Senellart and A. de Streel, “Making data portability more effective for the digital economy ”,
CERRE Report, 2020, available at https://www.cerre.eu/publications/report-making-data-portability-more-
effective-digital-economy.

%8 |bidem; Communication from the Commission, “A European strategy for data”, op. cit., p. 20. See Part II,
Chapter 1, Section C.
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adoption of several regulatory initiatives aiming at “empowering” specific (small) business
59
users.

Chapter 2 will focus on the key balancing exercises for these types of initiatives. Firstly,
there is a need to balance the benefits that the specific individual will derive from the data
sharing, on the one hand, and the potential effects that this might entail on the rights and
freedoms of third parties, on the other hand. More concretely, a balance must be found
between the benefits of the data sharing for the specific individual and the business interests
of the data holder, and the data sharing must comply with the other data subjects’ right to
personal data protection.®® Secondly, there is a need to balance the potential short-term gains
that are promised to individuals via these “empowerment” initiatives with the potential long-
term costs for these individuals in terms of control, autonomy and self-determination; and to
balance the individual’s potential gains from data sharing with the potential collective costs
for other individuals.®® Moreover, the matter of the competitive effects of these types of
initiatives will also be addressed. On that basis, some insights on how these types of
initiatives could be constructed will be formulated.

8. Part 111 of the thesis will be devoted to economic or societal initiatives imposing B2B
data sharing. In this Part, several key balancing exercises will also be discussed. The first
three Chapters will be dedicated to economic initiatives imposing B2B data sharing. Chapter
1 will first analyse whether the existing competition law balances pertaining to refusals to
share a resource (essential facilities doctrine, abuse of economic dependence and input
foreclosure), aiming at finding a balance between the benefits and costs of access/sharing in
terms of incentives for each of the parties®?, remain appropriate in light of data’s
characteristics, or whether the results of these balancing exercises need to be adapted in order
to better fit the characteristics of the data markets. This fits in a broader discussion pertaining
to whether competition law needs to be adapted in order to better fit the digital environment.®3

59 See Part 11, Chapter 1, Section D. See Regulation (EU) 2018/1807 of the European Parliament and of the
Council of 14 November 2018 on a framework for the free flow of non-personal data in the European Union, OJ
L 303/59, 28 November 2018; Regulation (EU) 2019/1150 of the European Parliament and of the Council of 20
June 2019 on promoting fairness and transparency for business users of online intermediation services, OJ L
186/57, 11 July 2019.

80 Article 29 Working Party, Guidelines on the right to data portability, WP 242 rev.01, 13 April 2017, p. 11-12.
61 See Part I, Chapter 2, Section C, b) and Part 11, Chapter 2, Section A, c).

62 P. Larouche, “The European Microsoft case at the crossroads of competition policy and innovation”, Antitrust
Law Journal, 2008, n° 75, p. 616-620.

8 See (EU) J. Crémer, Y.-A. de Montjoye and H. Schweitzer, “Competition Policy for the digital era ”, op. cit.;
(Germany) H. Schweitzer, M. Schalbruch, A. Wambach, W. Kirchhoff, D. Langeheine, J.-P. Schneider, M.
Schnitzer, D. Seeliger, G. Wagner, H. Durz, M. Heider and F. Mohrs, “A New Competition Framework for the
Digital Economy”, Report by the Commission “Competition Law 4.0” for the German Federal Ministry for
Economic Affairs and Energy, 2019, available at https://www.bmwi.de/Redaktion/EN/Downloads/a/a-new-
competitionframework.pdf? _blob=publicationFile&v=2; (Germany) H. Schweitzer, J. Haucap, W. Kerber and
R. Welker, Modernisierung der Missbrauchsaufsicht flr marktméchtige Unternehmen, Baden-Baden, Nomos,
2018 (also available at https://www.bmwi.de/Redaktion/DE/Publikationen/Wirtschaft/modernisierung-der-
missbrauchsaufsicht-fuer-marktmaechtigeunternehmen.html (an executive summary in English is available at
https://ssrn.com/abstract=3250742)); (France) Autorité de la concurrence, “Contribution de 1’Autorité de la
concurrence au débat sur la politique de concurrence et les enjeux numériques”, 19 February 2020, available at
https://www.autoritedelaconcurrence.fr/sites/default/files/2020-

02/2020.02.19 contribution_adlc_enjeux_numeriques vf.pdf; (BeNeLux) J. Steenbergen, M. Snoep and P.
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Then, Chapter 2 will discuss another balancing exercise entailing stronger societal
considerations, namely the articulation between competition law and data protection law. In
fact, it will be outlined that this articulation generates two core issues. First, there are growing
concerns that the GDPR might limit competition and increase concentration in personal data
and data-related markets.®* Second, the GDPR must also be taken into consideration by a
competition authority wishing to impose a data sharing remedy when (some of) the data at
hand are personal data.®®

Because of the complexity to solve the balancing exercises outlined in Chapter 1 and 2,
growing discussions have emerged about alternative solutions than resorting to competition
law for imposing B2B data sharing.®® Accordingly, Chapter 3 will discuss the creation of
potential ex ante legislations imposing B2B data sharing for economic purposes. In essence,
such ex ante legislations could be sectoral or could have a more general horizontal scope.
Each of these options, which are not necessarily exclusive from one another, entail their own
balancing exercises, which will need to be considered by the European legislator.

While the policy discussions pertaining to these economic initiatives are quite advanced, the
reflections around the creation of societal initiatives imposing B2B data sharing are, on the
other hand, still scarse. Yet, as they could have a significant role to play in achieving societal
goals®’, they will be addressed in a shorter prospective Chapter 4, which will not aim for
exhaustivity on this growingly important topic, but will rather have as main objective to

Barthelmé, “Joint memorandum of the Belgian, Dutch and Luxembourg competition authorities on challenges
faced by competition authorities in a digital world’, 2 October 2019, available at
https://www.belgiancompetition.be/en/about-us/publications/joint-memorandum-belgian-dutch-and-luxembourg-
competition-authorities; (UK) J. Furman, D. Coyle, A. Fletcher, P. Marsden and D. McAuley, “Unlocking digital
competition”, Report of the Digital Competition Expert Panel for the British Chancellor of the Exchequer and
Secretary of State for Business, Energy and Industrial Strategy, 2019, available at
https://www.gov.uk/government/publications/unlocking-digital-competition-report-of-the-digital-competition-
expert-panel; (UK) UK Competition & Markets Authority, “Online platforms and digital advertising: Market
study final report”, 1 July 2020, available at https://www.gov.uk/cma-cases/online-platforms-and-digital-
advertising-market-study; (USA) Stigler Committee on Digital Platforms, ‘“Final Report”, September 2019,
available at https://research.chicagobooth.edu/stigler/media/news/committee-on-digital-platforms-final-report;
(Australia) Australian Competition and Consumer Commission, “Digital Platforms Inquiry — Final Report”, 26
July 2019, available at https://www.accc.gov.au/publications/digital-platforms-inquiry-final-report. For a
comparative analysis of some of these reports, see W. Kerber, “Updating Competition Policy for the Digital
Economy? An Analysis of Recent Reports in Germany, UK, EU, and Australia”, September 2019, available at
https://ssrn.com/abstract=3469624; and S. Ennis and A. Fletcher, “Developing international perspectives on
digital competition policy”, 31 March 2020, available at https://ssrn.com/abstract=3565491.

8 M. Gal and O. Aviv, “The Competitive Effects of the GDPR”, Journal of Competition Law and Economics,
September 2020, Volume 16, Issue 3, p. 349-391; T. Zarsky, “Incompatible: The GDPR in the Age of Big Data”,
Seton Hall Law Review, 2017, Vol. 47, No. 4(2), p. 995-1020; T. Zarsky, “The Privacy—Innovation Conundrum”,
Lewis & Clark Law Review, 2015, Vol. 19, No. 1, p. 115-168; D. Geradin, T. Karanikioti and D. Katsifis,
“GDPR Myopia: How a Well-Intended Regulation ended up Favoring Google in Ad Tech”, TILEC Discussion
Paper DP 2020-012, May 2020, available at https://ssrn.com/abstract=3598130; G. Johnson and S. Shriver,
“Privacy & market concentration: Intended & unintended consequences of the GDPR”, March 2020, available at
https://ssrn.com/abstract=3477686.

8 T. Tombal, "The GDPR: A Shield to a Competition Authority's Data Sharing Remedy?", Deep Diving into
Data Protection, J. Herveg (coord.), Bruxelles, Larcier, 2021, p. 67-94.

% See Part 111, Chapter 1, Section E, b). See Communication from the Commission, “Shaping Europe’s digital
future”, op. cit., p. 9; Communication from the Commission, “A European strategy for data”, op. cit., p. 3, 5 and
14.

57 See Part 1, Chapter 2, Section C, a).
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launch avenues of exploration on why such initiatives could be envisaged and on how they
could be constructed in the future.

9. Finally, the Conclusion of this thesis will come back on the fundaments of data sharing
outlined in Part I, before synthesising the key balancing exercises that will have been
emphasised in Part Il and 11, as well as the insights made in this thesis in order to address

them.
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Part 1. The fundaments of (data) sharing: What, Why and How?

10. As outlined in the introduction, the main research question of this doctoral thesis is “What
are the economic and societal balancing exercises underlying compulsory B2B data
sharing?”. In the context of this thesis, “data sharing” is defined as the act through which one
or several data holder(s) provide(s) access to its(their) data to one or several data recipient(s),
directly or through an intermediary, for the purpose of joint or individual use of the shared
data, on the basis of voluntary agreements or of compulsory rules.®® It does not only cover
transfers of data from one party to another, but also data pooling initiatives, where different
parties aggregate their data together in order to extract (economic and/or societal) value from
the access to increased resources. A more extensive list of the various models of data sharing,
considered in this thesis, are presented in Chapter 3, Section A.

To answer this main research question, the concept of data first needs to be specified
(What?). This will be done in Chapter 1, where a data typology, to be used for the remainder
of the thesis, will be proposed. Then, the rationale for (data) sharing will be analysed (Why?).
In this regard, Chapter 2 will first look back at the rationale for sharing “traditional” tangible
or intangible resources, before turning to the same question for data. Finally, Chapter 3 will
present a typology of data sharing models and initiatives (How?). Here, two main categories
of compulsory B2B data sharing initiatives will be identified on the basis of the rationale for
data sharing that will have been outlined in the previous Chapter, namely, “empowerment”
initiatives imposing B2B data sharing, on the one hand, and economic or societal initiatives
imposing B2B data sharing, on the other hand.

% This definition is based on Articles 2.7 of the Proposal for a Data Governance Act; and Article 2.19 of the
Proposal for a Digital Markets Act.
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Chapter 1. Sharing what? A typology of data

11. Data is not a homogeneous good. It can be described on the basis of numerous typologies
(public sector data v. private sector data; proprietary data v. public domain data; closed data v.
open data...).®® As, for the sake of concision, it would not be possible to delve into all of the
possible typologies of data, this thesis will focus on two fundamental typologies. The first one
pertains to the form of the data along the value chain (Section A). The second one pertains to
the classic dichotomy between personal and non-personal data, which is broadly relied upon
in the European legal framework (Section B).”® On the basis of this analysis, a data typology
will be suggested, which will be relied upon in the remainder of the thesis (Section C).

Section A. Form of the data along the value chain

12. Data comes into multiple forms and shapes, which evolve along the data value chain.’
First, data is collected from users, extracted from sensors’?, or generated by the data holder
itself (e.g. a football match calendar or a television programme). At this stage, it is considered
as raw (or unstructured) data. This raw data can be collected/extracted/generated either as the
object of the data collector’s core economic activity (e.g. data collected by Facebook about its
users in order to finance its activity by making profit through the sale of (personalised)
advertising space) or as a by-product of this activity (e.g. data generated by sensors in a car
assembly  line).”® This is also described as active or passive data
collection/extraction/generation.” In  many cases, firms will first start to
collect/extract/generate data passively, as a by-product of their core economic activity, but
once they realise the value that such data can have, they will tend to move towards more
active approaches.”

Accordingly, in practice, it might be extremely difficult to determine whether a specific
dataset has been collected/extracted/generated as a by-product or as the object of the data
collector’s core economic activity. Indeed, this notion of “core economic activity” is
evolutive. For instance, Bayer-Monsanto, historically considered as an agriculture and

89 See for instance OECD, Enhancing Access to and Sharing of Data: Reconciling Risks and Benefits for Data
Re-use across Societies, OECD Publishing, Paris, 2019, available at
https://www.oecd.org/publications/enhancing-access-to-and-sharing-of-data-276aaca8-en.htm, p. 25-31.

0 For a criticism of this broad reliance on the personal versus non-personal data dichotomy, see: I. Graef, R.
Gellert and M. Husovec, “Towards a Holistic Regulatory Approach for the European Data Economy: Why the
Illusive Notion of Non-Personal Data is Counterproductive to Data Innovation”, TILEC Discussion Paper No.
2018-028, September 2018, available at http://ssrn.com/abstract=3256189.

I On the steps of this data value chain, see M. Gal and D. Rubinfeld, “Data Standardization”, New York
University Law Review, 2019, Vol. 94, Number 4, p. 746-747. See also OECD, Consumer Data Rights and
Competition - Background note, June 2020, DAF/COMP(2020)1, available at
http://www.oecd.org/daf/competition/consumer-data-rights-and-competition.htm, p. 14-15; OECD, Data-Driven
Innovation: Big Data for Growth and Well-Being, OECD Publications, 2015, available at
https://www.oecd.org/sti/data-driven-innovation-9789264229358-en.htm, p. 32.

2 M. Gal and D. Rubinfeld, “Data Standardization”, op. Cit., p. 746.

73 lbidem; D. Rubinfeld and M. Gal, “Access Barriers to Big Data”, Arizona Law Review, 2017, vol. 59, p. 357;
OECD, Consumer Data Rights and Competition, op. cit., p. 15.

4 OECD, Consumer Data Rights and Competition, op. cit., p. 15.

5 Ibid., p. 15-16. For an example in the retail business, see J. Turow, The Aisles Have Eyes: How Retailers
Track Your Shopping, Strip Your Privacy, and Define Your Power, New Haven, Yale University Press, 2017.
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bioengineering firm, seems to be “heading towards becoming an information broker”.”®

Therefore, while the datasets generated through the use of its agricultural and bioengineering
products would have likely been considered, in the past, as by-products of its core economic
activity, the same conclusion might not necessarily be reached today. In fact, it could maybe
even be argued that generating this agricultural data is part of its new core economic activity,
which is to become a major agricultural data broker, and that it only sells agricultural and
bioengineering products in order to generate more data. In the same vein, car manufacturers
might attempt to argue that, in the near future, with the advent of autonomous cars, they will
strive towards becoming ‘“mobility data companies” rather than simple “car builders”.
Accordingly, data generated by these autonomous cars might no longer be considered as by-
products generated by these car manufacturers’ core economic activity (building and selling
cars), but might rather be considered as part of their new core economic activity (becoming
leading mobility data companies that only sell cars in order to generate more data).

13. Second, this raw (unstructured) data is structured, interpreted and organised, transforming
it into information (structured data).”” In a joint study, the French and German competition
authorities (the Autorité de la Concurrence and the Bundeskartellamt) distinguish between
structured and semi-structured data.”® The former follow “a model that defines a number of
fields, what type of data these fields contain and how they relate to each other”, while the
latter “does not conform to a predefined model but certain elements or fields therein can be
identified through a marker-type system”.”® This structuration of data increases the
possibilities to extract value from the data, as they can more easily be processed and used than
raw (unstructured) data.®

14. Third, this information (structured data) is analysed, transforming it into knowledge
(analysed data) which can be used for prediction or decision-making.8* To conduct these
analyses, Big Data® analytics are increasingly called upon. They are characterised by the four
Vs, namely “the Volume of data collected, the Variety of sources, the Velocity with which the

76 1. Carbonell, “The ethics of big data in big agriculture”, Internet Policy Review, 2016, Issue 5(1), available at
https://policyreview.info/articles/analysis/ethics-big-data-big-agriculture, p. 5.

" M. Gal and D. Rubinfeld, “Data Standardization”, op. cit., p. 746; R. Kitchin, The Data Revolution: Big Data,
Open Data, Data Infrastructures & Their Consequences, London, Sage Publications, 2014, p. 10 et seq.; M.J.
Adler, A Guidebook to Learning: For a Lifelong Pursuit of Wisdom, London, Macmillan, 1986; L. Floridi,
Information: A Very Short Guide, Oxford, Oxford University Press, 2010; H. von Baeyer, Information: The New
Language of Science, Canbridge, Harvard University Press, 2003; D. Weinberger, Too Big to Know, New York,
Basic Books, 2011; D. McCandless, “Data, information, knowledge, wisdom”, 29 November 2010, available at
http://www.informationisbeautiful.net/2010/data-information-knowledge-wisdom/.

8 Autorité de la concurrence and Bundeskartellamt, “Competition Law and Data”, 10 May 2016, available at
http://www.autoritedelaconcurrence.fr/doc/reportcompetitionlawanddatafinal.pdf, p. 6.

® Ibidem.

8 Ibidem.

81 M. Gal and D. Rubinfeld, “Data Standardization”, op. cit., p. 746; R. Kitchin, The Data Revolution, op. cit., p.
10 et seq.; M.J. Adler, A Guidebook to Learning, op. cit.; L. Floridi, Information: A Very Short Guide, op. cit.;
M. Zelany, “Management support systems: towards integrated knowledge management”, Human Systems
Management, 1987, Volume 7, p. 59-70; D. Weinberger, Too Big to Know, op. cit.; D. McCandless, “Data,
information, knowledge, wisdom”, op. cit.

82 «nBjg data" is a field that treats ways to analyze, systematically extract information from, or otherwise deal
with data sets that are too large or complex to be dealt with by traditional data-processing application software”
(https://en.wikipedia.org/wiki/Big_data).

24


https://policyreview.info/articles/analysis/ethics-big-data-big-agriculture
http://www.autoritedelaconcurrence.fr/doc/reportcompetitionlawanddatafinal.pdf
https://en.wikipedia.org/wiki/Big_data

analysis of the data can unfold, and the Veracity of the data which could (arguably) be
achieved through the analytical process” (emphasis in the text).8 These four Vs subsequently
increase the Value that can be derived from the data analysis.®* According to the OECD, “the
value of data is mainly reaped at two moments: first when data are transformed into
knowledge (gaining insights), and then when they are used for decision-making (taking
action). Decisions taken can in turn lead to more or different data generated and thus trigger a

new data value cycle”.®

Naturally, some data holders can skip the above-mentioned data value chain by directly
acquiring structured or analysed data from third parties, such as data brokers. In that case,
they directly acquire information (structured data) or knowledge (analysed data) rather than
raw (unstructured) data.

15. While it might seem somewhat artificial, the above-mentioned typology based on the form
of the data along the value chain has an importance in practice, because the true value of data
does not generally derive from the raw data as such, but rather from the information and
knowledge that can be extracted from it.2® Indeed, as elegantly put by Mayer-Schénberger and
Padova, data “is like a single puzzle piece that taken by itself offers little value, but when

combined with others to complete an image is turned into something precious”.’

8 T, Zarsky, “Incompatible: The GDPR in the Age of Big Data”, Seton Hall Law Review, 2017, Vol. 47, No.
4(2), p. 998-999.

8 M. Gal and D. Rubinfeld, “Data Standardization”, op. cit., p. 744; OECD, Consumer Data Rights and
Competition, op. cit., p. 10.

8 QOECD, Data-Driven Innovation: Big Data for Growth and Well-Being, op. cit., p. 32.

8 D. Rubinfeld and M. Gal, “Access Barriers to Big Data”, op. cit., p. 342. However, this does not mean that raw
data does not have any value at all, as a third party may prefer to have access to raw data, in order to create its
own structured data (information) that better corresponds to its needs, rather than to information that has been
structured differently by the data holder.

87 V. Mayer-Schonberger and Y. Padova, “Regime change? Enabling Big Data through Europe’s new Data
Protection Regulation”, Columbia Science & Technology Law Review, Vol. XVII, 2016, p. 320.
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Section B. Personal and non-personal data: a porous boundary

16. Data can also be classified as personal or non-personal. Personal data are defined in the
General Data Protection Regulation (hereafter “GDPR”) as “any information relating to an
identified or identifiable natural person (data subject)”.®® Information can relate to an
identified or identifiable natural person either in content, purpose, result or impact.®
According to the GDPR, an identifiable natural person is one who can be identified, directly
or indirectly, in particular by reference to an identifier.® In order to determine whether a
person is identifiable, account must be taken of all the reasonable means likely to be used,
either by the data controller®® or by a third party, to identify, directly or indirectly, the
person.?? In other words, a person is identifiable if it can be singled out.®® To ascertain the
likeliness of the reidentification of the person, account must be taken of a series of objective
factors, such as the costs of, and the amount of time required for, the reidentification, in light
of the available technology and technological developments at the time of the processing.®*

8 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection
of natural persons with regard to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC (General Data Protection Regulation), OJ L 119, 4 May 2016, article 4.1. See also
Modernised Convention for the Protection of Individuals with Regard to the Processing of Personal Data, 17-18
May 2018, CM/Inf(2018)15-final, article 2.a.

8 Article 29 Working Party, Opinion 4/2007 on the concept of personal data, WP 136, 20 June 2007, available
at https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2007/wp136_en.pdf, p. 9-
12; Article 29 Working Party, Opinion 8/2014 on the Recent Developments on the Internet of Things, WP 223,
16  September 2014, available at  https://ec.europa.eu/justice/article-29/documentation/opinion-
recommendation/files/2014/wp223_en.pdf, p. 10-11; Council of Europe, “Explanatory Report to the Protocol
amending the Convention for the Protection of Individuals with regard to Automatic Processing of Personal
Data”, Council of Europe Treaty Series n° 223, Strashourg, 10 October 2018, available at https://rm.coe.int/cets-
223-explanatory-report-to-the-protocol-amending-the-convention-fo/16808ac91a, p. 3-4; European Union
Agency for Fundamental Rights and Council of Europe, Handbook on European data protection law,
Luxembourg, Publications Office of the European Union, 2018, p. 83-93; C. de Terwangne, “Définitions clés et
champ d’application du RGPD”, Le Réglement general sur la protection des données (RGPD / GDPR) — Analyse
approfondie, C. De Terwangne et K. Rosier (coord.), Bruxelles, Larcier, 2018, p. 60-63; I. Graef, R. Gellert and
M. Husovec, “Towards a Holistic Regulatory Approach for the European Data Economy” op. cit., p. 5; ECJ,
Peter Nowak v Data Protection Commissioner, 20 December 2017, C-434/16, EU:C:2017:994, § 35.

% Article 4.1 of the GDPR.

%1 “The natural or legal person, public authority, agency or other body which, alone or jointly with others,
determines the purposes and means of the processing of personal data” (Article 4.7 of the GDPR).

92 Recital 26 of the GDPR.

% Article 29 Working Party, Opinion 4/2007 on the concept of personal data, op. cit., p. 12-15; Article 29
Working Party, Opinion 8/2014 on the Recent Developments on the Internet of Things, op. cit., p. 10-11; Article
29 Working Party, Guidelines on Automated individual decision-making and Profiling for the purposes of
Regulation 2016/679, WP 251 rev.01, 6 February 2018, available at
https://ec.europa.eu/newsroom/article29/item-detail.cfm?item id=612053, p. 6-8; Council of Europe,
“Explanatory Report to the Protocol amending the Convention for the Protection of Individuals with regard to
Automatic Processing of Personal Data”, op. cit., p. 3-4; European Union Agency for Fundamental Rights and
Council of Europe, Handbook on European data protection law, op. cit, p. 83-93; C. de Terwangne,
“Définitions clés et champ d’application du RGPD”, op. cit., p. 63-64; |. Graef, R. Gellert and M. Husovec,
“Towards a Holistic Regulatory Approach for the European Data Economy”, op. cit., p. 5; C. de Terwangne, “La
réforme de la Convention 108 du Conseil de I’Europe pour la protection des personnes a 1’égard du traitement
automatisé des données a caractére personnel”, Quelle protection des données personnelles en Europe?, C.
Castets-Renard (dir.), Bruxelles, Larcier, 2015, p. 84-85.

% Recital 26 of the GDPR.

26


https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2007/wp136_en.pdf
https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2014/wp223_en.pdf
https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2014/wp223_en.pdf
https://rm.coe.int/cets-223-explanatory-report-to-the-protocol-amending-the-convention-fo/16808ac91a
https://rm.coe.int/cets-223-explanatory-report-to-the-protocol-amending-the-convention-fo/16808ac91a
https://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=612053

17. In the context of its guidelines on the right to data portability enshrined in Article 20 of
the GDPR®, the Article 29 Working Party (today the European Data Protection Board —
EDPB) has identified three categories of personal data.®

The first category of personal data is “data actively and knowingly provided by the data
subject”.%” This includes, but is not limited to, any information provided by completing an
online registration form, posts on social media, etc. This category is also sometimes referred
to as “volunteered data”.*® Yet, this latter terminology can be somewhat misleading, as it
seems to imply that the data subject has always taken the initiative to provide the data
“willingly”. However, in some cases, the data subject has no other choice than to actively
provide the data, even if she is not “willing” to do so (e.g. bank customers are legally obliged
to disclose some information to their bank). Accordingly, a less ambiguous term such as
“actively provided data” is preferable to describe this first category.

The second category of personal data is “observed data provided by the data subject by virtue
of the use of the service or the device”.%® Examples include the search history of a data
subject, the history of the websites she has visited, traffic and location data generated by the
use of a mobile application, or other types of data, such as the average pulse rate or the
number of steps taken by a data subject, which would be collected by a connected watch. For
these observed data, a further distinction can be made between first party and third party
observed data.'® First party observed data are data collected directly by the controller from its
users, on the basis of their use of the controller’s product or service (e.g. the search queries
typed by users and collected by Google).1%! Third party observed data, on the other hand, are
data collected indirectly from the users, on the basis of their use of the product or service of a
third party, via a range of different technologies such as “cookies” (e.g. the data collected by
Google through third party tracking cookies on a range of websites not operated by
Google).102

The third category of personal data is “inferred data and derived data created by the data
controller on the basis of the data “provided by the data subject””.1% This refers to data
resulting from a subsequent analysis carried out by the controller on the basis of data provided
(actively or observed) by the data subject. Examples are user profiles created by the controller
on the basis of the analysis of data provided by the data subjects, or the results of an
assessment of the data subject's health based on the health data collected by her smart
watch.’® This is also sometimes presented as “second generation data”, which is created,

% On this right, see Part I, Chapter 1, Section A.

% Article 29 Working Party, Guidelines on the right to data portability, WP 242 rev.01, 5 April 2017, available
at https://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=611233, p. 9-11.

 Ibid., p.10.

% OECD, Enhancing Access to and Sharing of Data, op. cit., p. 30.

% Article 29 Working Party, Guidelines on the right to data portability, WP 242 rev.01, 13 April 2017, p. 10.

100 OECD, Consumer Data Rights and Competition, op. cit., p. 16-18.

101 1bid, p. 16.

102 |bidem. See also V. Robertson, “Excessive Data Collection: Privacy Considerations and Abuse of Dominance
in the Era of Big Data”, Common Market Law Review, 2020, Vol. 57, p. 162.

103 Article 29 Working Party, Guidelines on the right to data portability, WP 242 rev.01, 13 April 2017, p. 10.

104 1bidem.
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inferred or derived from “first generation data”.}% These types of data will often be the most
valuable for data holders, as this is where the real added-value of their service must be
found.1% The difference between derived and inferred data relies on the type of analytics used
to generate them. Indeed, according to the United Kingdom’s Information Commissioner’s
Office (the UK’s data protection authority), derived data “is produced from other data in a
relatively simple and straightforward fashion, e.g. calculating customer profitability from the
number of visits to a store and items bought”, while inferred data “is produced by using a
more complex method of analytics to find correlations between datasets and using these to
categorise or profile people, e.g. calculating credit scores or predicting future health
outcomes. Inferred data is based on probabilities and can thus be said to be less ‘certain’ than

derived data”.t?’

A fourth category of personal data can be added, namely “acquired data”, which is personal
data obtained from third parties on the basis of a voluntary data sharing mechanism (e.g. data
acquired from data brokers)!%, or on the basis of a compulsory data sharing mechanism.
Indeed, as it will be outlined further in this thesis, some well-identified data recipients have a
right to acquire some data from well-identified data holders, provided that certain specific
conditions are met. For instance, the revised Directive on payment services in the internal
market (PSD2)!% grants to the providers of payment initiation service and the providers of
account information service!!? the right to acquire the payment account information*!! of the
users of their services (the consumers), if the latter have explicitly consented to it.!*2

Distinguishing between these categories of personal data is relevant, as the individuals’ level
of awareness about the processing of their personal data will be different for each category,
which in turn has an impact on the control they have on “their” personal data.!*® Indeed,
individuals will likely be aware of, and more comfortable with, the processing of actively
provided or first party observed data. On the other hand, the collection of third party observed

105 R, Kemp, “Legal Aspects of Managing Data (White Paper)”, October 2019, available at
http://www.kempitlaw.com/legal-aspects-of-managing-data/, p. 8.

196 Primary and observed data can, however, also be of great value, especially when the costs of data collection
are very high and/or when the data is difficult to collect (e.g. satelite imagery). On this point, see also points 303
and 304.

197 Information Commissioner’s Office, “Big data, artificial intelligence, machine learning and data protection”,
4 September 2017, available at https://ico.org.uk/media/for-organisations/documents/2013559/big-data-ai-ml-
and-data-protection.pdf, p. 12-13.

1%8 OECD, Enhancing Access to and Sharing of Data, op. cit., p. 31. See Part |, Chapter 3, Section A for a
presentation of the most common conceptual models that can be used for such voluntary data sharing.

109 Directive (EU) 2015/2366 of the European Parliament and of the Council of 25 November 2015 on payment
services in the internal market, amending Directives 2002/65/EC, 2009/110/EC and 2013/36/EU and Regulation
(EU) No 1093/2010, and repealing Directive 2007/64/EC, OJ L 337/35, 23 December 2015. See Part 11, Chapter
1, Section B, b).

110 Respectively defined as “a service to initiate a payment order at the request of the payment service user with
respect to a payment account held at another payment service provider” and as “an online service to provide
consolidated information on one or more payment accounts held by the payment service user with either another
payment service provider or with more than one payment service provider” (Directive 2015/2366, articles 4.15
and 4.16).

11 Defined as “account held in the name of one or more payment service users which is used for the execution of
payment transactions” (Directive 2015/2366, article 4.12).

112 Directive 2015/2366, arts. 64-67.

113 OECD, Consumer Data Rights and Competition, op. cit., p. 17.
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data, the generation of inferred or derived data and the acquisition of personal data will be
more obscure to them, and will affect the sense of control that they have on the types of data
processing for which they are used.'!*

18. Non-personal data, on the other hand, are usually residually defined as all data other than
personal data''®, either because they have never been personal data in the first place (such as
industrial data generated by the “Internet of Things” (loT)', e.g. sensors installed on
industrial machines that provide data on maintenance needs), or because they have been
anonymised!!’ (e.g. through mathematical and statistical operations) and therefore no longer
qualify as personal data because the data subject is no longer identifiable.!'® In this regard,
anonymised data should not be confused with pseudonymised data, which remain personal
data subject to the GDPR, given that the data subject can still be re-identified by using
additional information.'*® Importantly, determining whether specific data should be
considered as anonymised or pseudonymised will always be function of the specific
circumstances of each individual case.*?°

19. This choice of a residual definition for non-personal data has been criticised, as it
presumes that the scope of what constitutes personal data can be clearly defined.*?! Yet, in
practice, it might not be easy to determine whether specific data should be considered as
personal or not. This is due to the broad definition of personal data, making it a dynamic, fluid
and open-ended concept, as the possibilities of re-identification evolve with the technology,

114 bidem.

115 See for instance Regulation (EU) 2018/1807 of the European Parliament and of the Council of 14 November
2018 on a framework for the free flow of non-personal data in the European Union, OJ L 303/59, 28 November
2018, article 1.

116 See footnote 4.

117 The 1SO 29100 standard defines anonymisation as the : “process by which personally identifiable information
(P1) is irreversibly altered in such a way that a PII principal can no longer be identified directly or indirectly,
either by the PII controller alone or in collaboration with any other party” (ISO 29100:2011, point 2.2, available
at https://www.is0.0rg/obp/ui/#iso:std:iso-iec:29100:ed-1:v1:en).

118 Recital 26 of the GDPR; Communication from the Commission to the European Parliament and the Council,
“Guidance on the Regulation on a framework for the free flow of non-personal data in the European Union”,
Brussels, 29 May 2019, COM(2019) 250 final, p. 6. On anonymisation, see Article 29 Working Party, Opinion
4/2007 on the concept of personal data, op. cit., p. 21; Article 29 Working Party, Opinion 05/2014 on
Anonymisation Techniques, WP 216, 10 April 2014, available at https://www.pdpjournals.com/docs/88197.pdf,
p. 5-11; Council of Europe, “Explanatory Report to the Protocol amending the Convention for the Protection of
Individuals with regard to Automatic Processing of Personal Data”, op. cit., p. 4; European Union Agency for
Fundamental Rights and Council of Europe, Handbook on European data protection law, op. cit., p. 93-94; C. de
Terwangne, “Définitions clés et champ d’application du RGPD”, op. cit., p. 64-65.

119 Recital 26 of the GDPR. On pseudonymisation, see Article 29 Working Party, Opinion 4/2007 on the concept
of personal data, op. cit., p. 18-20; Article 29 Working Party, Opinion 05/2014 on Anonymisation Techniques,
op. cit., p. 10-11 and 20-23; Council of Europe, “Explanatory Report to the Protocol amending the Convention
for the Protection of Individuals with regard to Automatic Processing of Personal Data”, op. cit., p. 4; European
Union Agency for Fundamental Rights and Council of Europe, Handbook on European data protection law, op.
cit., p. 94-95; C. de Terwangne, “Définitions clés et champ d’application du RGPD”, op. cit., p. 64-65.

120 Communication from the Commission, “Guidance on the Regulation on a framework for the free flow of non-
personal data in the European Union”, op. cit., p. 6.

121 L. Somaini, “Regulating the Dynamic Concept of Non-Personal Data in the EU: From Ownership to
Portability”, EDPL, 2020/1, p. 88-89; 1. Graef, R. Gellert and M. Husovec, “Towards a Holistic Regulatory
Approach for the European Data Economy”, op. cit., p. 4-6.
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increasing over time the scope of what should be considered as personal data.'?? Indeed,
“technological and other developments may change what constitutes “unreasonable time,
effort or other resources” (...) to re-identify the data subject”.1?3

This has led some authors to call for a new taxonomy of data, because it is impossible to
govern and regulate personal data and non-personal data separately, in light of the constant
flow between each category.'?* Moreover, the above dichotomy is also complex to apply in
practice because, in most cases, datasets will be “mixed”, i.e. composed of both personal and
non-personal data, in light of technological developments such as the loT or Big Data
analytics.!?® Additionally, if these mixed datasets are “inextricably linked”, the GDPR will
have to be applied to the entirety of the dataset, even if personal data only represent a small
part of it.!?® Although this concept of “inextricably linked” is not defined, it should be
understood as encompassing situations where it would be impossible, economically
inefficient, or technically infeasible to separate the personal data from the non-personal data
in the set.'?” The changing nature of the data and a significant decrease in the value of the
dataset, if separated, could lead to such situations.'?® In sum, because most of the datasets are
mixed and “inextricably linked”, there is a risk that “in the near future everything will be or

will contain personal data, leading to the application of data protection to everything”.'?°

20. This is even more so if one considers the constant development of Big Data analytics.
Indeed, Big Data analytics allow the gathering of data at unprecedented scale, as the time and
cost required to do so has been drastically reduced by technological evolutions.®° In turn, this
increases the possibility to do cross analysis on multiple data sets, to which it was previously
more difficult to have access. This consequently exacerbates the risk of direct or indirect re-
identification of a data subject on the basis of these data, whether by the controller or by a
third party. In doing so, data considered at a time "T" as non-personal may thus, on the basis

122 OECD, Enhancing Access to and Sharing of Data, op. cit., p. 26; L. Somaini, “Regulating the Dynamic
Concept of Non-Personal Data in the EU”, op. cit., p. 88-90; 1. Graef, R. Gellert and M. Husovec, “Towards a
Holistic Regulatory Approach for the European Data Economy”, op. cit., p. 4.

123 Council of Europe, “Explanatory Report to the Protocol amending the Convention for the Protection of
Individuals with regard to Automatic Processing of Personal Data”, op. cit., p. 4.

124 1. Taylor, “Hacking a path through the Personal Data Ecosystem”, December 2013, available at
https://linnettaylor.wordpress.com/2013/12/12/hacking-a-path-through-the-personal-data-ecosystem/. See also I.
Graef, R. Gellert and M. Husovec, “Towards a Holistic Regulatory Approach for the European Data Economy”,
op. cit.

125 Communication from the Commission to the European Parliament, the Council, the European Economic and
Social Committee and the Committee of the Regions, “Guidance on the Regulation on a framework for the free
flow of non-personal data in the European Union”, Brussels, 29 May 2019, COM(2019) 250 final, p. 4 and 7; L.
Graef, R. Gellert and M. Husovec, “Towards a Holistic Regulatory Approach for the European Data Economy”,
op. cit., p. 6.

126 Regulation (EU) 2018/1807 of the European Parliament and of the Council of 14 November 2018 on a
framework for the free flow of non-personal data in the European Union, OJ L 303/59, 28 November 2018,
article 2.2; Communication from the Commission, “Guidance on the Regulation on a framework for the free
flow of non-personal data in the European Union”, op. cit., p. 9.

127 Communication from the Commission, “Guidance on the Regulation on a framework for the free flow of non-
personal data in the European Union”, op. cit., p. 10.

128 | bidem.

129 N. Purtova, “The law of everything. Broad concept of personal data and future of EU data protection law”,
Law, Innovation and Technology, 2018, Vol. 10, Issue 1, p. 40.

130 v/, Mayer-Schénberger and Y. Padova, “Regime change?”, op. cit., p. 317-318.
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of technological developments in data analytics capabilities, become personal data at time
"T+1".

For example, at the end of the 1990s, a researcher in the United States managed to re-identify
more than 80% of the people whose data were contained in a database of a private company
operating in the health sector, even though these data were supposed to be anonymised.'3! In
fact, while the names of these people had been deleted, the database still contained medical
information as well as the postal code, gender, and full date of birth. Yet, the latter three
pieces of information were also included in the registers of electoral lists, which were
accessible to the public, enabling the researcher to cross-reference these data, to identify 80%
of the persons contained in the file and to obtain information on their health status. This
example illustrates that the risk of re-identification increases with the development of new
technologies and increasing access to large data sets.'®? Therefore, what is presented as
anonymisation techniques are, in fact, often merely pseudonymisation techniques.**® Yet, as
already outlined, pseudonymised data remain personal data subject to the GDPR, given that
the data subject can still be re-identified.'3*

181 L. Sweeney, “Weaving Technology and Policy Together to Maintain Confidentiality”, Journal of Law,
Medicine & Ethics, 1997, Vol. 25, Issues 2 & 3, p. 98-110; Article 29 Working Party, Opinion 05/2014 on
Anonymisation Techniques, op. cit., p. 33-34.

132 For other examples, see M. Barbaro and T. Zeller, “A Face is exposed for AOL searcher no. 4417749”, The
New York Times, 9 August 2006, available at https://www.nytimes.com/2006/08/09/technology/09aol.html; P.
Ohm, “Broken Promises of Privacy: Responding to the Surprising Failure of Anonymization”, UCLA Law
Review, Volume 57, 2010, p. 1716-1722; J. Pearson, “Yahoo’s Gigantic ‘Anonymized’ User Dataset Isn’t All
That Anonymous”, 14 January 2016, available at https://www.vice.com/en/article/yp3d8v/yahoos-gigantic-
anonymized-user-dataset-isnt-all-that-anonymous; L. Rocher, J. Hendrickx and Y.-A. de Montjoye, “Estimating
the success of re-identifications in incomplete datasets using generative models”, Nature Communications, 2019,
Vol. 10, n°3069, available at https://www.nature.com/articles/s41467-019-10933-3.

133 “The processing of personal data in such a manner that the personal data can no longer be attributed to a
specific data subject without the use of additional information, provided that such additional information is kept
separately and is subject to technical and organisational measures to ensure that the personal data are not
attributed to an identified or identifiable natural person” (Article 4.5 of the GDPR). See also Article 29 Working
Party, Opinion 8/2014 on the Recent Developments on the Internet of Things, op. cit., p. 8.

134 Recital 26 of the GDPR.
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Section C. Proposed data typology

21. Because this boundary between personal and non-personal data is porous and often
difficult to establish in practice, this thesis will suggest an alternative data typology, following
a common holistic approach for both personal and non-personal data!®®, which will
nevertheless take personal data protection considerations into account when relevant.**® This
proposed typology will then be relied upon in the remainder of the thesis.

Indeed, when looking at the four categories of personal data presented above (actively
provided, observed, inferred/derived, and acquired data)'®’, these categories can also be
applied to non-personal data. Indeed, while objects cannot “knowingly” provide data about
themselves, as they have no conscience (e.g. a machine in an assembly line does not decide to
provide data about its wear and tear to the manufacturer), non-personal data can be actively
and knowingly provided by an anonymous person (e.g. votes in an election, answers to a
survey, etc.). It can also be actively created by the data holder itself (e.g. a football match
calendar or a television programme). Furthermore, non-personal data collected via l0oT sensors
or via the observation of electronic operations can be considered as “observed data” (e.g.
weather, humidity or pesticides level data collected by “smart tractors™; or wear and tear data
collected by a sensor on an industrial machine in a car assembly line). Moreover,
“inferred/derived non-personal data” can be generated on the basis of these actively provided
and observed data, as insights are drawn from their analysis (e.g. the weather/humidity data
can be analysed to infer when it will be optimal to plant a specific type of seed; or the wear
and tear data of the assembly line machine can be analysed in order to derive when the next
maintenance operation will need to be planned). In this regard, personal data that has become
non-personal because it has been anonymised shall be considered as derived data, as it is a
second generation of data that derives from mathematical operations conducted on the first
generation of personal data. Additionally, non-personal data can also be acquired from third
parties (acquired data), such as data brokers (e.g. farmers could acquire, from agriculture data
brokers, data about the level of efficiency of specific pesticides against specific diseases or
insects).

These four categories of data (actively provided, observed, inferred/derived, and acquired
data) can in fact be classified in three broader categories of data, namely i) “primary data”, ii)
“inferred/derived data”, and iii) “acquired data”. Indeed, actively provided and observed data
can be classified in a common group of “primary data”. Inferred/derived data are a second
generation of data drawn, by the data holder itself, from the analysis of this first generation of
primary data. The data holder could also opt to acquire primary or inferred/derived from third
parties, such as data brokers (“acquired data”). The distinction between these three broader
categories of data (primary data, inferred/derived data and acquired data) will be relevant
when considering (future) data sharing obligations imposed by the EU legal framework.

135 For a call to follow such a holistic approach see 1. Graef, R. Gellert and M. Husovec, “Towards a Holistic
Regulatory Approach for the European Data Economy” op. cit., p. 14-18.

136 See, for instance, Part III, Chapter 2 “Articulation between data protection and competition law”.

137 See point 17.
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22. When integrating the forms of data along the value chain in the equation, it can be
assumed that primary data (actively provided and observed) will generally be raw
(unstructured), semi-structured or structured data (information). This will notably be the case
for personal data collected through an online form or through the observation of individuals’
behaviour on the internet, and for non-personal 10T data collected by sensors on “smart”
agricultural or industrial machinery. Moreover, depending on the circumstances of the case,
this primary data can either be the object of the data collector’s core economic activity or a
by-product of this activity.**® Taking the non-personal 10T data examples mentioned above, it
could be argued that collecting weather, humidity or pesticides level data may constitute the
core economic activity of the provider of smart farming equipment, while the wear and tear
data collected by a sensor on an industrial machine in a car assembly line could be considered
as a by-product of the data collector’s core activity, which is to manufacture cars.

Inferred/derived data, on the other hand, will generally be considered as analysed data
(knowledge), as it is a second generation of data drawn from the analysis of the first
generation of primary data. For instance, data collectors will be able to draw profiles of
individuals and to infer knowledge about their preferences, on the basis of the primary
personal data that has been collected about them (their age, sex or country of residence; the
websites they have visited; the music they listen to; the videos they have watched, etc).
Similarly, data collectors will be able to generate knowledge/insights on the basis of the
primary non-personal that they have collected. For instance, the analysis of truck tyres’ sensor
data and the combination of this information with data about the weight of the loads that has
been put in those trucks could allow transport service providers to infer knowledge about the
optimal load weight for a specific type of truck, in order to reduce tyre degradation and to
increase the durability of those tyres. Finally, “acquired data” could either be raw
(unstructured) data, information (structured data) or knowledge (analysed data).

23. Although this suggested typology follows a common holistic approach for both personal
and non-personal data, it must be outlined from the outset that the remainder of the thesis will
focus more on behavioural or consumer data than on non-personal 10T data. This is mainly
because the two gaps that this thesis aims to fill through a normative approach precisely
pertain to such behavioural/consumer data.’*® Moreover, most of the European policy
discussions pertaining to compulsory B2B data sharing relate to large data actors that draw a
“data advantage” from their privileged access to, and control of, consumer/behavioural
data.’*® In fact, even the European policy discussions on IoT data mostly focus on
consumer/behavioural data, rather than on purely industrial non-personal loT data, as
illustrated by the recent preliminary report of the European Commission on its “Consumer

138 See point 12. M. Gal and D. Rubinfeld, “Data Standardization”, op. cit., p. 746; D. Rubinfeld and M. Gal,
“Access Barriers to Big Data”, op. cit., p. 357; OECD, Consumer Data Rights and Competition, op. cit., p. 15.
139 See point 5.

140 See Part I, Chapter 2, Section B, c); Part I, Chapter I; Part Ill, Chapters 1 and 3. See, for instance, the
Proposal for a Regulation of the European Parliament and of the Council on contestable and fair markets in the
digital sector (Digital Markets Act), 15 December 2020, COM(2020) 842 final.
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Internet of Things sector inquiry”.'*! Indeed, this sector inquiry focusses on four consumer
loT segments, namely the manufacture of smart home devices and of wearable devices, and
the provision of voice assistants and of consumer loT services (such as search or health
services). This focus can be explained by the fact that consumer/behavioural data are at the
core of certain online markets such as search, social networks or e-commerce, and constitute a
fundamental resource to compete on these markets. Accordingly, the issue of the (lack of)
access to such data is particularly sensitive.

On the other hand, 10T non-personal data have received much less policy attention, especially
since the option to create a “data producers right” on non-personal machine generated data
has been abandoned.!#? A potential explanation for this is that such data is often generated as
a by-product of other industrial activities, and that, as a result, they might not be perceived as
creating as many data access issues. While this could change in the future with the growth of
the 10T, notably in the context of societal initiatives imposing B2B data sharing**, this also
explains why the focus of this thesis is mostly set on consumer/behavioural data, rather than
on loT non-personal data.

24. Finally, it must be admitted that the classification suggested above may not always be
perfectly applicable. Nevertheless, this simplified classification has the merit to offer a clear
data typology for the remainder of the thesis. For clarity purposes, this typology is
summarised in Figure 1 below.

Figure 1: Proposed data typology

Primary data

Actively provided data

Personal or non-personal
Raw (unstructured) / Semi-structured / Structured (information)

Object of the core economic activity / By-product of this activity Acq uired data
Observed data Personal or non-personal
Personal or non-personal Raw (unstructured) / Semi-structured /
Raw (unstructured) / Semi-structured / Structured (information) Structured (information) / Analysed
(knowledge)

Object of the core economic activity / By-product of this activity

Inferred/Derived data

Personal or non-personal

Analysed (knowledge)

141 Commission Staff Working Document, Preliminary Report — Sector inquiry into consumer internet of things,
Brussels, 9 June 2021, SWD(2021) 144 final.

142 On this topic, see Part I, Chapter 2, Section B, b), 2.

143 See Part 1, Chapter 2, Section C, a); and Part 111, Chapter 4.
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Chapter 2. Why sharing? The rationale for (data) sharing

25. In order to answer the main research question of this doctoral thesis (“What are the
economic and societal balancing exercises underlying compulsory B2B data sharing?”), it
is necessary to focus on fundamental considerations pertaining to the rationale for data
sharing. Said otherwise, what could justify the imposition of data sharing obligations?

Before attempting to answer this question, it is worth reverting to more classical discussions
on whether a resource should be shared. Indeed, such type of discussions have not emerged
with data. Finding a balance between granting exclusive ownership/property rights to the few,
on the one hand, and providing access to and sharing resources with the many, on the other
hand, has also always been a challenge, whether this related to tangible or intangible
resources. Therefore, Section A will shed light on the balance between the exclusive use of,
and the access to/sharing of, tangible and intangible resources, and on the various critics
pertaining to how it has been addressed. On that basis, the economic and societal rationale
for sharing intangible resources will be presented. The reason why this thesis will focus
solely on intangible resources for this last aspect is because they share a key characteristic
with data, namely their non-rivalrous nature, while tangible resources, on the other hand, are
rivalrous.#

Then, the thesis will turn, in Sections B and C, towards the analysis of the same balance in
the realm of data. Section B will focus on the economic rationale for data sharing. To do
so, data’s characteristics will first be presented. Moreover, the question of whether data
are subject to (intellectual) property rights will be tackled. Then, this thesis will dive
deeper in the analysis of the economic rationale for data sharing, as it is not a goal in itself
and as a balance must be found between exclusive use of and access to/sharing of data.'*®

Section C will be dedicated to the societal and the “empowerment” rationale for data
sharing. On the one hand, data sharing could support broader societal objectives.*® On the
other hand, data sharing is increasingly presented as a way to empower individuals, by
giving them more control on “their” data.}*’ Regarding these “empowerment” initiatives, it
will be outlined that one should not be blinded by their benefits and that great attention should
also be paid to the long-term and collective risks that they could entail in terms of
personal autonomy and (informational) self-determination.

144 See points 33 and 52.

145 B, Martens, A. de Streel, I. Graef, T. Tombal and N. Duch-Brown, “Business to business data sharing: an
economic and legal analysis”, EU Science Hub, 2020, available at https://ssrn.com/abstract=3658100, p. 5.

146 See Communication from the Commission to the European Parliament, the Council, the European Economic
and Social Committee and the Committee of the Regions, “A European strategy for data”, 19 February 2020,
COM(2020) 66.

147 |bid., p. 10. See also p. 20-21.
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Section A. To share or not to share resources: a balance between exclusive use and
access/sharing

26. Since the dawn of humanity, dividing resources between the various members of a group
has always been a challenge. This Section will first address the debates pertaining to the
sharing of tangible resources, before moving on to intangible resources. Then, an attempt at
the identification of some rationales for sharing resources will be made.

a) Balance between exclusive use of and access to/sharing of tangible resources

1. The tragedy of the commons

27. In the realm of tangible resources, exclusive property has, for centuries, been invoked as
an efficient solution to avoid overuse of resources leading to their depletion.}*® One of the
most emblematic pleas in this regard is Hardin’s paper in Science titled “The Tragedy of the
Commons”.}*® Hardin’s starting point, as a biologist working on the issue of Earth’s
“population problem” (i.e. overpopulation), is that, because the population naturally tends to
grow exponentially, while the amount of tangible resources in a specific territorial area are
finite'™, the per capita share of the available resources will necessarily steadily decrease.>*

Questioning Adam Smith’s theory of the “invisible hand”, following which decisions taken
individually by people having their own interest and gain in mind actually lead to benefits for
the whole society®?, Hardin argues that allowing people to act as they please and to consume
freely commonly shared tangible resources would inevitably lead to a “tragedy of the
commons”.?> In perhaps the most notorious extract of his paper, Hardin explains how,
according to him, this “tragedy” unfolds:

“Picture a pasture open to all. It is to be expected that each herdsman will try to keep as
many cattle as possible on the commons. Such an arrangement may work reasonably
satisfactorily for centuries because tribal wars, poaching, and disease keep the numbers
of both man and beast well below the carrying capacity of the land. Finally, however,

148 \W. Blackstone, Commentaries on the Laws of England, Book 2, Chapter 1, Oxford, Oxford University Press,
1771, available at https://avalon.law.yale.edu/18th_century/blackstone bk2chl.asp; R.-J. Pothier, “Traité de la
propriété”, Euvres de R.-J. Pothier, D. Ainé (ed.), tome V, Bruxelles, Tarlier, 1831; B. Windscheid, Lehrbuch
des Pandektenrechts, 3 volumes, Frankfurt am Mein, Rutten & Loening, 1891; J. Bonnecase, Précis de droit
civil, 2e éd., Paris, Rousseau, 1938, t. I; R. Schlatter, Private Property: the History of an Idea, New Brunswick,
Rutgers University Press, 1951; G. Hardin, “The Tragedy of the Commons”, Science, December 1968, Vol. 162,
Issue 3859, p. 1243-1248; P. Ehrlich, The Population Bomb, New York, Ballantine Books, 1968; D. Feeny, F.
Berkes, B. McCay and J. Acheson, “The Tragedy of the Commons. Twenty-Two Years Later”, Human Ecology,
1990, Volume 18, Issue 1, p. 1-19; M. Kramer, John Locke and the Origins of Private Property, Cambridge,
Cambridge University Press, 1997; T. Merrill, “Property and the Right to Exclude”, Nebraska Law Review,
Volume 77, Issue 4, 1998, p. 730-755; P. Gansey, Thinking About Property: From Antiquity to the Age of
Revolution, Cambridge, Cambridge University Press, 2007; B. Frischmann, A. Marciano and G. Ramello,
“Retrospectives: Tragedy of the Commons After 50 Years”, Journal of Economic Perspectives, 2019, Volume
33, Issue 4, p. 211-228.

149 G. Hardin, “The Tragedy of the Commons”, op. cit., p. 1243-1248.

150 Tt must be outlined from the outset that Hardin’s starting point focusses on depletable finite resources and
that, accordingly, his reasoning cannot be translated to the use of non-depletable tangible resources such as the
energy that can be derived from the sun or the wind.

151 G. Hardin, “The Tragedy of the Commons”, op. cit., p. 1243.

152 A, Smith, An Inquiry into the Nature and Causes of the Wealth of Nations, London, 1776.

188 G. Hardin, “The Tragedy of the Commons”, op. cit., p. 1244.
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comes the day of reckoning, that is, the day when the long-desired goal of social
stability becomes a reality. At this point, the inherent logic of the commons
remorselessly generates tragedy.

As a rational being, each herdsman seeks to maximize his gain. Explicitly or implicitly,
more or less consciously, he asks, "What is the utility to me of adding one more animal
to my herd?" This utility has one negative and one positive component.

1) The positive component is a function of the increment of one animal. Since the
herdsman receives all the proceeds from the sale of the additional animal, the positive
utility is nearly +1.

2) The negative component is a function of the additional overgrazing created by one
more animal. Since, however, the effects of overgrazing are shared by all the herdsmen,
the negative utility for any particular decision-making herdsman is only a fraction of -1.

Adding together the component partial utilities, the rational herdsman concludes that the
only sensible course for him to pursue is to add another animal to his herd. And another;
and another.... But this is the conclusion reached by each and every rational herdsman
sharing a commons. Therein is the tragedy. Each man is locked into a system that
compels him to increase his herd without limit in a world that is limited. Ruin is the
destination toward which all men rush, each pursuing his own best interest in a society
that believes in the freedom of the commons. Freedom in a commons brings ruin to
all”. >

Moving away from this bucolic narrative, Hardin outlines that the tragedy of the commons
equally applies to more contemporary issues such as overfishing or pollution.*>® For him, such
a scenario could only be averted by granting private property rights or through governmental
regulation, even if such a legal system is itself not perfect and potentially unjust.1®® This is
because, for him, “[t]he alternative of the commons is too horrifying to contemplate. Injustice

is preferable to total ruin”.*’

28. Hardin’s paper had a huge impact as it became Science’s most-cited article ever, and his
depiction of the “tragedy of the commons” was relayed by numerous economists, social
scientists and politicians in order to justify the need for strong private property.’® In fact, it
has been reformulated by some as a prisoner’s dilemma game®®®, outlining “the paradox that

154 |bidem.

155 |bid., p. 1245.

156 |bid., p. 1245-1247.

157 Ibid., p. 1247.

18 D, Bollier and S. Helfrich, Free, Fair and Alive. The Insurgent Power of the Commons, Gabriola Island, New
Society Publishers, 2019, p. 16.

159 See R.M. Dawes, “The commons dilemma game: An N-person mixed motive game with a dominating
strategy for defection”, Organ. Res. Inst. Res. Bull., 13(2), 1973, p. 1-12. The prisoner’s dilemma game describes
a situation in which two rational individuals might prefer to act in their own interest rather than to cooperate with
each  other, even if it would be in their best interest to cooperate  (see
https://en.wikipedia.org/wiki/Prisoner%27s_dilemma).
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individually rational strategies lead to collectively irrational outcomes”.'®® Moreover, a
closely related view was developed by Olson in his book “The Logic of Collective Action”.1%
He indicated that “unless there is coercion or some other special device to make individuals
act in their common interest, rational, self-interested individuals will not act to achieve their
common or group interests”.*%2 According to Ostrom, these three models (the tragedy of the
commons, the prisoner’s dilemma and the logic of collective action) are closely related
because the free-rider problem lies at the heart of each of them.'®3 As she explains, “whenever
one person cannot be excluded from the benefits that others provide, each person is motivated
not to contribute to the joint effort but to free-ride on the efforts of others. If all participants
choose to free ride, the collective benefit will not be produced”.®* As will be outlined below,
this free-rider problem is also a key concern raised in the debates pertaining to compulsory
B2B data sharing.®

29. As a result of these three models, the decline of the commons and the ever-growing
importance of private property have led to a steep increase in the quantity and concentration
of capital.’®® To some extent, this is not surprising because, in our Western societies, “the
right to exclude is the essential feature of owning property, and every limit is at most
exceptional and temporary”.1®’ This paradigm of modern private property finds its roots in our
history, going back to the concept of dominium in Roman law and culminating in the
definition of property in the Napoleonic Code of 1804% and in the German private law Code
of 1896.1%° Its justification is traditionally rooted in the pursuit of social stability (Grotius'’
and Hobbes'’?) and of individual liberty (Locke'’?), and, more recently, in the pursuit of
wealth maximisation through an efficient allocation of resources (Posner'’3).17* In this regard,
the Napoleonic Code understands property above all as an individual relationship to goods,

160 E. Ostrom, Governing the Commons: The Evolution of Institutions for Collective Action, Cambridge,
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161 1hidem.
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and regimes of collective property are only considered as temporary and marginal
situations.}”™ The essence of the property right as enshrined in the Code is thus the power to
exclude.'’®

This dominant legal approach to the idea of “property as exclusion” has a significant political
impact, as it determines the default rules of our legal system, namely that the exclusive
property model should be the norm, unless there are legally established reasons to depart from
it1”" Such departure from the “exclusivity norm” can, for instance, be observed for res
nullius, which are goods that are not owned by anyonel’8, or for res communes omnium,
which belong to everyone because it is not necessary to appropriate them in order to be able to
use them (e.g. air or light).1”® Consequently, this dominant legal approach also has an impact
on the rationale for sharing because, in our social construct, “exclusive ownership” or
“exclusive property” is generally the default model, while models based on sharing/access are
less common.

2. Reconsidering (the tragedy of) the commons

30. While Hardin’s analysis has had a tremendous impact, it is, to some extent, flawed.'&

This is because what Hardin depicts as a commons is in fact not a commons, but “a free-for-
all in which nothing is owned and everything is free for the taking”.'® Rather, the notion of
“commons” refers to “a form of community management or governance of a shared resource
[i.e. one that is produced, used, and/or consumed by multiple actors, either concurrently or
sequentially]*®2. Governance involves a group or community of people who share access to
and/or use of the resource and who manage their behaviour via an established set of formal

and informal rules and norms”.183

The same argument is made by Ostrom, whose body of work has shed a whole new light on
the commons.'84 She points out that the world is more complex than the presentation that is
made of it by the three models mentioned above (the tragedy of the commons, the prisoner’s

175 A. Chaigneau, “Propriété collective”, Dictionnaire des biens communs, M. Cornu, F. Orsi et J. Rochfeld
(dir.), Paris, Presses universitaires de France, 2017, p. 955.
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reverse intellectual property - from exclusivity to inclusivity”, Concepts of Property in Intellectual Property
Law, H.R. Howe and J. Griffiths (ed.), Cambridge, Cambridge University Press, 2013, p. 266).
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dilemma and the logic of collective action®).1® Admittedly, these models could be true in
certain scenarios, namely “when conditions in the world approximate the conditions assumed
in the models, observed behaviours and outcomes can be expected to approximate predicted
behaviours and outcomes”.*8” However, without being inherently wrong, these models rely on
extreme assumptions rather than on general theories.’®® Ostrom, in fact, goes on to
demonstrate that some groups of individuals can break free from the commons dilemma when
managing “common-pool resources™" (hereafter “CPR”).18°

In her work, Ostrom defines a CPR as “a natural or man-made resource system that is
sufficiently large as to make it costly (but not impossible) to exclude potential beneficiaries
from obtaining benefits from its use”.!®® Resource systems are “stock variables that are
capable, under favourable conditions, of producing a maximum quantity of flow variable
without harming the stock or the resource system itself”.*%! It is crucial to distinguish these
resource systems from the resource units, which are “what individuals appropriate or use
from resource systems”.1%? The process of withdrawing resource units from a resource system
is called “appropriation”, and “as long as the average rate of withdrawal does not exceed the

average rate of replenishment, a renewable resource is sustainable over time”.1%

31. This concept of “appropriation” is fundamental to understand, as it distinguishes a CPR
from a public good, which nobody is prevented from using.'®* Indeed, it is only the resource
system, and not the resource units withdrawn from the system, that are jointly used (everyone
is free to fish, but once a fish is caught, it is appropriated by that person).’®® This is an
important finding because it contrasts with the classic “open/closed binary”, which limits
individuals to two choices: either they retain private ownership or they give it away.® As
pointed out by Bollier and Helfrish:

“Given this binary, it is not surprising that many people conflate “openness” with the
commons, and conclude that its general, defining feature is that everything is free for
the taking, at no cost. This is absolutely not true. The point of a commons is to
maximize shared control and benefits, a goal that requires thoughtful rules for access
and use. Openness can work only when the resource being used is nonrivalrous — i.e., it
is not depleted when used and shared, such as digital information. (...) But for rivalrous
natural resources that can be used up, successful commons set limits on usage, restrict

access at certain periods of time, or for certain people, etc”.?%’
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Therefore, sharing should not be confused with absolute openness. Rather, “open” and
“closed” are merely two extremes of a wider spectrum of possible sharing and access rules.'®
This is clearly outlined in Ostrom’s design principles of enduring and self-governing CPR
institutions, which notably rely on clearly defined boundaries and on appropriation rules.!%

32. In light of the above, it becomes clear that concepts such as “property” or “ownership”, on
the one hand, and “sharing” or “commons”, on the other hand, should not be opposed so
strongly. Indeed, commons can be subject to ownership, as illustrated by numerous examples
provided by Ostrom?®, and can thus be subject to a form of appropriation or reservation, but,
importantly, this does not lead to the exclusion of others.?’! Rather, commons are a form of
ownership that organise the collective and shared use of a resource.?®® To some extent, they
reflect a form of “inclusive property”, as opposed to “exclusive property”, which can be
defined as a “legal relationship between a person and a good, which is characterised, on the
one hand, by the absence of a power to exclude — numerous people being included in the use
of the good —; and, on the other hand, by the necessarily collective use of the good, as
opposed to the individualism of use generally permitted by exclusive property”.2®® Commons,
and other forms of sharing, are thus situated somewhere along a continuum between absolute
exclusive property/ownership, on the one hand, and the absence of any form of
property/ownership (public good/free-for-all), on the other hand.

Without entering into too much detail, as this is not the core focus of the thesis, it is worth
mentioning several forms of property/ownership that can be found along this continuum. One
example is collective property, where individuals having exclusive property over a specific
good are required to cooperate in order to preserve and maintain a resource of which their
good is a sub-part (e.g. an apartment in a building), or where separate individuals having
exclusive property over goods decide to group them together in order to pursue a common
goal through the collective management of the grouped goods.?* Another example is
common property, where a plurality of people share an ownership right on a resource.?®® The
difference between common and collective property is that, in the former case, a same right
on a resource is shared between multiple individuals, while in the latter case each individual

198 |bid., p. 69.
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has its own exclusive right on a good that forms a sub-part of a resource managed
collectively.?%® Importantly, such common property does not prevent the possibility to exclude
third parties from using the resource, but the difference with exclusive property, as it is
traditionally conceived, is that in this case, the power to exclude belongs to a group of people
and not to a single individual (exclusivity must not be confused with individuality).2%’
However, in its most extreme form, collective property belongs to everyone (res communes
omnium), in which case no one can be excluded from the use of the resource (e.g. air or
light).2%® A last interesting example is the concept of “Common goods” (beni comuni) in Italy,
which has been developed by Mattei, Reviglio and Rodotd.?®® These are “things that are
functional to the exercise of fundamental rights and to a free development of human beings
(...) [such as] rivers, streams, spring waters, lakes and other waters; the air; national parks as
defined by the law; forests and wooden areas; mountain areas at a high altitude, glaciers and
perpetual snows; seashores and coasts established as natural reserves; protected wildlife;
archaeological, cultural and environmental goods”.?*® According to these authors, the legal
system should safeguard these resources, should guarantee their collective fruition to benefit
the future generations, and should ensure that everyone is entitled to the jurisdictional
protection of these resources.?*

b) Balance between exclusive use of and access to/sharing of intangible resources
(information and knowledge)

33. In transitioning from considerations on sharing tangible resources to considerations
pertaining to the sharing of intangible resources, it is important to point out that a large share
of Ostrom’s research on the commons focused on tangible (natural/biophysical) resources,
which fit Ostrom’s definition of a CPR.?!2 Intangible resources, such as information and
knowledge, on the other hand, do not fit this definition because, by essence, they are non-
rivalrous, non-excludable and non-depletable.?*® This has led to the development of
“knowledge commons”, which are “an institutional approach (commons) to governing the
production, use, management, and/or preservation of a particular type of resource

(knowledge)”.?14

Intangible resources are non-rivalrous because their consumption by one person does not
diminish the amount of the resource that can be consumed by others (multiple people can use
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the resource at the same time).?!®> Tangible resources, on the contrary, are rival because their
use by one person prevents others from using them at the same time (if a person drives a car,
nobody else can drive that car at the same time). Moreover, intangible resources are, by
essence, non-excludable because “it is either impossible to exclude non-payers (free-riders)
from using the [resource], or the costs for such exclusion are so high that it would be
inefficient to exclude”.?!® Indeed, in light of their intangible nature, information and
knowledge do not have physical boundaries and their duplication can be made at very low
cost, having as a consequence that the “marginal costs of exclusion are often greater than the
marginal costs of provision, so it is inefficient to spend resources to exclude non-payers”.?*’
Finally, intangible resources are non-depletable because their use does not affect their
existence, although it may affect their value.?!8

1. The underproduction problem

34. Although intangible resources have different characteristics than tangible resources?'®,
legal scholars have often assimilated the above-described “tragedy of the commons” metaphor
to problems pertaining to the creation and circulation of intangible resources such as
information and knowledge.??® This is because intangible resources are conventionally
conceived as (free-for-all) public goods, due to their non-excludable and non-rivalrous
nature.??! Yet, assimilating such a metaphor to the realm of intangible goods presents an
inherent problem, as it pertains to depletable resources, while, as indicated above, information
and knowledge are non-depletable.???

Therefore, the basic social dilemma to be solved will not be a classic “tragedy of the
commons” overconsumption problem.??® Rather, it is a free-rider dilemma leading to an
underproduction problem, as the prospect of free-riders may discourage the creators from
producing intangible resources, in light of their potential inability to generate returns on
investments.??* As will be outlined below, this free-rider problem is also a key concern raised
in the debates pertaining to compulsory B2B data sharing.??®

Because this leads to an underproduction — rather than an overconsumption — issue, the key
concern is not to regulate the use of the resource, but rather to ensure that it is created in the
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first place.??® Legal scholars’ solution to this problem has been the creation and assignment of
marketable exclusive property rights on these intangible resources, namely intellectual
property rights such as patents or copyright.?%’

35. Naturally, one might question whether it makes sense to apply the concept of “property”
to both tangible and intangible resources, notably in light of the non-rivalrous and non-
depletable nature of intangible resources, which is an essential difference with tangible
resources.??® In this regard, it should be reminded here that the dominant legal paradigm for
tangible goods is the idea of “property as exclusion”.??® Such a paradigm can indeed, as a
matter of legal technique, be translated to intangible goods through the assignment of
exclusive (intellectual) property rights. As summarised by Dreier, the common point between
“property” on tangible and intangible resources “is the aim of providing the legal basis to
enable the right holder to exclude others from using the particular [resource] in question. (...)
In other words, if any similarity attaches, it is only at the level of the formulation of the
exclusivity of rights”.?® Whether this importation of the “property as exclusion” paradigm
from tangible to intangible goods is justified is another question, to which this thesis now
turns.

2. The advent of intellectual property (IP) rights as a solution to the
underproduction problem

36. As outlined above, the allocation of exclusive (intellectual) property (IP) rights has been
the legal scholars’ response to the underproduction problem of intangible resources. Such a
response did not emerge out of the bloom. It is the result of a balancing exercise between the
need to incentivise the creation of intangible goods in order to avoid the underproduction
problem, on the one hand, and the importance of ensuring the largest dissemination of
information and knowledge for the benefit of society, on the other hand.?® Indeed, the non-
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rivalrous nature of information and knowledge implies that there is no social loss associated
with their usage, because others are not deprived from using them as well.?? Because
everyone can use information and knowledge simultaneously, it is in the general interest to
ensure that it is used by as many people as possible, as this will nurture the human capital that
will subsequently contribute to the production of more information and knowledge.?*® In more
economic terms, the consumption of information and knowledge generates positive
externalities, and “there is a benefit in their widest possible usage in order to maximize

welfare in society and as a basis for further innovation”.23

One important aspect of this balancing exercise must be underlined from the outset, namely
that exclusive intellectual property rights are not granted on information/knowledge as such,
but rather solely on the concrete way in which they have been expressed by the IP right
holder. For instance, a copyright holder is only granted exclusive rights pertaining to the
specific material form in which the work has been fixed.?® The ideas underlying the work, on
the other hand, are not protected.?®® This idea/expression dichotomy is fundamental and well-
established.?*” Similarly, a patent holder is only granted exclusive rights on the concrete
product or process that she has invented, which must be specified in the forms of “claims”
that define the invention for which the patent is sought and determine the scope of the
exclusive rights, and not on the idea(s) underlying the invention.?®® This balance is
fundamental, as it does not prevent the wide dissemination of information and knowledge as
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such, which is in the general interest and generates positive externalities. Accordingly, when,
in the following lines, this thesis refers to intellectual property rights on information and
knowledge, this must be understood within the limits formulated in this paragraph.

37. The paragraphs above reflect the dominant approach to the justification of the creation and
allocation of IP rights, namely the incentive theory.?*® This economic discourse of the
incentive theory became globally dominant over the years as it was perceived as more
objective than alternative theories, such as the natural rights theory?*® (human beings have an
unconditional “ownership” right on the result of their labour and there is a moral duty to
protect their creations) and the reward theory?*! (a creator/inventor should be rewarded for
contributing to the public knowledge by disclosing a creation/invention). Indeed, the latter
theories were seen as more relativist due to their reliance on moral considerations.?*> On the
contrary, the incentive theory is not concerned with the more ethical question of whether “the
scope of the granted rights is “just” in respect of the contribution made by the
[creator/inventor]”.?*® Rather, the incentive theory is purely utilitarian in the sense that it
provides that IP rights are granted “to incentive certain desirable behaviour that would

otherwise not occur’”.?*

This theory is the direct result of the “underproduction” problem presented above?®, as it
alleges that without (intellectual) “property” rights, information and knowledge would not be
produced, due to the fear of free-riding.?*® As explained by Elkin-Koren and Salzberger, this
theory “views information [and knowledge] as public goods that bring about a market failure,
and thus require central intervention by granting IP rights. The goal, according to this

approach, is to design laws, which will maximize society’s welfare or wellbeing”.?*’

38. One of the core assertions behind the incentive theory is that IP rights are the cheapest and
most effective way for society to incentivise these desired behaviours of creation/invention.?*®
Yet, IP rights come at a cost, as they create monopolies on, and barriers to, access to pre-
existing creations/inventions, which can themselves stifle future creation and innovation.?* In
a way, the “public good” market failure is thus replaced by a “monopoly” market failure.?*

This creates an inherent paradox because, in order to generate more knowledge for the public
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good, which is the ultimate goal of IP rights, exclusive rights are allocated to generate
incentives to create/invent, but these rights limit the access to existing knowledge.?!

IP policies thus struggle with a balancing act between “the social welfare costs of
monopolistic exclusive rights and the social welfare gains from the innovation incentive
effects”.?>? Accordingly, the incentive theory treats IP rights “as an inevitable evil that must
be limited to the scope [and length] necessary for serving its goal”.?®® Indeed, if the
incentivising regime is misconstrued and does not limit sufficiently the scope and length of
these IP rights, this might inflate the price of future creations/inventions, or may even prevent
their creation altogether, as it will be too costly to build on this pre-existing material and
knowledge protected by IP rights.>®® In such a scenario, the benefits derived from the
incentive effects might even be discounted by the increase in the information/knowledge
production costs.?>®

39. This creates a challenge, for legislators, to find the right balance between these various
competing interests in order to maximise the public good through a broad access to
information and knowledge, while protecting the incentives of the creators/inventors, through
the appropriate determination of the subject matter, the scope, the length of and the limitations
to IP rights.?%® This inherent tension between incentivising creation and granting the widest
possible public access to information and knowledge is reflected in the various international
and European instruments where intellectual property is enshrined as a human right.?%’
Indeed, these instruments aim at protecting the creators’/inventors’ fundamental rights over
their creations/inventions and at providing the necessary economic incentives for a thriving
cultural diversity and scientific innovation, while primarily recognising the general public’s
right to benefit from cultural and scientific progress.?®® In this regard, the European Court of
Human Rights has outlined in two judgments of 2013%°° that the application and enforcement
of intellectual property rights had to be balanced with the right to freedom of information
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260

enshrined in Article 10 of the European Convention on Human Rights=®”, which also

encompasses a right of access to information.?5!

3. Questioning the underproduction problem and the IP answer to it

40. IP rights have thus been created in order to solve the alleged “underproduction” problem
of intangible goods presented above?®?, according to which information and knowledge would
not be produced, due to the fear of free-riding, unless exclusive (intellectual) “property” rights
are granted on these intangible resources in order to incentivise their creation.?6® However, the
existence of this “underproduction problem”, and/or of the appropriateness of the IP answer to
it, are being questioned.

i. Isthere really an underproduction problem?

41. The rationale behind the underproduction problem is the “public good market failure”,
namely that, because intangible goods are non-rivalrous and non-excludable, this will lead to
their underproduction. However, as pointed out by Madison et al., “knowledge-generating
institutions based on successful coordination and collaboration among knowledge producers
and users have existed for centuries, often despite the absence of IP rights owned by
individual creators or inventors”.?®* For instance, they outline that “universities have long
served as knowledge-generating and knowledge-sustaining institutions despite faculty
researchers often exercising few conventional market-based IP interests”.26°

In spite of this finding, the narrative of the underproduction problem remains strongly used by
right holders as a rhetorical justification for the superiority of the rationale of exclusion over
the rationale of access/sharing, especially in the advent of digital technologies that facilitate
the reproduction and dissemination of their creations/inventions.?®® Yet, these technological
changes that have occurred, mostly in the digital environment, could actually be used to
formulate a contradictory argument to that of the right holders. Indeed, although these
evolutions enable easier reproduction and dissemination of creations/inventions, they also
enable much easier and cheaper technical exclusion of the access to them, which could thus
question the “public good market failure” premise, as large fractions of information and
knowledge may now be made excludable through technical, as well as contractual, means.?®’
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This could be especially problematic if the access to information or knowledge that are not
covered by exclusive IP rights is technically or contractually excluded (e.g. information and
knowledge falling out of the scope of these rights;?®® or information and knowledge falling
within the scope of the exceptions to these rights).25°

42. Alternatively, even if these technological developments were not deemed to be sufficient
to tackle the non-excludability issue, some authors have outlined that monetary incentives,
deriving from the granting of exclusive IP rights, are not the only way to stimulate
creation/innovation.?’® For them, the assumption that monetary incentives are necessary to
induce creation/innovation relies on shaky grounds, as there is limited empirical evidence to
support the claim that people will not create/invent if they are not promised some financial
profits in return.?’* In fact, some empirical evidence suggests that monetary incentives may
actually sometimes undermine people’s motivation to create/invent.?’? Such studies show that
offering monetary rewards may make people less creative as their free-choice is undermined
due to performance constraints?”, or could reduce the quality of their work?’4.2”> Moreover, it
is practically impossible to determine the desirable or optimal level of incentives that should
be aimed for, and, consequently, it is extremely complex to tailor IP rights perfectly (in terms
of scope, duration, exceptions, etc.) in order to achieve this optimum.2’®

Rather, these authors outline that there are also many non-monetary motivations that
incentivise people to create/invent, such as the natural drive to create/invent, the need to
express ideas or talents and to be acknowledged for it, or the wish to gain recognition among
peers or the general public.?’” These can be intrinsic (self-oriented) motivations and/or social
motivations (other-oriented).?’8 To give a famous example, when Dr. Jonas Salk was asked in
1955 who owned the patent to the polio vaccine that he had just co-created, he answered:
“Well, the people I would say. There is no patent. Could you patent the sun??79 280
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To conclude on this critique, it can also be added that some argue that creation and innovation
are, in any case, profitable even without the granting of exclusive (intellectual) “property”
rights, as first-mover advantages and “lead time” (although this lead time might be short-lived
in the digital age) are alternative considerations that offset the lower production costs of free-
riders.?8!

ii. Even if there is an underproduction problem, are IP rights the
adequate solution?

43. Even if the dominant assumption that intangible goods face an underproduction problem
was deemed to be correct?®, some have questioned whether exclusive (intellectual)
“property” rights are the adequate solution to tackle it. Or rather, they question whether the
balance struck in the past by IP rights is still optimal today, as our society increasingly relies
on information and knowledge, which might entail the need to review the existing balance in
favour of more access than what is currently allowed under the IP rights system.?33

To support their argument, these authors allege that IP rights have enabled right holders to
exclude the use of information and knowledge far beyond the economic incentive purposes
that they were designed to serve, and that these rights have actually become a major tool to
expand market power, reduce competition and concentrate the control over the production and
distribution of information and knowledge.?®* Taking the example of copyright, Halbert
argues that it is “a socially constructed discourse that has become a powerful social myth”.28

Moreover, because knowledge heavily relies on sharing processes, overly extensive
appropriation of it through strong IP rights will inexorably reduce the amount of access to it
and will produce an adverse outcome for overall efficiency.?®® On the contrary, a weaker form
of appropriation generates positive effects on knowledge production, as it will imply “lower
productive costs for follow-on creators, wider access to knowledge, and the possibility of
free-riding, understood as unpaid access to knowledge for a considerable amount of
individuals. Stated differently, efficiency in the knowledge domain requires the preservation
of broad access” (emphasis added).?®” In fact, some argue that the benefits from information
and knowledge disclosure should be more strongly seen as important values in their own
right, rather than merely as counter-weights to the granting of appropriation rights.?® Taking
the example of copyright, Morando argues that weaker forms of appropriation, such as the
Creative Commons licences, are preferable default rules in terms of efficiency, fairness and

281 |bid., p. 62 and 69.

282 For the purpose of this thesis, we do not believe that it is necessary to take a definitive stance on this issue.

283 N, Elkin-Koren and E. Salzberger, The Law and Economics of Intellectual Property in the Digital Age, op.
cit., p. 58.

284 |bid., p. 90. See also P. Régibeau and K. Rockett, “The relationship between intellectual property law and
competition law”, op. cit., 2007, p. 505-552.

285 D, Halbert, Intellectual Property in the Information Age, op. cit., p. 2. See also p. xi and xv.

286 3, Ramello, “Intellectual property, social justice and economic efficiency”, op. cit., p. 2-3.

27 |bid., p. 17.

28 S, Sandeen, “The value of irrationality in the IP equation”, op. cit., p. 57.

50



social justice than the current copyright “default rule” (e.g. full protection — “All rights
reserved”’).?8®

To summarise these authors’ positions, they invite to reconsider the existing balance at the
basis of exclusive (intellectual) “property” rights, because the costs, for society, of exclusion
of information and knowledge through IP rights have grown, while society increasingly
depends on the access to it. As outlined above, this notably derives from the fact that the
access to large fractions of information and knowledge that are not covered by exclusive IP
rights may now be technically or contractually excluded.?*

c) The rationale for sharing intangible resources

44. In light of the above, it is apparent that the classic solution to the “exclusion v.
access/sharing balance” is increasingly challenged, mainly for intangible resources.?! Indeed,
growing calls for a wider sharing of information and knowledge are being made, notably on
the grounds of their non-rivalrous nature.?®? In fact, two types of rationale are called upon to
support this reconsideration of the classic balance, namely economic considerations on the
one hand, and more societal considerations, on the other hand. Because data are also non-
rivalrous and non-depletable?®, the rest of this Section will focus on the rationale for sharing
intangible resources, as these might suffer (like data) from an underproduction problem,
rather than from the overconsumption problem of tangible goods.?%

1. Economic rationale for sharing intangible resources

45. To a large extent, the economic rationale for sharing intangible resources has already been
outlined above, in the discussion pertaining to the existence of the “underproduction problem”
and of the appropriateness of the IP answer to it.?®® The key argument is that there is no social
loss incurred by to the use of intangible resources, in light of their non-rivalrous character.?%
As outlined by Ramello, “efficiency in the knowledge domain requires the preservation of
broad access”, as it will lower the production costs for follow-on creation/innovation, while
overly extensive exclusive rights will reduce the access to it and will produce an adverse
outcome for overall efficiency.?®” This economic rationale has also been brilliantly explained
in Benkler’s work on the “networked information economy”zgg, which will be briefly
summarised here.
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46. The more widely information and knowledge are diffused and shared, the more benefits it
will generate for society. This has led to the establishment of a balance between static and
dynamic efficiency.?®® Indeed, from a static perspective, the most efficient approach for
society’s overall welfare would be to ensure the broadest access to/sharing of information and
knowledge possible, by limiting exclusive rights on it.>® However, from a dynamic
perspective, creators/innovators may refrain from generating this information/knowledge if
they know that they will have to share it freely with anyone.®** Therefore, under the classic
approach, some static inefficiency is traded-off to achieve dynamic efficiency, i.e. exclusive
rights are granted to creators/inventors so they can charge positive prices for resources that
have a zero marginal cost®®, in order to incentivise them to create/invent.>® Allegedly, the
result of this balance will be to generate more information and knowledge over time, which
will “outweigh the inefficiency at any given moment caused by selling the information at

above its marginal cost”.>%

47. Yet, Benkler points out that there is in fact remarkably little support, both in theory and in
empirical evidence, for such an approach of the information and knowledge production.3® On
the contrary, because information is non-rivalrous and because it is both an input and an
output of its own production process, it is economically detrimental to excessively exclude the
access to / sharing of it.3% Indeed, because any new informational resource builds on pre-
existing information and knowledge, granting strong exclusive rights on this prior information
and knowledge will increase the price of new information production, which can lead to both
static and dynamic inefficiency, as “we will not only have too little consumption of
information today, but also too little production of new information for tomorrow”.3%
Moreover, the high price for new information production deriving from strong exclusive
rights will also drive concentration in the information production process.>%

48. In light of the above, Benkler argues that it is more efficient for information and
knowledge to be shared, and that the costs to do so have dramatically declined with the advent
of the “networked information economy”.3% Indeed, the “networked information economy”
has widely distributed the high-capital costs that were necessary for information production
and sharing, which, in turn, has reduced the access barriers to information and allows for
much more non-market decentralised models of information production and sharing that do
not depend on proprietary strategies.>1°
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While peer production of information, like Wikipedia, and peer-to-peer exchange platforms
are good examples of this, the paramount example of this new paradigm is free software (or
“freeware”).3!! This freeware movement relies on licencing constraints, originally designed
by Richard Stallman and Eben Moglen through the Free Software Foundation®'?, which allow
anyone to use the freeware on the condition that any modification of it must be distributed
under the same licensing terms as the original freeware.3® It can be seen as a formalised
example of “inclusive property”, as opposed to “exclusive property”, as mentioned above.?!*
The most well know licence in this regard is the GNU General Public License.®®® As the
outputs of these processes are non-rivalrous resources (information and knowledge), sharing
them freely is more efficient, all other things being equal, than if they were produced and
shared under the classic proprietary model.3'® To summarise, the economic rationale for
sharing intangible resources derives from two of their characteristics, namely that they are
non-rivalrous and that they are both an input and an output of their own production process.

2. Societal rationale for sharing intangible resources

49. Next to the economic considerations outlined above, there are also more societal
considerations that can justify sharing intangible resources. Once again, this mainly flows
from these resources’ non-rivalrous nature. Because everyone can use information and
knowledge simultaneously, it is in the general interest to ensure that it is used by as many
people as possible, as this will nurture the human capital that will subsequently contribute to
the production of more information and knowledge.®!” This also flows from the fact that
intangible resources are both an input and an output of their own production process.3®
Indeed, because the production of new information and knowledge depends on the broadest
access possible to existing information and knowledge, sharing intangible resources is crucial
for societal progress in all fields, whether it pertains to the preservation of human’s health or
living environment, to the understanding of the infinitely big or the infinitely small, or to the
pursuit of other societal goals (better health, cleaner environment, etc.).

50. Yet, in practice, information and knowledge are increasingly concentrated in the hands of
a few very large actors, who thus benefit from tremendous economic, political and
technological power.3*® For Bollier and Helfrish, this is the natural result of a society built
around capitalist markets and the narrative of individual freedom and property ownership
developed by philosophers such as Descartes, Hobbes and Locke.®® Indeed, if access to
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intangible resources is regulated by the market via a “pay for access” model, this will
automatically have as a consequence to provide greater access to, and control of, intangible
resources to wealthier people, as their large financial means will not only allow them to pay
for broader access to them, but also to invest more heavily in their creation/invention and
management.3?!

Accordingly, Bollier and Helfrish call for an ontological shift (an “OntoShift” as they call it)
from exclusion towards more access/sharing.®?? The rationale behind such increased sharing is
that this would considerably diminish the access barriers to information and would improve
everyone’s equality of opportunity of access to information.®? This fits into broader social
justice and human rights considerations, as everyone has a right of access to information,
which is important because it enables individuals to fully enjoy and exercise a variety of other
rights (right to privacy, to education, to culture or to move freely) and to take fundamental
decisions.®?* For instance, access to relevant health and environmental information has an
impact on the individuals’ right to privacy as it allows them to take informed decisions
regarding the place where they want to live.>?® Moreover, access to mobility information such
as information about public transportation schedules or traffic jams enables individuals to
move freely in the most optimal way. Furthermore, broader access to/sharing of information
and knowledge “creates the opportunities for greater autonomous action, a more critical
culture, a more discursively engaged and better informed republic, and perhaps a more

equitable global community”.3?

Once again, open source software production or peer production of knowledge can be cited as
socially beneficial initiatives aiming at providing the largest access possible to information
and knowledge.®?” Indeed, wide access to information through websites like Wikipedia can
contribute to the individuals’ right to education and culture, as they can easily obtain
information about historical events, about fundamental rules and principles in all fields of
social and natural sciences, about the functioning of mechanical objects and technologies,
about works of arts (books, theatre plays, movies, paintings, music...), etc.

321 bid., p. 72.

322 |bid., p. 29 and 72.

323y, Benkler, The Wealth of Networks, op. cit., p. 13-14.

324 See C. de Terwangne, “Droit a la vie privée: un droit sur l'information et un droit a l'information”, op. cit., p.
555-579.

325 |bid., p. 573-576; ECtHR, Guerra et al. v. Italy, 19 February 1998, App. No. 14967/89, § 60; ECtHR,
McGinley and Egan v. United Kingdom, 9 June 1998, App. No. 21825/93 and 23414/94, § 97 and 101; ECtHR,
Roche v. United Kingdom, 19 October 2005, App. No. 32555/96, § 162 and 165.

326 Y. Benkler, The Wealth of Networks, op. cit., p. 92.

327 |bid., p. 32-33; D. Bollier and S. Helfrich, Free, Fair and Alive, op. cit., p. 259; M. Madison, K. Strandburg
and B. Frischmann, “Knowledge Commons”, op. Cit., p. 4.
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Section B. Economic rationale for data sharing

51. After having presented the classic balance between exclusive use of and access to/sharing
of tangible and intangible resources, and the various critics pertaining to how it has been
addressed, it is now time to turn towards the analysis of the same balance for data. In fact,
most of the developments pertaining to intangible resources are equally applicable to data,
which are also, by essence, intangible resources. Much like information and knowledge,
data’s value emerges when it is shared and aggregated.®?® This Section will focus on the
economic rationale for data sharing, while Section C will be dedicated to the societal and
“empowerment” rationale for data sharing.

a) Data’s characteristics

52. Data is often presented in the policy debates as the “new oil” of our modern economy.
Yet, this broadly used catchphrase is somewhat misleading as oil is both tangible and
depletable, which is not the case of data, which is intangible and non-depletable, as its use
does not affect its existence, although it may affect its value.®?° However, this metaphor does
make some sense if one considers oil’s ““infrastructural” qualities, in that it can be directed to
numerous applications, with diverse values”.3® In this sense, data, much like oil, is an
important component of a great number of technical and commercial applications and it
“lubricates social and technical processes”.®¥' This is why data is, itself, sometimes
characterised as an “infrastructural resource”, because its use creates spill overs in multiple

fields across society.3%

According to Frischmann, infrastructural resources “are “shared means to many ends”, which
satisfy the non-rivalrous, the capital good and the general-purpose criteria”.3* First, data are a
non-rivalrous resource that can be replicated and consumed by an unlimited number of actors
— even simultaneously —, and “maximising access to the non-rivalrous [resource] will in
theory maximise social welfare, as every additional private benefit comes at no additional
cost”.334 Second, data is often a capital resource, which means that it is used as an input for
goods or services rather than as an end it itself. This is because data often has no intrinsic
value, as the value will derive from the use made of this data in order to extract information or
knowledge. As data are a non-rival capital resource that “can in theory be used
(simultaneously) by multiple users for multiple purposes as an input to produce an unlimited
number of goods and services”3®, data access and sharing is highly valuable. Third, data may

328 M. Madison, “Tools for Data Governance”, Technology and Regulation, 2020, p. 29.

329 M. Madison, “Tools for Data Governance”, op. cit., p. 31 and 34; M. Stucke and A. Grunes, Big Data and
Competition Policy, Oxford, Oxford University Press, 2016, p. 44-45.

330 M. Madison, “Tools for Data Governance”, op. Cit., p. 31.

331 |bidem.

332 |bid., p. 40.

333 B. Frischmann, Infrastructure: The Social Value of Shared Resources, Oxford, Oxford University Press,
2012, cited in OECD, Data-Driven Innovation: Big Data for Growth and Well-Being, OECD Publications, 2015,
available at https://www.oecd.org/sti/data-driven-innovation-9789264229358-en.htm, p. 179.

334 OECD, Data-Driven Innovation: Big Data for Growth and Well-Being, op. cit., p. 179-180. See also N.
Elkin-Koren and E. Salzberger, The Law and Economics of Intellectual Property in the Digital Age: The limits of
the analysis, London, Routledge, 2013, p. 61.

335 OECD, Data-Driven Innovation: Big Data for Growth and Well-Being, op. cit., p. 180-181.
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be described as a general-purpose resource. Indeed, data could, in theory, be used for an
unlimited number of purposes, including not only economic but also public and social
purposes, and additionally, the use of data for one purpose can provide valuable insights for
uses in other domains, thus having significant spill over effects.3®

53. On the other hand, whether data should be considered as an excludable or non-excludable
resource is less clear.®®" Indeed, even if data is arguably non-excludable by nature3®, in
practice, data is both technically and contractually excludable.®*® Regarding technical
excludability, it has already been outlined that technological changes in the digital
environment enable much easier and cheaper technical exclusion of the access to intangible
resources such as information and knowledge®*°, and this equally applies to data. Data holders
can set technical safeguards in order to ensure that third parties will not be able to access their
data. They can also technically ensure that the data they hold remains secret in order, for
instance, to benefit from the protection granted to trade secrets.>** Moreover, data holders can
contractually exclude the access to (some of) their data. In fact, as pointed out by Stucke and
Grunes, “data’s competitive significance (and value) arise in part from the ability of firms to

exclude others from access and analysing it as quickly”.34?

54. Therefore, in light of data’s potentially excludable character, it can be argued that data is
not a public good, which is non-rivalrous and non-excludable, but is better depicted as a “club
good”, which is non-rivalrous but excludable.*® This is an important finding because it means
that the “public good market failure”, that is at the basis of the justification of the creation of
exclusive (intellectual) “property” rights to avoid the “underproduction problem” of
intangible resources (such as information and knowledge), cannot simply be transposed to the
realm of data. As will be outlined below, this has had an impact in the discussions pertaining
to the creation of an “IP-like” data producer’s right.3**

55. That being said, if data holders are not able to exclude the access to their data (for instance
because of data sharing obligations), the free-rider dilemma allegedly leading to the “public
good market failure” and the “underproduction problem” for intangible resources (i.e. the
prospect of free-riders may discourage the creators from producing intangible resources, in

336 |bid., p. 181-182.

337 See also point 41 where some doubts are casted on the non-excludable nature of intangible resources such as
information or knowledge.

338 B, Martens, A. de Streel, I. Graef, T. Tombal and N. Duch-Brown, “Business to business data sharing”, op.
cit., p. 4.

3% W. Kerber, “Rights on Data: The EU Communication “Building a European Data Economy” from an
Economic Perspective”, Trading Data in the Digital Economy: Legal Concepts and Tools, S. Lohsse, R. Schulze
and D. Staudenmayer (ed.), Baden-Baden, Nomos, 2017, p. 118.

340 N. Elkin-Koren and E. Salzberger, The Law and Economics of Intellectual Property in the Digital Age, op.
cit., p. 77. See point 41.

341 See Directive (EU) 2016/943 of the European Parliament and of the Council of 8 June 2016 on the protection
of undisclosed know-how and business information (trade secrets) against their unlawful acquisition, use and
disclosure, OJ L 157, 15 June 2016. See point 185.

342 M. Stucke and A. Grunes, Big Data and Competition Policy, op. cit., p. 46.

33 M. Madison, “Tools for Data Governance”, op. cit., p. 34; M. Stucke and A. Grunes, Big Data and
Competition Policy, op. cit., p. 45.

344 See point 63.
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light of their potential inability to generate returns on investments)®*® may also surface for
data. Indeed, data collection and processing, and consequently data sharing, entails costs for
the data holder, and data sharing obligations might create disincentives for data collection and
processing.3#® Accordingly, a balance must be found between the benefits and costs of data
sharing.®*" As such balance had been solved, for intangible resources, through the means of IP
rights, the question naturally emerged of whether the same balance, for data, could also be
solved through (intellectual) “property” rights.

b) Are data subject to (intellectual) property rights?

56. Unsurprisingly, the strong establishment of (intellectual) property rights in our society has
led to discussions on whether data should also be subject to some form of exclusive
(intellectual) “property” right.348

1. Evolution of the debates on (intellectual) property over information
towards discussions on (intellectual) property over data

57. In fact, these discussions build on older debates pertaining to “property” on information.
Indeed, in the beginning of the 21% century, information, much like data today, was
considered as an essential strategic resource because it was the “raw material” for important
products such as databases or software, and this generated boiling discussions on the legal
stakes of its potential “appropriation” by firms or people.*® For instance, several French
authors like Leclercq and Catala proposed, in the early 1980s, a theory according to which
information, as such, should be considered as a good that can be subject to legal
“appropriation”.®® The concept of “appropriation” is understood as another way of
formulating the concept of “property”, as it covers all exclusive rights on a good.*! Indeed,
according to Leclercq and Catala’s theory, the “creator” of information must be considered as
the owner of absolute exclusive rights on it, and should be able to exclude others from using it
unduly.®®? On the contrary, others argued that there is no such principle of
“appropriation/property” on information, and that this notably stems from the fact that

345 M. Madison, K. Strandburg and B. Frischmann, “Knowledge Commons”, Legal Studies Research Paper
Series: Working Paper No. 2018-39, December 2018, available at http://ssrn.com/abstract=3300348, p. 9-10. See
point 34.

346 ], Crémer, Y.-A. de Montjoye and H. Schweitzer, “Competition Policy for the digital era — Final report”,
2019, p. 76-77, available at http://ec.europa.eu/competition/publications/reports/ kd0419345enn.pdf.

347 P, Larouche, “The European Microsoft case at the crossroads of competition policy and innovation”, Antitrust
Law Journal, 2008, n° 75, p. 616-620. For a more extensive analysis of this balance see points 89 and 90 below.
348 Communication from the Commission to the European Parliament, the Council, the European Economic and
Social Committee and the Committee of the Regions, “Building a European Data Economy”, Brussels, 10
January 2017, COM(2017) 9 final, p. 13.

349 F. Dubuisson, Existe-t-il un principe general d’appriopriation de [’information?, Thése de doctorat,
Université Libre de Bruxelles, 2005, p. 1-2.

350 P, Leclercq, “Essai sur le statut juridique des informations”, Les flux transfrontiéres de données : vers une
économie internationale de I'information ?, A. Madec (ed.), Paris, La Documentation frangaise, 1982, p. 119-
150; P. Catala, Le droit a I'épreuve du numérique. Jus ex machina, Paris, PUF, 1998, p. 224-263; F. Dubuisson,
Existe-t-il un principe general d’appriopriation de ['information?, op. Cit., p. 2.

351 F. Dubuisson, Existe-t-il un principe general d’appriopriation de I’information?, 0p. cit., p. 14.

32 |bidem.
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intellectual property rights such as copyright®2 and the sui generis database right®* do not
protect the information as such.3>®

58. Although this debate on the “property” of information will not be further analysed here in
light of the scope of this thesis®®®, it is worth underlining that IP rights such as copyright and
the sui generis database right similarly do not erect a principle of “appropriation/property’ on
individual data either.>>’ Indeed, data, as such, cannot be protected by copyright.>*® Only the
particular expression of a semantic content extracted from data could be protected by
copyright if the conditions for the benefit of this protection are met, such as originality.

That being said, data will rarely be apprehended as an isolated good and will often be
included in databases®°, which benefit, in the European Union, from the protection of two
distinct intellectual property rights, both contained in the Directive on the legal protection of
databases.°

On the one hand, this Directive provides that databases which, by reason of the selection or
arrangement of their contents, constitute the author's own intellectual creation shall be
protected as such by copyright.®®* This copyright protection is however limited, as it is only
granted to the structure of the database, not to its content.*®? On the other hand, a so-called sui
generis right is granted to the maker3®® on the content of the database.®®* Its aim is to grant to
the maker some form of control on the extraction, by third parties, of data from the database,
as a reward for the investment it has made in building this database.**® However, the scope of
this sui generis right is also limited, as it is only granted to the maker of the database if there

33 See Directive 2001/29/EC of the European Parliament and of the Council of 22 May 2001 on the
harmonisation of certain aspects of copyright and related rights in the information society, OJ L 167/10, 22 June
2001; Directive (EU) 2019/790 of the European Parliament and of the Council of 17 April 2019 on copyright
and related rights in the Digital Single Market and amending Directives 96/9/EC and 2001/29/EC, OJ L 130/92,
17 May 20109.

34 See Directive 96/9/EC of the European Parliament and of the Council of 11 March 1996 on the legal
protection of databases, OJ L 77/20, 27 March 1996.

35 See point 36. F. Dubuisson, Existe-t-il un principe general d’appriopriation de I’information?, op. cit., p.
400-401.

%6 For an extensive analysis, see F. Dubuisson, Existe-t-ii un principe general d’appriopriation de
l'information?, op. Cit.

357 On this point, see M. Knockaert et T. Tombal, "Quels droits sur les données?", Actualités en droit du
numérique, H. Jacquemin et B. Michaux (ed.), Limal, Anthémis, 2019, p. 58-68.

3% N. Duch-Brown, B. Martens and F. Mueller-Langer, “The economics of ownership, access and trade in digital
data”, Digital Economy Working Paper 2016-10, JRC Technical Reports, 2016, available at
https://papers.ssrn.com/sol3/papers.cfm?abstract id=2914144, p. 7.

39 “A collection of independent works, data or other materials arranged in a systematic or methodical way and
individually accessible by electronic or other means” (Article 1.2 of the Directive 96/9/EC).

360 Directive 96/9/EC of the European Parliament and of the Council of 11 March 1996 on the legal protection of
databases, OJ L 77/20, 27 March 1996.

31 Article 3.1 of the Directive 96/9/EC.

362 Article 3.2 of the Directive 96/9/EC.

363 “The person who takes the initiative and the risk of investing” (Recital 41 of the Directive 96/9/EC).

364 Articles 7 to 11 of the Directive 96/9/EC.

365 Recital 12 of the Directive 96/9/EC.
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has been a qualitatively and/or quantitatively substantial investment in either the obtaining®®®,

verification®®” or presentation®®® of the contents.®® Inversely, a substantial investment in the
creation of the data will not induce protection under the Directive.®”® Moreover, this sui
generis right allows the maker to prevent extraction®’* and/or re-utilisation®’? of the whole or
of a qualitatively and/or quantitatively substantial part of the contents of that database.®”®
Thus, this sui generis right only “protects the database as a whole and not specific data in the

set” 374

The maker of the database is thus only protected against the extraction and/or re-utilisation of
substantial parts of the database, which implies that third parties can access the database in
order to extract and re-use insubstantial parts of it. Nevertheless, the repeated and systematic
extraction and/or re-use of insubstantial parts of the contents of the database will also be
forbidden if it implies acts which conflict with a normal exploitation of that database or which
unreasonably prejudice the legitimate interests of the database maker.®”® To evaluate this
“substantial” nature of the extracted or re-used data, the economic value of the data also has to
be taken into consideration.®’® Here, it is important to point out that what should be evaluated
is not the intrinsic value of the data as such, but rather the amount of the human, technical or
financial investments that were made by the maker to obtain, verify or present the data.3”’

59. While the text of the Database Directive can be relied upon to refute the idea of
(intellectual) “property” on data, because the sui generis database right merely protects the
contents of the database as a whole and not the individual data in the set, the evolution of the
European Court of Justice’s case law has arguably slipped towards the protection of some

366 The investment in the obtaining refers to “the resources used to seek out existing independent materials and
collect them in the database” (ECJ, The British Horseracing Board e.a., 9 November 2004, C-203/02,
EU:C:2004:695, § 31).

37 The investment in the verification refers to “the resources used, with a view to ensuring the reliability of the
information contained in that database, to monitor the accuracy of the materials collected when the database was
created and during its operation” (ECJ, The British Horseracing Board e.a., § 34).

368 The investment in the presentation refers to “[the] systematic or methodical arrangement [of the data] in the
database [and] the organisation of their individual accessibility” (ECJ, The British Horseracing Board e.a, § 36).
369 Article 7.1 of the Directive 96/9/EC.

370 ECJ, The British Horseracing Board e.a., 88 35-40. See also ECJ, Football Dataco e.a., 1 March 2012, C-
604/10, EU:C:2012:115, § 36. This distinction between unprotected creation and protected obtention can create
some uncertainties in practice. For instance, it is not always clear whether the recording of weather data
(temperature, humidity level, strength of the wind, etc.) or the taking of satellite pictures should be understood as
data creation or obtention. Indeed, it is uncertain whether such data are “created” by their recording, or whether
they “pre-exist” in the nature and are “obtained” through their recording. On this issue, see A. Masson, “Creation
of database or creation of data: crucial choices in the matter of database protection”, E.I.P.R.., 2006, VVolume 28,
Issue 5, p. 261-267.

371 “Any unauthorised act of appropriation of the whole or a part of the contents of a database” (ECJ,
Directmedia Publishing, 9 October 2008, C-304/07, EU:C:2008:552, § 34).

372 « Any unauthorised act of distribution to the public of the contents of a protected database or a substantial part
of such contents” (ECJ, Innoweb, 19 December 2013, C-202/12, EU:C:2013:850, § 37)

373 Article 7.1 of the Directive 96/9/EC.

374 N. Duch-Brown, B. Martens and F. Mueller-Langer, “The economics of ownership, access and trade in digital
data”, op. cit., p. 14.

375 Article 1.2 of the Directive 96/9/EC.

376 M. Knockaert et T. Tombal, "Quels droits sur les données?", op. cit., p. 62.

377 ECJ, The British Horseracing Board e.a., § 70-72.
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“independent materials” (e.g. some of the data) in the set®’®, and this may revive the debate on
the “appropriation/property” of data.

This is notably apparent from the Verlag Esterbauer case, where the European Court of
Justice was asked whether topographic maps can be defined as a database, and more
specifically whether the data describing the nature of specific points on the maps constituted
“independent materials” within the meaning of Article 1.2 of the Directive.?’® The Court first
reminded that, will be classified as a database, under the Directive, the collection of
“independent elements”, defined as materials that retain their autonomous informative value
after having been separated from one another.3 It added that the Directive does not preclude
the combination of two or more pieces of information from being held to be “independent
materials”, provided, however, that the extraction of that information from the database does
not affect their autonomous informative value.®! This implies that even if the value of these
materials declines after their extraction from the database, they should still be considered as
“independent materials” benefitting from the protection granted by Article 1.2 of the
Directive, provided that they retain an autonomous informative value after the extraction.3®?
Accordingly, following the Court’s reasoning, the Directive protects (a combination of) some
“independent materials” (e.g. some of the data) from this database, namely those that retain an
autonomous informative value for the recipients after their extraction.® Nevertheless, in
order to establish an infringement, the database maker will still have to demonstrate that the
third party has extracted or re-used (a combination of) individual data that constitutes a
qualitatively substantial part of the maker’s database, in light of the human, technical or
financial investments that were made by the maker to obtain, verify or present that data.*

However, this means that the database maker could prevent the extraction of (a combination
of) a small number of these individual data, namely those which required a substantial
investment to obtain.®®® In fact, in the case at hand, the extracted data (the geographical
coordinates point of the map and the “signature”, which is the numbered code used by the
map producer to designate a unique feature, such as a church)®® only represented an
infinitesimally small part, and a very specific sub-category, of the total dataset.3” As outlined
by Michaux, “this phenomenon of fragmentation, or even atomisation, contributes to the

378 See J. Drexl, “Data Access and Control in the Era of Connected Devices”, Study on Behalf of the European
Consumer  Organisation (BEUC), 2019, available at https://www.beuc.eu/publications/beuc-x-2018
121 data_access_and_control_in_the area of _connected devices.pdf, p. 74-75. See also M. Knockaert et T.
Tombal, "Quels droits sur les données?", op. cit., p. 62-64.

379 ECJ, Verlag Esterbauer, 29 October 2015, C-490/14, EU:C:2015:735, § 9. On this case, see B. Michaux, “La
Cour de justice favorise-t-elle 1'appropriation des données par celui qui les a traitées ?”, note sous C.J.U.E., 29
octobre 2015, C-490/14, Auteurs et Média, 2017, Issue 1, p. 28-34.

380 ECJ, Verlag Esterbauer, § 17; ECJ, Fixtures Marketing, 9 Novermber 2004, C-444/02, EU:C:2004:697, § 29.
381 ECJ, Verlag Esterbauer, 88§ 21-22.

%2 bid., §§ 23-24.

383 |bid., § 27.

384 See J. Drexl, “Data Access and Control in the Era of Connected Devices”, op. cit., p. 78.

35 B. Michaux, “La Cour de justice favorise-t-elle I'appropriation des données par celui qui les a traitées ?”, op.
cit., p. 32.

386 ECJ, Verlag Esterbauer, § 18.

387 B. Michaux, “La Cour de justice favorise-t-elle I'appropriation des données par celui qui les a traitées ?”, op.
cit., p. 32.
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impression that there is an evolution towards the protection of data as such, which seems to
run counter to the legislator's initial objectives”3® and “this movement towards an ever finer
granularity could, if proven, be likely to bring about a subtle gradual shift towards a
protection of the data constituting the database, rather than a protection of the database as a
whole (taken in its entirety) or of its main subsets” (emphasis added).>®°

60. Another relevant decision of the European Court of Justice is the Ryanair case, where it
held that the exceptions granted by the Directive to the lawful users of databases are not
applicable to a database which is not protected by the Directive®®, and that, in those cases, the
database maker is not prevented from adopting stricter contractual clauses concerning the
conditions of use of such a database.®*! This leads to the peculiar consequence that the
database maker can more strongly restrict the access to its database, via contractual clauses, if
the latter is not covered by the Directive than if it is protected under the Directive. Indeed,
these contractual clauses could go so far as to protect each individual data in the set from any
kind of extraction or re-use, without granting any exceptions to third parties, through the self-
proclamation of “ownership/property” rights on the data at hand.®? This seriously endangers
the balance between exclusive use of and access to/sharing of data that had been achieved by
the European legislator in the Directive, notably through the limitations of the sui generis
right and the provision of exceptions for lawful users, which define the circumstances in
which the contents of the database can be accessed, extracted and/or re-used by third parties.

This is especially worrying when one considers that the Directive might allegedly not apply to
data generated by connected devices and sensors, as these data could be considered as being
created, rather than collected.®® Indeed, and according to the Ryanair case, the maker of a
database not covered by the Directive has the right to restrict more strongly the access to its
database, via contractual clauses. This can be highly problematic if this database is the sole
source of a specific type of data®®*, although the refusal to provide access to a sole source of
data might be considered as an abuse of dominant position according to the essential facilities
doctrine, as will be outlined below.3*® It should however be noted that Drex| argues that the
recognition of a sui generis database right to such sole sources of data might also potentially
create additional barriers to data access, and that, as a consequence, some call for the
introduction of a compulsory licencing system, as originally included in the Commission’s
proposal®®® for the Directive.>®’

388
389

Ibidem. Author’s own translation.

Ibid., p. 33. Author’s own translation.

3% In casu, the Court of Appeal of Amsterdam had ruled that Ryanair had failed to establish the existence of a
“substantial” investment in either the obtaining, verification or presentation of the contents of its database, i.e. its
website (ECJ, Ryanair, 15 January 2015, C-30/14, EU:C:2015:10, § 22).

391 ECJ, Ryanair, § 39.

392 On these “ownership/property” rights on data, see Part I, Chapter 2, Section B, b), 2.

393 J. Drexl, “Data Access and Control in the Era of Connected Devices”, op. cit., p. 70.

3% Ibid., p. 68.

3% See Part 111, Chapter 1, Section A.

3% Proposal by the Commission of the European Communities for a Council Directive on the legal protection of
databases, Brussels, 13 May 1992, COM(92) 24 final, Article 8.
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In fact, the European Commission’s inception impact assessment on its future “Data Act”
seems to suggest that the Database Directive might need to be reviewed as it might constitute
an obstacle to data sharing, which could lead to the introduction of a compulsory licencing
scheme on fair, reasonable, proportionate, transparent and non-discriminatory terms.3%
Interestingly, this suggestion by the European Commission coincides with a recent decision
by the European Court of Justice, which acknowledges that “it is necessary to strike a fair
balance between, on the one hand, the legitimate interest of the makers of databases in being
able to redeem their substantial investment and, on the other hand, that of users and
competitors of those makers in having access to the information contained in those databases

and the possibility of creating innovative products based on that information”.3%

2. Creation of a new “property-like” right over data?

61. The European Court of Justice is not the only institution that has revived the debate on the
“appropriation/property” of data, as the European Commission also explored the potential
creation of a new "data producer's right", establishing a form of ownership over non-personal
data.*® In doing so, the Commission was actually echoing a request originally stemming from
the German automotive industry, as car manufacturers were seeking to appropriate exclusive
rights on data generated by the cars they produce.*®* This is because such data is becoming
more and more attractive for third parties such as car dealers, spare parts manufacturers,
authorised and independent garages and repairers, developers of infotainment software used
in vehicles, insurers, vehicle users, and possibly also public authorities. Taking a more general
perspective, the Commission’s underlying idea was that such a right would generate more
data sharing by clarifying the situation for the data holders, while giving third parties the
possibility to use the data in certain specific cases. The Commission’s endeavour was thus in
line with the default model of “exclusive property”.402

397 J. Drexl, “Data Access and Control in the Era of Connected Devices”, op. Cit., p. 73 and 81-83. The pros and
cons of such a compulsory licencing were extensively discussed in the final evaluation report of the Database
Directive, but it has not led to any modification (see Jiip, Technopolis, L. Bently and E. Derclaye, “Study in
support of the evaluation of Directive 96/9/EC on the legal protection of databases — Final report”, 2018,
available at, https://ec.europa.eu/digital-single-market/en/news/study-support-evaluation-database-directive, p.
34-44; J. Drexl, “Data Access and Control in the Era of Connected Devices”, op. cit., p. 81). Drexl is not in
favour of such a compulsory licensing system, but rather supports the creation of a new exception in the
Directive “that gives precedence to any existing and future data access regimes over the sui generis database
right” (p. 85).

3% European Commission, Inception Impact Assessment: “Data Act (including the review of the Directive
96/9/EC on the legal protection of databases)”, May 2021, Ares (2021)3527151, p. 2-6.

3%9 ECJ, CV-Online Latvia, 3 June 2021, C-762/19, EU:C:2021:434, § 41. For a brief comment of this decision,
see Z. Aszendorf and G. Pratt, “CJEU narrows protection afforded to database right in the EU”, 9 June 2021,
available at https://www.lexology.com/library/detail.aspx?g=f399c5bb-58ac-4162-b2c8-
b8a53297f800&utm_source=Lexology+Daily+Newsfeed&utm_medium=HTML+email+-+Body+-
+General+section&utm_campaign=Lexology+subscriber+daily+feed&utm_content=L exology+Daily+Newsfeed
+2021-06-11&utm_term=.

400 Communication from Commission, “Building a European Data Economy”, op. cit., p. 13.

401 T, Hoeren and P. Bitter, “Data ownership is dead: long live data ownership”, E.I.P.R., 2018, 40(6), p. 347-
348; T. Hoeren, “A New Approach to Data Property?”, A.M.l., 2018/2, p. 58.

402 See point 29.
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I.  Data producer’s right

62. Under this new "data producer's right", the producer, defined as the long-term owner or
user of the machine creating the data, would have been granted a right to use and authorise the
use of non-personal data.*®®* However, the development of such a right was a source of
uncertainty on four levels, namely the nature of the right, the scope of the data covered, the
attribution of ownership of the right and the determination of exceptions to the right.

With regard to the nature of the right, the Commission considered two options. The first was
the creation of a new right in rem enforceable erga omnes, conferring an exclusive right to use
non-personal or anonymised machine-generated data.*®* In such perspective, this right would
have allowed the holder to object to the use of these data by third parties, regardless of any
contractual relationship, and to claim damages for any unauthorised access or use of the data.
However, the Commission did not fail to point out that such a right could not have concerned
personal data, since the right to personal data protection is a fundamental right aimed at
ensuring that data subjects retain control on “their” personal data, which cannot be traded
away. Indeed, according to the European Data Protection Supervisor, since such data are an
integral part of the human being, they must therefore remain non-transferable, similarly to
organs.*®® The second option was the creation of a set of purely defensive rights, similar to the
protection afforded to trade secrets.*® Unlike the more protective approach of the first option,
this second option aimed to increase data sharing, while reassuring data owners by granting
them a series of rights in the event of illegal use of data by third parties, equating to a
protection of de facto possession of data rather than to a protection of ownership of data. Had
such an approach been adopted, the question would also have arisen of the need to establish a
(restrictive) list of hypotheses of legal and illegal use.

Regarding the scope of the data covered, it would probably have been limited to non-personal
or anonymised data not yet structured in a protected database*®’, as well as metadata*®®

403 Communication from Commission, “Building a European Data Economy”, op. cit., p. 13.

404 Commission Staff Working Document on the free flow of data and emerging issues of the European data
economy accompanying the Communication “Building a European Data Economy”, Brussels, 10 January 2017,
SWD(2017) 2 final, p. 33.

405 European Data Protection Supervisor, Opinion 4/2017 on the Proposal for a Directive on certain aspects
concerning contracts for the supply of digital content, 14 March 2017, available at
https://edps.europa.eu/sites/edp/files/publication/17-03-14 opinion_digital_content en.pdf, p. 7; European Data
Protection Supervisor, Opinion 8/2018 on the legislative package “A New Deal for Consumers”, 5 October
2018, available at https://edps.europa.eu/sites/edp/files/publication/18-10-05_opinion_consumer_law_en.pdf, p.
16-17. See also, S. Gutwirth and G. Gonzalez Fuster, “L'éternel retour de la propriété des données : de
l'insistance d'un mot d'ordre”, Law, norms and freedom in cyberspace — Liber Amicorum Yves Poullet, E.
Degrave, C. de Terwangne, S. Dusollier and R. Queck (eds.), Bruxelles, Larcier, 2018, p. 117-140.

408 |bid., p. 33-34. See Directive (EU) 2016/943 of the European Parliament and of the Council of 8 June 2016
on the protection of undisclosed know-how and business information (trade secrets) against their unlawful
acquisition, use and disclosure, OJ L 157/1, 15 June 2016. See point 185.

407 «A collection of independent works, data or other materials arranged in a systematic or methodical way and
individually accessible by electronic or other means” (Article 1.2 of the Directive 96/9/EC). On database
protection, see points 58 to 60.

408 «“Metadata is "data information that provides information about other data”. Many distinct types of metadata
exist, including descriptive metadata, structural metadata, administrative metadata, reference metadata and
statistical metadata” (https://en.wikipedia.org/wiki/Metadata)
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relating to such data.*®® However, only the syntactic level (data and code), and not the
semantic level of the information or ideas expressed by that data, would have been protected,
in order to avoid the creation of a "super IP right".*!% For example, this right would not have
protected the visual rendering of a digital photograph, which is otherwise protected by
copyright, but would have conferred certain rights on the data contained in this file.

Allocating the ownership of this right would also have been a thorny issue to be resolved. In
the event that the option selected was the creation of a right in rem, the Commission
suggested that the right should be allocated on the basis of the investments and resources
devoted to the creation of the data.**! In concrete terms, this would have led to the granting of
the right to the manufacturer of the machine generating the data — the latter having invested in
this tool —, or to the economic operator using this machine. This would have posed practical
attribution difficulties, especially since in many situations, several persons or companies
jointly invest in such machines, making it virtually impossible to accurately identify one or
more holders. On the contrary, if the option selected had been the creation of a series of
purely defensive rights, the Commission proposed to grant these rights to the legitimate de
facto possessor of these data, subjecting this protection to the condition that the de facto
possessor has put in place technical protection measures in order to limit access to its data by
third parties.*!2

Finally, as with intellectual property rights, it would also have been required to specify a
range of exceptions to the data producer’s right. In practice, these exceptions would have
taken the form of an obligation to share data in certain situations, for instance in order to
foster scientific research or to achieve public interest purposes (environmental protection,
mobility, etc.).413

ii.  Criticism in the literature

63. While some have supported the idea of developing such a right*'4, the large majority of
legal scholars have expressed their concern about the creation of a "property-like" right over
data, arguing that there was no economic justification to support such a proposal.*'® Indeed,

409 Commission Staff Working Document on the free flow of data and emerging issues of the European data
economy, op. cit., p. 34.

410 1bidem. On this distinction between syntactic and semantic information, which is not always easy to make in
practice, see H. Zech, “Data as tradeable commodity”, European Contract Law and the Digital Single Market,
A. De Franceschi (ed.), Cambridge, Intersentia, 2016, p. 51-79.

411 Commission Staff Working Document on the free flow of data and emerging issues of the European data
economy, op. cit., p. 34-35.

412 1bid., p. 35.

413 Ibid., p. 35-36. Communication from Commission, “Building a European Data Economy”, op. cit., p. 13.

414 B. Van Asbroeck, J. Debussche and J. César, “White Paper — Data ownership in the context of the European
data economy: proposal for a new right”, 2017, available at
https://www.twobirds.com/en/news/articles/2017/global/data-ownership-in-the-context-of-the-european-data-
economy. In this White Paper, the authors suggest the creation of a non-exclusive, flexible and extensible
ownership right in data(sets).

415 See, inter alia, J. Drexl, “Designing Competitive Markets for Industrial Data - Between Propertisation and
Access”, Max Planck Institute for Innovation & Competition Research Paper No. 16-13, 31 October 2016,
available at https://ssrn.com/abstract=2862975, p. 30-38; A. Weibe, ‘“Protection of industrial data - a new
property right for the digital economy?”, Journal of Intellectual Property Law & Practice, 2017, VVol. 12, n° 1, p.
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according to the latter, there is no evidence that the absence of such a right creates a lack of
incentives for the production, analysis or marketing of data.*’® There is thus no
“underproduction problem”. Moreover, the creation of such a right could lead to disruptive
juxtapositions and delimitation problems with existing IP rights*’, and it could also
strengthen entry barriers that, consequently, would increase market power of large data
holders.*'® Additionally, the difficulty in determining the scope of application of such a right
and the allocation of its ownership could have led to significant legal uncertainty, entailing
high costs and obstacles for future innovation.*'° Furthermore, the reference to the concept of
"property” seems inappropriate in view of the intangible and non-rivalrous nature of data, and,
in any case, “the dependency of data’s value on contextualisation contradicts the justification
for establishing a hypothetical property right as a one-size-fits-all measure”.#%

Finally, it is important to remind that data may be technically and contractually excludable.*?!

Therefore, data is arguably not a public good, which is non-rivalrous and non-excludable, but
rather a “club good”, which is non-rivalrous but excludable.*?? Accordingly, the “public good
market failure”, on which the justification of IP rights is based, cannot simply be applied by
analogy to data. This is an additional reason for excluding the creation of “property” rights on
data.

iii.  Contractual freedom and market self-regulation rather than
“property” rights

64. In light of this criticism, the European Commission has therefore abandoned the idea of
creating a “property-like” right on data. Rather, the discussions pertaining to “property” on
data have shifted towards legal reflections revolving around notions of data “control” and

66-71; B. Hugenholtz, “Data Property in the System of Intellectual Property Law: Welcome Guest or Misfit?”,
Trading Data in the Digital Economy: Legal Concepts and Tools, S. Lohsse, R. Schulze and D. Staudenmayer
(ed.), Baden-Baden, Nomos, 2017, p. 78-82; W. Kerber, “Governance of Data: Exclusive Property vs. Access”,
I1C, 2016, Volume 47, Issue 7, p. 761; W. Kerber, “Rights on Data”, op. cit., p. 115-120 ; H. Zech, “Data as
tradeable commodity”, op. cit., p. 51-79; A. Strowel, “Big Data and Data Appropriation in the EU”, Research
Handbook on Intellectual Property and Digital Technologies, T. Aplin (ed.), Camberley, Edward Elgar, 2020, p.
107-135; T. Hoeren and P. Bitter, “Data ownership is dead: long live data ownership”, op. cit., p. 347-348; T.
Hoeren, “A New Approach to Data Property?”, op. cit., p. 58-60; D. Kim, “No one’s ownership as the status quo
and a possible way forward: A note on the public consultation on Building a European Data Economy”, Journal
of Intellectual Property Law & Practice, 2018, VVolume 13(2), p. 154-165.

416 J. Drexl, “Designing Competitive Markets for Industrial Data - Between Propertisation and Access ”, op. cit.,
p. 30-34; A. Weibe, “Protection of industrial data”, op. cit., p. 67; B. Hugenholtz, “Data Property in the System
of Intellectual Property Law”, op. cit.,, p. 80-81; W. Kerber, “Governance of Data: Exclusive Property vs.
Access”, op. Cit., p. 761; W. Kerber, “Rights on Data”, op. cit., p. 115-120.

417 A. Weibe, “Protection of industrial data”, op. cit., p. 67-68; B. Hugenholtz, “Data Property in the System of
Intellectual Property Law”, op. cit., p. 89-94.

418 . Somaini, “Regulating the Dynamic Concept of Non-Personal Data in the EU: From Ownership to
Portability”, EDPL, 2020/1, p. 86.

419 W, Kerber, “Governance of Data: Exclusive Property vs. Access”, op. cit., p. 761.

420 L. Somaini, “Regulating the Dynamic Concept of Non-Personal Data in the EU”, op. cit., p. 86.

421 See points 53 and 54.

422 M. Madison, “Tools for Data Governance”, op. cit., p. 34; M. Stucke and A. Grunes, Big Data and
Competition Policy, op. cit., p. 45.
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“access”.*?® Nevertheless, as a fall-back solution, the Commission has established, in its
Communication “Towards a common European data space”, key principles for voluntary data
sharing between companies.*?* However, these principles are not binding, in order to respect
the contractual freedom of the parties. In addition to these principles, the Commission has
also been working on more concrete recommendations as to which contractual provisions
should ideally appear in data sharing contracts, in addition to the traditional clauses relating to
the duration of the contract, the conditions for the termination of the contract, etc.*?

65. Moreover, it should be mentioned that the Commission has created a “Support Centre for
Data Sharing™*%%, with the aim of putting in place a series of measures facilitating (voluntary)
data sharing, in particular by providing examples of good practice, standard contractual
clauses or existing contract models.*?” This Support Centre has notably analysed the legal
characteristics of a set of existing data sharing contracts, and has developed a standardised set
of “tags”, in order to determine which types of clauses are contained in each of the specific
contracts, thereby creating a searchable repository of contracts based on a clear and consistent
standardised classification system.*?®

3. (Anti-)“reservation” of data rather than “property” on data

66. There has thus been a shift from discussions pertaining to “property” on data, towards
legal reflections revolving around notions of data “control” and “access”.*? Indeed,
independently of any establishment, in law, of a “property” right on data, the reality of the
situation on the field, from a technical and contractual point of view, is that data holders have
a de facto exclusive control on their data and can decide on whether, and to whom, they
provide access to it.*3° These data holders thus have the ability to “reserve” their data.

i. Data reservation

67. This concept of “reservation” has been suggested by Mousseron and Vivant, in order to
avoid the complex debates on the “property” of information.**® Rather, “reservation”
designates a form of control on this information, which can be legal (exclusive rights) but also

423 See Communication from the Commission to the European Parliament, the Council, the European Economic
and Social Committee and the Committee of the Regions, “Towards a common European data space”, Brussels,
25 April 2018, COM(2018) 232 final, p. 8-9.

424 1bid., p. 10. See also Commission Staff Working Document establishing a guidance on sharing private sector
data in the European data economy accompanying the Communication “Towards a common European data
space”, Brussels, 25 April 2018, SWD(2018) 125 final, p. 7.

425 Commission Staff Working Document establishing a guidance on sharing private sector data, op. cit., p. 6-8.
426 See https://eudatasharing.eu/homepage

427 Commission Staff Working Document establishing a guidance on sharing private sector data, op. cit., p. 6.

428 Support Centre for Data Sharing, “B.1 — Report on collected model contract terms”, SMART 2018/2019, 26
July 2019, available at https://eudatasharing.eu/fr/legal-aspects, p. 4. For more information on these tags, see p.
8-17.

429 See Communication from the Commission, “Towards a common European data space”, op.cit., p. 8-9.

430 W. Kerber, “Data-sharing in loT Ecosystems from a Competition Law Perspective: The Example of
Connected Cars”, 26 August 2019, available at https://ssrn.com/abstract=3445422, p. 32.

431 J.-M. Mousseron et M. Vivant, “Les mécanismes de réservation et leur dalectique: Le «terrain» occupé par le
droit”, Semaine Juridique, Cahiers de Droit de I'Entreprise, 1989/1, p. 2-4; S. Dusollier, “Du commun de
I’intelligence artificielle”, Penser le droit de la pensée. Mélanges en [’honneur de Michel Vivant, Paris, Dalloz,
2020, p. 109.
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factual (exclusion through contractual or technical means) or intellectual (trade secrets).*? As
summarised by Mousseron and Vivant, “it is the fact of being alone on the market that is
always sought after in the end: the various paths taken or likely to be taken, which are
intertwined, all have the aim, clearly stated or not, of ensuring the economic reservation of

information to the one who has control over it”.*

This concept can perfectly be translated from the realm of information to the realm of data, as
data holders’ de facto control on data allows them to economically reserve this data, through
technical and contractual exclusion.*** It also circumvents the issues of “property” on data.
Accordingly, the remainder of this thesis will refer to the reservation/control on data, rather
than to “property” on data.

Nevertheless, it is relevant to point out that, even if the Commission has moved away from
“property” on data towards data “reservation”, it has not moved away from the dominant
model of “exclusivity” (economic reservation of data through contractual and technical
means).** In this sense, data are thus commodified, and some authors question whether
another avenue, based on an anti-reservation paradigm (“data commons”), could be pursued
instead, in order to guarantee a larger collective access to data.*®

ii. Data commons — Anti-reservation of data

68. According to Dusollier, this anti-reservation paradigm of the “data commons” implies an
impossibility to exert exclusive control on data and a correlative obligation to share it.**’
Instead of thinking in terms of exclusive control on and individual access to data, this
paradigm calls for a collective use of this resource, because data is a common good and it
should therefore be managed in order to produce collective benefits.*® Such an approach is
justified by data’s characteristics, as they are non-rivalrous, capital and general-purpose
resources*®, whose use creates multiple spill overs across society.*4°

To give a concrete example, Shkabatur suggests that user-generated data (personal “primary
data” and “inferred/derived data” in this thesis’ typology”**!) should be recognised as a
“global commons”, and that a wide range of independent stakeholders (researchers,
journalists, NGOs, public authorities...) should be granted access to the user-generated data

432§, Dusollier, “Du commun de I’intelligence artificielle”, op. cit., p. 109.

433 J.-M. Mousseron et M. Vivant, “Les mécanismes de réservation et leur dalectique”, op. cit., p. 3 (author’s
own translation).

434 S, Dusollier, “Du commun de I’intelligence artificielle”, op. cit., p. 111.

435 |bid., p. 113. See also point 29.

4% 1bid., p. 109 and 114. See also J. Shkabatur, “The Global Commons of Data”, Stanford Technology Law
Review, 2019, Vol. 22, p. 354-411; M. Madison, “Tools for Data Governance”, op. cit., p. 29-43; S. Gutwirth et
I. Stengers, “Le droit a ’épreuve de la résurgence des commons”, Revue Juridique de [’environnement, 2016/2,
Vol. 41, p. 306-343; P. Drahos, Intellectual Property, Indigenous People and their Knowledge, Cambridge
University Press, 2014, p. 1-11.

437 S, Dusollier, “Du commun de I’intelligence artificielle”, op. cit., p. 115.

438 1hidem.

4% B. Frischmann, Infrastructure: The Social Value of Shared Resources, Oxford, Oxford University Press,
2012, cited in OECD, Data-Driven Innovation: Big Data for Growth and Well-Being, op. cit., p. 179. See also J.
Drexl, “Data Access and Control in the Era of Connected Devices”, op. cit., p. 3.

440 M. Madison, “Tools for Data Governance”, op. cit., p. 40. See point 52.

441 See points 21 to 24.
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collected, aggregated and processed by any company operating an online platform (and thus
not just the GAFAMS), in order to address a variety of public challenges related to
transportation, health, agriculture or natural disasters.**? Importantly, Shkabatur outlined that
such a “global data commons” regime would not imply that these data platforms would have
to lose their commercial benefits and decision-making prerogatives, nor that the access to the
user-generated data should be free and open to all, independently of any personal data
protection and security considerations.**® Rather, such a regime would need to offer a whole
spectrum of data access modalities, some more restrictive and some more permissive, which
would have to strike a balance between the collective benefits derived from a broader access
to data, on the one hand, and the need to protect the user’s personal data*** and the platform’s
legitimate commercial interests, on the other hand.**® For instance, the principle of purpose
limitation of the GDPR*® should be kept in mind to restrict the cases in which this user-
generated data can be re-used, because if a lid is not put on these re-use purposes, data
subjects would lose control on “their” data as they would not know by whom and for which
purposes it is processed.**’

69. Transitioning towards, and establishing, such data commons is a matter of political choice
and could be a fertile ground to move away from the classic Western social construct of
“exclusivity as the rule”, towards more “generative” forms of “rights”, based on data sharing
and on collective access and usage rights, whose goal is not to lead towards accumulation by
the few, but rather towards collective benefits for the many.**® While this “data commons”
approach is certainly a worthy avenue of exploration for future research, this will not be an
exercise conducted in the context of this thesis. This is because such an approach requires
voluntary efforts, within a diffused community of actors, to govern data and to share it. It thus
relies on voluntary data sharing in the context of the exercise of collective rights on data as
commons. Yet, this thesis is instead focussed on hypotheses of compulsory B2B data
sharing*®, which do not fit in this “data commons” approach.

c) The economic rationale for data sharing

70. In light of data’s characteristics, and notably of the fact that data could be considered as an
“infrastructural resource”®®, a growing call for data sharing is being made.*** As for

442 J. Shkabatur, “The Global Commons of Data”, op. cit., p. 383 and 389.

443 |bid., p. 362.

444 For an analysis, in the United States, of privacy as a commons, see M. Sanfilippo, B. Frischmann and K.
Standburg, “Privacy as Commons: Case Evaluation Through the Governing Knowledge Commons Framework”,
Journal of Information Policy, 2018, Vol. 8, p. 116-166.

445 J. Shkabatur, “The Global Commons of Data”, op. cit.,, p. 362 and 385. For a complete analysis of this
spectrum of modalities, see p. 385-398.

446 personal data can only be processed for specified, explicit and legitimate purposes, and cannot be further
processed in a manner that is incompatible with those purposes (Article 5.1.b) of the GDPR).

47 On this control by individuals, see Part I, Chapter 2, Section C, b).

448 S, Dusollier, “Du commun de ’intelligence artificielle”, op. cit., p. 116-117. See also U. Mattei and A.
Quarta, The Turning Point in Private Law. Ecology, Technology and the Commons, Cheltenham, Edward Elgar,
2019.

449 See points 4 and 5.

450 See points 52 to 55.

41 OECD, Data-Driven Innovation: Big Data for Growth and Well-Being, op. cit, p. 179; V. Mayer-
Schonberger and T. Ramge, Re-inventing capitalism in the age of big data, New York, Basic Books, 2018.
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intangible resources, two types of rationale can be called upon to support data sharing, namely
economic considerations on the one hand, which will be addressed here, and more societal
and “empowerment” considerations, on the other hand, which will be addressed in Section C.

Importantly, compulsory B2B data sharing is not a goal in itself, and it should only be used, in
specific circumstances, as a mean to achieve determined objectives.**? Indeed, a balance must
be found between exclusive use of and access to/sharing of data, as an equilibrium must be
found between the benefits and costs of data sharing.*>® The aim has never been, and should
arguably never be, an unconditional availability of data. Rather, a case-by-case assessment of
the necessity of imposing such compulsory sharing legislation will always be required.***

71. To get a better grasp at the economic rationale for data sharing, it is first necessary to
understand the economics of data in general. Accordingly, the incentives to collect and
produce data will first be outlined. Then, it will be outlined that these data collection and
production incentives could also create barriers to entry to the data market, and might
accordingly entail market failures. These market failures will serve as a rationale for more
data sharing, although such sharing should not be absolute, as it should factor the costs and
incentives for each of the parties.*>® Naturally, in light of the scope of the thesis, the aim is not
to strive for exhaustivity regarding these questions, but rather to provide a sufficient basic
understanding of these economic considerations.

1. Data collection and production incentives

72. As outlined above, data’s true value does not generally stem from data as such, but rather
from the value of the information and knowledge that can be extracted from its combination
and aggregation.*® Indeed, “the more available and more varied the data, the better the
knowledge that can be mined from it”.*’ In economic terms, this means that data is
characterised by economies of scope and scale, which provide an advantage to data holders
and incentivise them to collect and produce as much data as possible.

To understand the difference between economies of scope and economies of scale, the easiest
is to picture a dataset “as a two-dimensional spreadsheet with the number of columns
representing the number of variables and the number of rows the number of observations on
these variables. (...) Economies of scale refer to increased prediction accuracy due to an
increase in the number of rows. Economies of scope refer to increased prediction accuracy

452 B, Martens, A. de Streel, I. Graef, T. Tombal and N. Duch-Brown, “Business to business data sharing”, op.
cit.,, p. 5.

453 See points 90, 91 and 95.

454 Support Centre for Data Sharing, “B.2 — Analytical report on EU law applicable to sharing of non-personal
data”, SMART 2018/2019, 24 January 2020, available at https://eudatasharing.eu/fr/legal-aspects, p. 4.

4% P, Larouche, “The European Microsoft case at the crossroads of competition policy and innovation”, op. Cit.,
p. 616-620.

4% See point 15. D. Rubinfeld and M. Gal, “Access Barriers to Big Data”, Arizona Law Review, 2017, vol. 59, p.
342.

457 M. Gal and D. Rubinfeld, “Data Standardization”, New York University Law Review, 2019, Vol. 94, Number
4,p. 774,
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due to an increase in the number of columns or explanatory variables”.**® Economies of scale
thus pertain to the breadth of the data (e.g. a broad dataset has data about more people), while
economies of scope pertain to the depth of the data (e.g. a deep dataset contains more data
about each person).*®® Digital platforms, such as Facebook or Google, are good examples of
data aggregators who can realise economies of scope and scale, as their intermediation
services allow them to expand both the breadth and depth of their data.*°

73. Economies of scope in data aggregation generate economic efficiency gains, as more
insights and economic value can be extracted from merging two complementary datasets than
from keeping them separated in data silos.*®* As a consequence, there are economic
efficiencies in concentrating data in large data pools, and there are clear incentives for data-
driven firms to expand their activities in as many data-related service markets as possible.*®2
Moreover, economies of scale also generate efficiency gains, as having data about more
people allows to improve the service offered, which in turn attracts more users, etc.*63

This is described by Priifer and Schottmdller as data-driven indirect network effects.*®* These
indirect network effects should not be confused with direct network effects, which are
completely demand-driven, and which relate to the fact that the utility of a service for a user
will be function of, and will increase with, the number of other users that use the service.*%®
For instance, users will only be interested in joining a social network if there are a sufficient
number of people already using it with whom they can interact or if their friends are already
using it. Indirect network effects, on the other hand, are also driven by the number of users,
but they generate benefits on the supply-side, as the more users use the service, the more user
information will be generated as a costless by-product, which will allow the service provider
to better adapt its service or its algorithm to user preferences, which in turn will attract more
users, etc.*®® Search engines are a good example of this phenomenon.*®” This is also referred
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to, from a dynamic perspective, as a “user feedback loop”.*®® It entails decreasing marginal
costs of innovation, due to the high consumer demand.*® Naturally, these two types of
network effects are not mutually exclusive, as illustrated by online social networks that are
characterised by both.#7

From a dynamic perspective, these data-driven network effects can also give rise to another
self-reinforcing feedback loop, namely a “monetisation feedback loop”, as explained by
Kramer et al.*"! Indeed, as these data-driven companies derive a large chunk of their revenues
from advertising, collecting more user data enables them to provide more targeted advertising.
Because it is more effective, this generates more advertising revenues, which in turn allows
them to further invest in the quality of their service, which will attract more users, etc.

74. In light of these economies of scope and scale and of these network effects*’?, data holders
are thus incentivised to aggregate data as this provides them with a competitive advantage and
generates economic benefits. This is especially true in circumstances where first mover
advantages “can become sustained competitive advantages, because competitors are unable to
initiate the same feedback loop”.*” This will be further developed below when presenting the
potential data market failures.*’* That being said, as outlined by Stucke and Grunes, “while
network effects can help insulate the dominant firm from competitive pressure, they do not

immunize [it] from competition altogether”.#’®

2. Entry barriers to data markets

75. While economies of scale and scope and data-driven network effects in data aggregation
incentivise data collection and data production, the flip side of the coin is that these same
economic characteristics of data may also raise entry barriers to data markets. These possible
entry barriers have been extensively analysed by Rubinfeld and Gal, whose work will be
briefly summarised here.*’® Next to the classic legal barriers to data collection (e.g. in
circumstances where the data collection is prevented by personal data protection legislation or
IP rights such as the sui generis database right)*’’, these authors mostly focus on what they
describe as technical barriers to data collection. As these technical barriers mainly derive from
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SSRN  http://dx.doi.org/10.2139/ssrn.2482780; M. Bourreau, A. de Streel and I. Graef, “Big Data and
Competition Policy: Market power, personalised pricing and advertising”, CERRE Report, 2017, available at
http://www.cerre.eu/publications/big-data-and-competition-policy.
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471 J. Krdmer, D. Schnurr and S. Broughton Micova, “The role of data for digital markets contestability”, op. cit.,
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472 For a detailed analysis of the various classic and data driven network effects, see M. Stucke and A. Grunes,
Big Data and Competition Policy, op. cit., p. 162-216.
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the economic characteristics of data mentioned above, it will be referred to them, in this
thesis, as techno-economic entry barriers.

76. Firstly, techno-economic entry barriers can arise if incumbent data holders have achieved
substantial economies of scope and scale, which allowed them to partially or totally sink their
investments.*’® Moreover, they might also take advantage of “economies of speed”, if the
velocity of their data collection allows them to discern trends well before others.*’® Google
could be such an example in the search market, as its large dominant position allows it to
collect much more search data than its competitors and, consequently, to discern new trends
faster than others. If the incumbent data holders’ economies of scope, scale and speed are
sufficiently large, the high fixed costs of data collection for a new entrant might make entry
prohibitive. 48

Secondly, the data-driven network effects mentioned above could also create techno-
economic entry barriers, as new entrants would have to make substantial investments in order
to counter, or even merely overcome, the existing network effects benefiting the incumbent
data holders.*8! Indeed, the entrant would not only have to invest to overcome the direct
network effects (i.e. invest in order to attract a sufficient number of users in order for the
service to attain a critical mass and “take-off”), but also the indirect network effects (i.e.
because the incumbent has access to more (timely) data about user preferences than the
entrant, it can more easily and quickly adapt to the changing demand and it can better target
its advertising, which generates more revenue).*®2

Thirdly, techno-economic entry barriers could also emerge due to lock-in considerations.*83
Indeed, users could be “locked into” the service of the incumbent data holder for two reasons.
On the one hand, they could be locked-in because the incumbent’s data-driven network effect
deters new entrants from developing alternatives. Because no alternative having a minimum
scale (i.e. a minimum number of users) exists, the users have nowhere else to go. On the other
hand, they could be locked-in because the incumbent makes it technically difficult (or even
impossible) to extract the data from its service in order to provide it to a new entrant, which
then entails high switching costs.*® This second problem has been tackled, to a certain extent,
by data portability rights.*®> Importantly, these two reasons are not mutually exclusive and in
fact reinforce each other.

Fourthly, techno-economic entry barriers could emerge due to the uniqueness of the data
collected by the incumbent data holder, or due to the fact that it is the unique gateway to such
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data.*® Indeed, while the non-rivalrous nature of data implies that it can usually be collected
from various alternative sources and that, as a consequence, the costs of data collection are
usually not prohibitive for new entrants, “unique access points to unique data may lead to
situations in which the data cannot be easily replicated”.*®” This could notably be the case for
data created as the result of interactions on a social network, for data pertaining to a very
specific event (e.g. data gathered at a specific point in time about a natural disaster) or for data
generated as a by-product of a very specific activity conducted by the incumbent data holder
(e.g. data about oil-drilling sites).*®® This could also be the case in hypotheses where the
incumbent data holder has technically or contractually excluded the access to a unique source
of data, or where the access to this unique source is subject to a very high access price and/or
to very strict conditions.*®® Pre-installed applications could also act as more subtle gateway
barriers to data collection, as it will be difficult for new entrants to replace them, due to the
combination of the default option and of users’ status quo bias (i.e. users tend to simply use
the default options/settings/applications and rarely modify them).4°

Fifthly, techno-economic entry barriers could emerge from the failure to compete for the
user’s attention, which is mainly captured by several incumbents (Google, Facebook,
Netflix...), as new entrants may struggle to collect data if they do not manage to attract users
(who only have a finite amount of attention to spend) to their services.**

Sixthly, if the new entrant opts to acquire the data that it needs from third parties, rather than
to collect it itself, techno-economic entry barriers could “arise from limited information on
who owns the relevant data, or on the costs of locating and contracting with such data
holders”.4%2

77. Naturally, it would be erroneous to say that all of these techno-economic barriers exist in
all of the data driven markets. Rather, these must be understood as a list of potential entry
barriers that might occur in these markets. Their existence and magnitude will be function of
the characteristics of each data market, and they should not simply be assumed to exist.*%® A
case-by-case analysis is required in order to assess whether these entry barriers exist, and, if
they do, the extent to which they prevent market entry.*®* Indeed, even if, in theory,
incumbent data holders benefiting from a data advantage (economies of scale, scope and
speed and network effects) could be incentivised to engage in exclusionary conduct and to
erect techno-economic entry barriers to maintain or strengthen their advantage, “the mere
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existence of high entry barriers into these markets, by itself, does not automatically lead to the
conclusion that social welfare will be harmed”.*%®

Finally, it is important to point out that, in assessing these entry barriers, the “capital
resource” characteristic of data (i.e. it is used as an input for goods or services rather than as
an end it itself**®) should be factored, having as consequence that “the analysis of entry
barriers should often extend beyond the specific market under scrutiny to related parts of the
data-value chain”.*®’ Indeed, as will be developed below, incumbent data holders are rarely
present in a single market, but rather build up conglomerates operating across several data-
driven markets. 4%

3. Data market failures

78. As outlined above, extreme returns to scale, network effects and the prominent role of
data (i.e. being able to use data to develop or improve innovative products or services) are
incentives for data collection and production and are key competitive parameters. These
characteristics lead to strong economies of scope, scale and speed that benefit large incumbent
data holders who have access to more (recent) data than their competitors.*®® As summarised
by Fast et al., six factors may provide incumbent data holders with a competitive advantage,
namely “(i) exclusive access to data, (ii) exploitative access to data, (iii) economies of scale in
data analytics, (iv) platform business models and network effects, (v) data-induced switching
costs, and (vi) economies of scope and ecosystem expansion”.%% Looking at it from the other
side of the coin, these characteristics and factors might lead to techno-economic entry barriers
(uniqueness of the data collected by the incumbent data holder or unique gateway to it;
economies of scale, scope and speed; network effects; lock-in and switching costs)®®, which
will makes it very difficult to dislodge these incumbent data holders.>®? This is where data
market failures might occur. This thesis will focus on the types of market failures that are the
most relevant for the topic of compulsory B2B data sharing, namely those that can derive
from data concentration on the one hand, and data conglomerates and domino effects on the
other hand.

Naturally, other market failures, such as the lack of incentives to collect data, uncertainties in
terms of risks, high transaction costs for sharing and missing markets, and asymmetries of
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information distorting decision-making can also impact the data markets.>®® However, these
are, in fact, rather obstacles to voluntary data sharing that require other remedies than
compulsory B2B data sharing. Indeed, the first three of these market failures rather require
regulatory interventions in the technical (standardisation, interoperability, etc.) and
governance sphere, in order to create more favourable conditions for the emergence of third
party intermediaries that can remedy, or at least reduce, these market failures.>** This is, for
instance, materialised in the European Commission’s proposal for a Data Governance Act that
notably aims at promoting voluntary data sharing services by intermediaries.>®® Asymmetries
of information, on the other hand, require transparency interventions, such as provided in
Article 9 of the Platform to Business Regulation®.°%” For the reasons mentioned in the
introduction®®, these other market failure will however not be extensively analysed in this
thesis. On the other hand, for the types of market failures on which this thesis will focus,
namely data concentration on the one hand, and data conglomerates and domino effects on the
other hand, market-based solutions, even if supported by regulatory interventions, may not be
sufficient, hence leading to the need for compulsory B2B data sharing remedies.>%

i. Data concentration

79. As data aggregation generates network effects and economies of scope, scale and speed,
the economics of data favour concentration.®® Indeed, due to these factors, data driven

503 For a broader analysis of all of the potential types of data market failures, see M. Stucke and A. Grunes, Big
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for the digital era”, op. cit.; B. Martens, A. de Streel, |. Graef, T. Tombal and N. Duch-Brown, “Business to
business data sharing”, op. cit.; M. Bourreau and A. de Streel, “Digital Conglomerates and EU Competition
Policy”, op. cit.; B. Martens, “An economic perspective on data and platform market power”, JRC Digital
Economy Working Paper 2020-09, February 2021, available at
https://www.researchgate.net/publication/349179464.

504 B, Martens, A. de Streel, I. Graef, T. Tombal and N. Duch-Brown, “Business to business data sharing”, op.
cit., p. 28. See also R. Feasey and A. de Streel, “Data Sharing for Digital Market Contestability: Towards a
Governance Framework”, CERRE Report, September 2020, available at https://cerre.eu/publications/data-
sharing-digital-markets-competition-governance/.

505 See Articles 9 to 14 of the Proposal for a Regulation of the European Parliament and of the Council on
European data governance (Data Governance Act), 25 November 2020, COM(2020) 767 final. See also
Commission Staff Working Document, Impact assessment report accompanying the document “Proposal for a
Regulation of the European Parliament and of the Council on European data governance: An enabling
framework for common European data spaces (Data Governance Act)”, Brussels, 25 November 2020,
SWD(2020) 295 final, p. 11-12; B. Martens, A. de Streel, I. Graef, T. Tombal and N. Duch-Brown, “Business to
business data sharing”, op. cit., p. 25-27.

506 Regulation (EU) 2019/1150 of the European Parliament and of the Council of 20 June 2019 on promoting
fairness and transparency for business users of online intermediation services, OJ L 186/57, 11 July 2019; Expert
Group for the Observatory on the Online Platform Economy, “Work stream on Data: Final Report”, 26 February
2021, available at https://ec.europa.eu/digital-single-market/en/news/expert-group-eu-observatory-online-
platform-economy-final-reports.

507 See below, Part 11, Chapter 1, Section D.

508 See points 4 and 5.

509 See, inter alia, M. Stucke and A. Grunes, Big Data and Competition Policy, op. cit.; J. Krdmer, D. Schnurr
and S. Broughton Micova, “The role of data for digital markets contestability”, op. cit.; J. Crémer, Y.-A. de
Montjoye and H. Schweitzer, “Competition Policy for the digital era”, op. cit.; R. Feasey and A. de Streel, “Data
Sharing for Digital Market Contestability”, op. cit.

510 M. Stucke and A. Grunes, Big Data and Competition Policy, op. cit., p. 336.

75


https://cerre.eu/publications/data-sharing-digital-markets-competition-governance/
https://cerre.eu/publications/data-sharing-digital-markets-competition-governance/
https://ec.europa.eu/digital-single-market/en/news/expert-group-eu-observatory-online-platform-economy-final-reports
https://ec.europa.eu/digital-single-market/en/news/expert-group-eu-observatory-online-platform-economy-final-reports

markets have a natural tendency to tip towards monopolisation.>** Moreover, because such
dominance is persistent once the market has tipped, even in dynamic high-tech markets, there
is thus “a strong first-mover advantage in data-driven markets, which leads towards
monopolization and is built upon data-driven indirect network effects” (emphasis in the
text).>1?

Such concentration risks had already been outlined by Benkler at the beginning of the century,
who pointed to the fact that the infrastructure of, and the patterns of attention on, the internet
may turn out to be much less distributed than what was promised by the decentralised
ideology of the internet.>!® Indeed, he outlined that “a high degree of attention is concentrated
on a few top sites — a tiny number of sites are read by the vast majority of readers, while many
sites are never visited by anyone™®, before adding, as a matter of example, in a quasi-
prophetic statement that “Google could become so powerful on the desktop, in the e-mail
utility, and on the Web, that it will effectively become a supernode”.®*®

80. Due to these first-mover advantage and market tipping dynamics, data concentration
might increase entry barriers for new firms and strengthen data aggregators’ market power,
leading to diminishing incentives for innovation.>'® Moreover, if the market has tipped and if
the entry barriers are high, this will drastically reduce the threat of “creative destruction™’,
and the monopolistic incumbent will thus have fewer incentives to innovate in order to protect
its monopoly position from a potential competitor who will be less likely to develop the “next

big thing”.%!8 Indeed, as outlined by Priifer:

“The smaller firms, even if they are equipped with a superior idea/production
technology, face higher marginal costs of innovation because they lack access to the
large pile of user information that the dominant firm has access to due to its
significantly larger user base. Consequently, if a smaller firm were to heavily invest in
innovation and roll out its high-quality product, the dominant firm could imitate it
quickly — at lower cost of innovation — and regain its quality lead. The smaller firm
would find itself once again in the runners-up spot, which entails few users and low
revenues, but it would still have to pay the large costs involved in attempting a leap in
innovation. Foreseeing this situation, no rational entrepreneur would invest in
innovation in a smaller firm. In turn, because the dominant firm knows about the

511 See J. Priifer, “Competition Policy and Data Sharing on Data-driven Markets”, Report for the Friedrich-
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%12 J, Priifer and C. Schottmiiller, “Competing with Big Data”, op. cit.., p. 2.

13y, Benkler, The Wealth of Networks. How Social Production transforms Markets and Freedom, New Haven,
Yale University Press, 2003, p. 214.

514 Ibid., p. 235.

515 |bid., p. 261.

516 B, Martens, A. de Streel, I. Graef, T. Tombal and N. Duch-Brown, “Business to business data sharing”, op.
cit., p. 24. See also J. Priifer and C. Schottmiiller, “Competing with Big Data”, op. cit.; J. Kramer, D. Schnurr
and S. Broughton Micova, “The role of data for digital markets contestability”, op. cit.

517 See J. Schumpeter, The Theory of Economic Development: an Inquiry into Profits, Capital, Credit, Interest,
and the Business Cycle, Harvard University Press, 1932,

518 J. Krimer, D. Schnurr and S. Broughton Micova, “The role of data for digital markets contestability”, op. Cit.,
p. 71. See also M. Stucke and A. Grunes, Big Data and Competition Policy, op. cit., p. 281-285.

76


http://library.fes.de/pdf-files/fes/15999.pdf

disincentive to innovate among its would-be competitors, it is protected by its large (and
constantly renewed) stream of user information and can remain content with a lower
level of innovation, too”.5

81. Such concentration may also establish long-term competitive advantages and this could
endanger the contestability of these data driven markets.>?° This notably derives from the
positive feedback loops mentioned above®?!, as “initially superior access to data may give rise
to feedback effects, such that data-driven competitive advantages are magnified over time as
improved service quality from data leads to more users and this then turns into access to even
larger data sets”.°? Because competitors cannot have the same continuous inflow of data as
the incumbent data holder — which benefits from self-reinforcing data driven network effects
and economies of scope, scale and speed —, it will lack the ability to adapt its good or services
to the users changing desires and it will thus struggle to be competitive.>?3

Moreover, the lack of contestability could stem from the fact that incumbent data holders
could leverage such data concentration phenomenon to exclude competitors from entering the
market.>** This might especially be the case if the incumbent’s first mover advantage has
allowed it to reach a monopolistic market position and that it retains an exclusive access on its
data.>?

Additionally, a lack of contestability could also stem from the fact that data concentration
leads to an asymmetry of information between the incumbent data holder and smaller
potential competitors, which might distort the latter’s efficient decision-making and thus
reduce their competitive counterweight.®® To some extent, this asymmetry of information
problem is however tackled by transparency and fairness initiatives such as the Regulation on
the Free-flow of non-personal data®?” and the Platform to Business Regulation28,52°

82. Finally, it should be added that, more recently, the incumbent data holders have developed
an alternative way of aggregating data and reinforcing this concentration phenomenon. They
have started to offer ancillary services to third parties, such as identity management services

519 J. Priifer, “Competition Policy and Data Sharing on Data-driven Markets”, op. cit., p. 6. See also J. Prifer and
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(“Login with Facebook”, “Login with Google”, “Sign in with Microsoft”), payment services
(“Pay with Amazon”, “Pay with Apple”), or tracking technologies (“Google Analytics”,
“Facebook Pixel”), which act as a new source of data for these incumbents.>* Indeed, even if
offering such ancillary services implies a loss of exclusivity on the incumbents’ data as they
have to reveal some of it in order for the third parties to be able to use the services, the user
data that they obtain in return is far more valuable to them, as it allows them to also track
these users, and thus gather more data about them, on websites that are operated by third
parties.>3!

This subtler alternative mechanism of data collection thus also reinforces the incumbents’
data driven network effects and also raises entry barriers. More specifically, and as outlined
by Kramer et al., in the short run, these third parties are incentivised to adopt these ancillary
services in order to gain a competitive advantage on the ones who do not.>3? However, in the
medium to long run, as the other third parties also start adopting these ancillary services, none
of these third parties manages to gain a truly competitive advantage, and they are actually
worse off than if they had refrained from adopting the ancillary service, as they have agreed to
broad transfers of data towards the incumbent data holder. As a consequence, and from a
dynamic perspective, the incumbents have in fact further strengthened their position through
data concentration and competition is weakened.

ii.  Data conglomerates and domino effects

83. These network effects and economies of scope, scale and speed may not only protect
incumbent data holders in their core data driven markets by providing them with a
competitive data advantage leading to data concentration, but they may also be leveraged by
the incumbent to expand and strengthen its position in adjacent markets.>® Accordingly, there
are clear incentives for data driven firms to expand their activities in as many markets as
possible and to build conglomerates.>*

Indeed, the dominant position gained in a data driven market could be leveraged to gain a
dominant position in a connected market, i.e. another distinct market in which the data
gathered in the first market turns out to be a valuable input to improve the goods or services
offered.>*® In fact, such expansion to a connected market could even reinforce the incumbent’s
position in the first market, if the data gathered on the second market is a valuable input to

530 J. Krimer, D. Schnurr and S. Broughton Micova, “The role of data for digital markets contestability”, op. cit.,
p. 72-73.

%31 |bid., p. 73.

532 |pidem. See also J. Krimer, D. Schnurr and M. Wohlfarth, “Winners, losers, and facebook: The role of social
logins in the online advertising ecosystem”, Management Science, 2019, Vol. 65(4), p. 1678-1699.

533 J. Krimer, D. Schnurr and S. Broughton Micova, “The role of data for digital markets contestability”, op. Cit.,
p. 56; B. Martens, A. de Streel, I. Graef, T. Tombal and N. Duch-Brown, “Business to business data sharing”,
op. cit., p. 19.

534 B. Martens, A. de Streel, I. Graef, T. Tombal and N. Duch-Brown, “Business to business data sharing”, op.
cit., p. 5; M. Bourreau and A. de Streel, “Digital Conglomerates and EU Competition Policy”, op. cit.

535 J, Priifer and C. Schottmiiller, “Competing with Big Data”, op. cit., p. 2-3.
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improve the goods or services offered on the first market.>*® This is linked to the general-
purpose nature of data, which can be re-used for a wide variety of goods and services.>¥

If these connected markets’ dynamics are combined with the first mover advantage outlined
above, this could lead to a domino effect, i.e. “a first mover in market A can leverage its
dominant position, which comes with an advantage on user information, to let connected
market B tip, too, even if market B is already served by traditional incumbent firms”.5%
Indeed, once a firm has established a strong data position in one market, “the marginal costs
of expanding into an adjacent complementary data domain are lower than for de novo entrants
in that domain or incumbents who only cover that specific domain”.>*® The domino effect
deriving from this first mover advantage in an initial market could thus lead to successive
market tipping in several connected markets. Indeed, venturing into related markets opens the
access to more users, and thus consequently to more data, which will strengthen even more
the incumbent data holder’s data driven network effects, and this will, in turn, allow them to
venture into further markets.>* In time, this can lead to the constitution of digital
conglomerates. Google, and its ability to leverage its dominant position in the search market
to other connected markets (shopping, maps, etc.) is a prime example of such data
conglomerate.>*!

84. To constitute these data conglomerates, incumbent data holders either rely on mergers and
acquisitions®*, or on envelopment strategies, which are summarised in Eisenmann et al.’s
seminal paper “Platform Envelopment™:

“Through envelopment, a provider in one platform market can enter another platform
market, and combine its own functionality with that of the target in a multi-platform
bundle that leverages shared user relationships. Envelopers capture market share by
foreclosing an incumbent’s access to users; in doing so, they harness the network effects
that previously had protected the incumbent” 543

The target platform can either be a complement, a substitute or functionally unrelated to the
enveloping platform.>** In the first case (complementary platform), the enveloper will be the
most likely to succeed in situations where both platforms’ users overlap significantly.>*® In the
second case (substitute platform), the enveloper will be the most likely to succeed in

5% 1hidem.
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situations where bundling leads to significant economies of scope.>*® In the third case
(functionally unrelated platform), the enveloper will be the most likely to succeed in
situations characterised by both significant users’ overlap and high economies of scope
deriving from bundling.>*" Additionally, it should be outlined that the envelopment strategy
will be especially efficient if the users are unable to multi-home, i.e. to use multiple platforms
at the same time.>*® That being said, even if the users multi-home, the enveloper can still gain
a competitive advantage over the target platform.>*°

These envelopment strategies are widespread in the data driven markets, and have notably
been used by Microsoft, Google, eBay or LinkedIn.>®® According to Condorelli and Padilla,
some of these firms even engage in envelopment strategies through privacy policy tying®,
which is a strategy through which “the enveloper requests consumers to grant their consent to
combining their data in both [the] origin and target market[s]”.5*? This combination of data
allows the enveloper to fund all of its services by monetising data from each of the services in
all of the other services, and thus allows the enveloper to entrench its dominant position in the
origin market and to expand it in the other markets.>®® This facilitates the domino effect
mentioned above.>**

85. While the constitution of such conglomerates could have pro-competitive effects, they
might also entail various market failures, such as raising entry barriers for innovative entrants,
which could in turn endanger the contestability of these markets on which the conglomerate is
active.>® This is well explained by Tirole:

“A start up that may become an efficient competitor to such firms generally enters
within a market niche; it’s very hard to enter all segments at the same time. Therefore,
bundling may prevent efficient entrants from entering market segments and collectively
challenging the incumbent on the overall technology”.5%

Moreover, the conglomerate could also foreclose competition on some of the markets where it
is active if these markets depend on the access to an essential resource, such as specific types
of data, produced on a primary market where the conglomerate is also active and dominant,
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and if the conglomerate refuses to provide access to this resource to its competitors and
reserves its use for itself.>>’

In the same vein, the combination of conglomeration (through vertical integration) with the
occupation of a gatekeeping position could entail market failures. As outlined by Kramer et
al., this is especially the case in situations where an incumbent data holder is the gatekeeper
of an upstream service and also offers downstream services via this upstream service (for
example, Amazon operates an e-commerce website and also sells goods on it; Google
operates a search engine and also offers other services (maps, shopping...) that are findable
through that search engine).>*® As this incumbent is the gatekeeper to an important upstream
service, third parties operating on downstream markets have to use the upstream service to
reach consumers/users, but, in order to do so, they have to reveal key data about their business
and their users to the incumbent. Yet, because the incumbent is also active on the downstream
markets, these data flows provide it with a great deal of information about these third parties
and their users, which seriously hampers their ability to compete with the incumbent on these
downstream markets. Moreover, the incumbent’s gatekeeper position does not only allow it to
gain data advantages from its competitors, but also to favour its own downstream services, by
steering the users towards them rather than towards the ones offered by third parties (self-
preferencing).>®

In this regard, the European Commission imposed, in June 2017, a fine of 2,4 billion euros on
Google for having positioned and displayed more favourably on “Google Search” its
shopping services over those of its competitors.®®® Similarly, the European Commission has
opened an investigation in July 2019 against Amazon, which is suspected of using the data it
gets from the sellers on its platform to launch competing products and of steering the
consumers towards its own products.®®! In November 2020, the Commission sent a Statement
of Objections to Amazon in this regard.>®? Unsurprisingly, and from a broader policy
perspective, the European Commission wishes to ensure that platforms that have acquired
significant scale and a systemic role, effectively allowing them to act as “private

57 M. Bourreau and A. de Streel, “Digital Conglomerates and EU Competition Policy”, op. cit., p. 18-19. On
these refusals to provide access to data, see Part I11, Chapter 1.
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%61 https://ec.europa.eu/commission/presscorner/detail/en/IP_19 4291. See also J. Kramer, D. Schnurr and S.
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gatekeepers”, will not endanger the fairness and openness of the markets.®® In fact, it recently
adopted a proposal for a Digital Markets Act>®*, which notably contains a series of obligations
and prohibited practices®® for “gatekeepers”® offering “core platform services®’, including
the prohibition of some forms of self-preferencing.>®

4. Benefits from sharing

86. In order to remedy the market failures deriving from the phenomena of data concentration
and data conglomeration presented above, compulsory B2B data sharing is increasingly
considered in numerous policy reports across the globe.® Indeed, it is presented by some

563 Communication from the Commission to the European Parliament, the Council, the European Economic and
Social Committee and the Committee of the Regions, “Shaping Europe’s digital future”, Brussels, 19 February
2020, COM(2020) 67, p. 8.

%64 proposal for a Regulation of the European Parliament and of the Council on contestable and fair markets in
the digital sector (Digital Markets Act), 15 December 2020, COM(2020) 842 final. For more details on this
Digital Markets Act, see points 319, 382 and 397 to 398.

%55 See Articles 5 and 6 of the Proposal for a Digital Markets Act.

66 See Articles 2.1 and 3 of the Proposal for a Digital Markets Act. A data holder will be considered as
gatekeepers if: “(a) it has a significant impact on the internal market; (b) it operates a core platform service
which serves as an important gateway for business users to reach end users; and (c) it enjoys an entrenched and
durable position in its operations or it is foreseeable that it will enjoy such a position in the near future” (Article
3.1 of the Proposal). For more details on the designation of these gatekeepers, see points 397 and 398.

57 See Article 1.2 of the Proposal for a Digital Markets Act. “Core platform services” are: “(a) online
intermediation services; (b) online search engines; (c) online social networking services; (d) video-sharing
platform services; (e) number-independent interpersonal communication services; (f) operating systems; (g)
cloud computing services; (h) advertising services, including any advertising networks, advertising exchanges
and any other advertising intermediation services, provided by a provider of any of the core platform services
listed in points (a) to (g)” (Article 2.2 of the Proposal). For a definition of these services, see Articles 2.5 to 2.11
of the Proposal.

568 Gatekeepers shall refrain from using any data that is not publicly available and that has been provided or
generated by the business users or their end users through their activity on the gatekeeper’s core service, in order
to compete with these business users (Article 6.1.a) of the Proposal for a Digital Markets Act). They shall also
apply fair and non-discriminatory conditions to their ranking services and shall refrain from treating their own
products/services more favourably than those of third parties (Article 6.1.d) of the Proposal).

569 See (EU) J. Crémer, Y.-A. de Montjoye and H. Schweitzer, “Competition Policy for the digital era”, op. Cit.;
(Germany) H. Schweitzer, M. Schalbruch, A. Wambach, W. Kirchhoff, D. Langeheine, J.-P. Schneider, M.
Schnitzer, D. Seeliger, G. Wagner, H. Durz, M. Heider and F. Mohrs, “A New Competition Framework for the
Digital Economy”, Report by the Commission “Competition Law 4.0” for the German Federal Ministry for
Economic Affairs and Energy, 2019, available at https://www.bmwi.de/Redaktion/EN/Downloads/a/a-new-
competitionframework.pdf?__blob=publicationFile&v=2; (Germany) H. Schweitzer, J. Haucap, W. Kerber and
R. Welker, Modernisierung der Missbrauchsaufsicht fur marktméchtige Unternehmen, Baden-Baden, Nomos,
2018 (also available at https://www.bmwi.de/Redaktion/DE/Publikationen/Wirtschaft/modernisierung-der-
missbrauchsaufsicht-fuer-marktmaechtigeunternehmen.html (an executive summary in English is available at
https://ssrn.com/abstract=3250742)); (France) Autorit¢ de la concurrence, “Contribution de 1’Autorité de la
concurrence au débat sur la politique de concurrence et les enjeux numériques”, 19 February 2020, available at
https://www.autoritedelaconcurrence.fr/sites/default/files/2020-

02/2020.02.19 contribution_adlc_enjeux_numeriques vf.pdf; (BeNeLux) J. Steenbergen, M. Snoep and P.
Barthelmé, “Joint memorandum of the Belgian, Dutch and Luxembourg competition authorities on challenges
faced by competition authorities in a digital world”’, 2 October 2019, available at
https://www.belgiancompetition.be/en/about-us/publications/joint-memorandum-belgian-dutch-and-luxembourg-
competition-authorities; (UK) J. Furman, D. Coyle, A. Fletcher, P. Marsden and D. McAuley, “Unlocking digital
competition”, Report of the Digital Competition Expert Panel for the British Chancellor of the Exchequer and
Secretary of State for Business, Energy and Industrial Strategy, 2019, available at
https://www.gov.uk/government/publications/unlocking-digital-competition-report-of-the-digital-competition-
expert-panel; (UK) UK Competition & Markets Authority, “Online platforms and digital advertising: Market
study final report”, 1 July 2020, available at https://www.gov.uk/cma-cases/online-platforms-and-digital-
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authors as the best solution to tackle the data concentration problem, as it reduces the
incumbent data holder’s data advantage derived from network effects and economies of
scope, scale and speed since. Through data sharing, competitors get access to (some of) its
data and can thus benefit from those same advantages and compete on the same basis.>’® As a
consequence, fair competition would be stimulated.>"*

Similarly, sharing specific types of (essential) data could attenuate the anti-competitive effects
of conglomerates by allowing competition to emerge and ensuring market contestability, as
“compulsory access will allow entrants, on the one hand, to enjoy the same economies of
scope in product development than the incumbent firm and, on the other hand, to generate
demand-side synergies of similar magnitude when integrating the key [data] in their product

ecosystems”.>"2

In this regard, the European Commission has notably announced in its Strategy for data that it
would explore legislative options in order to promote a wider sharing and availability of data,
and to ensure that markets stay open and fair.>”® Indeed, the Commission realises that a
number of large firms currently hold a significant part of the world’s data, that this might
diminish the incentives of smaller data-driven firms to emerge, grow and innovate, due to
high entry barriers, and that the high degree of market power deriving from this “data
advantage” could also affect the contestability of some markets.>”* In fact, the Commission’s
proposal for a Digital Markets Act contains several specific data sharing obligations.>”

Naturally, compulsory B2B data sharing remedies are not the only option to tackle these
concentration and conglomeration issues and other avenues are suggested in the legal
doctrine, such as the imposition of non-discrimination obligations; structural breakups;
preventing incumbent data holders from concentrating more data or forcing them to silo their
data, in order to limit the self-reinforcing feedback loops and network effects mentioned
above; or preventing “killer acquisitions” in order to hamper the conglomeration of these

advertising-market-study; (USA) Stigler Committee on Digital Platforms, ‘“Final Report”, September 2019,
available at https://research.chicagobooth.edu/stigler/media/news/committee-on-digital-platforms-final-report;
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July 2019, available at https://www.accc.gov.au/publications/digital-platforms-inquiry-final-report. For a
comparative analysis of some of these reports, see W. Kerber, “Updating Competition Policy for the Digital
Economy? An Analysis of Recent Reports in Germany, UK, EU, and Australia”, September 2019, available at
https://ssrn.com/abstract=3469624; and S. Ennis and A. Fletcher, “Developing international perspectives on
digital competition policy”, 31 March 2020, available at https://ssrn.com/abstract=3565491.
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and J. Prifer, “Search engine competition with network externalities”, op. cit., p. 73-105; J. Prifer and C.
Schottmiiller, “Competing with Big Data”, op. cit.; G. Parker, G. Petropoulos and M. Van Alstyne, “Digital
Platforms and Antitrust”, May 2020, available at https://ssrn.com/abstract=3608397.

51 Support Centre for Data Sharing, “B.2 — Analytical report on EU law applicable to sharing of non-personal
data”, op. cit., p. 4.

572 M. Bourreau and A. de Streel, “Digital Conglomerates and EU Competition Policy”, op. cit., p. 30.

573 Communication from the Commission to the European Parliament, the Council, the European Economic and
Social Committee and the Committee of the Regions, “A European strategy for data”, Brussels, 19 February
2020, COM(2020) 66, p. 5 and 14.

574 Ibid., p. 3 and 8.

575 See Recitals 54 to 56 and Articles 6.1.h) to 6.1.j) of the Proposal for a Digital Markets Act. On these
obligations see points 169, 182 and 382. For more details on this Digital Markets Act, see points 319, 382 and
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incumbent data holders and the domino effect.’’® However, as this thesis focusses on
compulsory B2B data sharing, these alternatives will not be further detailed here.

87. The economic benefits of data sharing are, however, not limited to potentially solving the
market failures deriving from the phenomena of data concentration and data conglomeration
outlined above. Because data is non-rivalrous and can be used for many different purposes,
sharing data entails economic welfare gains.>’’ Moreover, data sharing also creates economies
of scope in data re-use, as it allows recipients to aggregate various datasets and thus provides
them with a wider range of data.>’® Moreover, as outlined by the United Kingdom’s Open
Data Institute, there are several key business benefits in sharing data, such as “improving
market reach; supporting benchmarking and insights; driving open innovation; driving supply
chain optimisation; addressing sector challenges; and building trust”.>”® This perspective of
substantial welfare gains deriving from these key business benefits and from the exploitation
of the non-rivalrous nature of data is at the core of the data sharing debates.>®

Indeed, data sharing has a fundamental role to play in the “European Data Economy”.%8! This
is notably apparent from the “European Data Market Study Monitoring Tool”, which
identifies three potential scenarios for the evolution of the European Data Market (Baseline,
High Growth and Challenge scenarios), and which identifies the amount of data sharing as
one of the factors that will influence this concrete evolution (low data sharing will lead
towards the Challenge scenario, while high data sharing will lead towards the High Growth
scenario).>®2 In turn, this will have an impact on the value of the Data Economy, which is

576 On these alternative remedies, see inter alia, J. Crémer, Y.-A. de Montjoye and H. Schweitzer, “Competition
Policy for the digital era”, op. cit.; J. Krdmer, D. Schnurr and S. Broughton Micova, “The role of data for digital
markets contestability”, op. cit.; M. Bourreau and A. de Streel, “Digital Conglomerates and EU Competition
Policy”, op. cit.; United States House of Representatives Committee on the Judiciary, “Investigation of
Competition in Digital Markets — Majority Staff Report and Recommendations”, 2020, available at
https://judiciary.house.gov/uploadedfiles/competition_in_digital_markets.pdf; J. Hoffmann and G. Johannsen,
“EU-Merger Control & Big Data: On Data-specific Theories of Harm and Remedies”, Max Planck Institute for
Innovation and Competition Research Paper No. 19-05, 31 May 2019, available at
https://ssrn.com/abstract=3364792; OECD, “Lines of Business Restrictions — Background note”, 8 June 2020,
DAF/COMP/WP2(2020)1, available at https://one.oecd.org/document/DAF/COMP/WP2(2020)1/en/pdf. See
also Articles 3.8, 5 and 6 of the Proposal for a Digital Markets Act.

577 B. Martens, A. de Streel, I. Graef, T. Tombal and N. Duch-Brown, “Business to business data sharing”, op.
cit., p. 4. Massive sharing of personal data can however entail long-term losses of control for the individuals (see
Part |, Chapter 2, Section C, b)).
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expected to reach, by 2025, 432 billion euros in the Challenge scenario, 550 billion euros in
the Baseline scenario and 827 billion euros in the High Growth scenario.>®

88. Finally, data sharing is key for the development of a competitive artificial intelligence
landscape and is therefore a cornerstone of the European Commission’s “Coordinated Plan on
Artificial Intelligence”.%® Indeed, data is a vital input for the development of machine
learning technologies (a form of artificial intelligence), as their learning capabilities are
directly function of the amount of data they can be trained on. Following-up on this objective,
the Commission has outlined, in its Strategy for data, that it will strive for the creation of
“Common European data spaces”, in fields such as manufacturing, energy and health, whose
aim will be to aggregate public and business data in order to make them accessible to
recipients wishing to use these data to train their machine learning technologies.*® The aim is
to facilitate innovation through data re-use and through the fostering of appropriate technical
standards and interoperability requirements.>®® These European data spaces should lead to the
availability of large pools of data in strategic economic sectors such as the industrial
manufacturing and the financial sectors.>®” To support the establishment of these European
data spaces, the European Commission has adopted a proposal for a Data Governance Act,
which aims at creating an overarching framework encompassing horizontal measures relevant
for all Common European data spaces.>®

5. Need for a balance between the benefits and costs of data sharing

89. While data sharing presents numerous benefits, it does not come without a cost.*® Indeed,
data collection and processing, and consequently data sharing, entails costs for the data
holder, and data sharing obligations might create disincentives for data collection and
processing.>® This is because imposing data sharing might deter innovation by the data holder
that is compelled to share its data, as it might no longer want to invest in data collection that
used to provide him with a competitive advantage, due to the fear of free-riding that derives
from the non-rivalrous nature of data.>®* Moreover, imposing data sharing might also deter
innovation by third parties who will no longer see the point in innovating in order to collect
the data themselves, as they will receive it from the data holder (expectation to free-ride).

%83 |bid., p. 9.

%84 Communication from the Commission to the European Parliament, the Council, the European Economic and
Social Committee and the Committee of the Regions, “Coordinated Plan on Artificial Intelligence”, Brussels, 7
December 2018, COM(2018) 795 final, p. 6-7.

%85 Communication from the Commission, “A European strategy for data”, op. cit., p. 5; Communication from
the Commission, “Coordinated Plan on Artificial Intelligence”, op. cit., p. 7.

%8 Communication from the Commission, “A European strategy for data”, op. cit., p. 12.

%87 |bid., p. 22-23. These strategic economic sectors are further detailed in the Appendix of the “European
strategy for data” (see p. 26-34).

%88 Proposal for a Data Governance Act, p. 6. See also Commission Staff Working Document, Impact assessment
report accompanying the Data Governance Act, op. cit.

589 B, Martens, A. de Streel, I. Graef, T. Tombal and N. Duch-Brown, “Business to business data sharing”, op.
cit., p. 5.

590 . Crémer, Y.-A. de Montjoye and H. Schweitzer, “Competition Policy for the digital era ”, op. cit., p. 76-77.
%1 D. Rubinfeld and M. Gal, “Access Barriers to Big Data”, op. cit., p. 374. Importantly however, these
incentive costs might be quite low if the data has been collected as a by-product of the data holder’s core
economic activity, rather than as the object its core economic activity. See points 12 and 304.
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Indeed, while allowing data re-use will not functionally affect the data holder’s ability to keep
using the data herself, it may have an economic impact on the data holder’s business,
depending on whether the re-use is complementary or substitutable to it.>% If the recipient
uses the data to develop a substitutable good/service to that of the data holder, this might
negatively affect the data holder’s business. It will thus not be willing to share the data. On
the contrary, if the data recipient uses the data to develop a complementary good/service to
that of the data holder, this new good/service might increase the demand for the data holder’s
good or service and thus positively affect her business. The recipient’s good/service could
also be purely neutral towards the data holder’s good/service, in which case the data holder
will have an interest in sharing the data against a price.

While this distinction seems quite straightforward in theory, it will rarely be clear in practice
whether the recipient will use the data to develop a substitutable, complementary or neutral
good/service.>® Indeed, a complementary good/service could, in fact, end up becoming a
substitute good/service, due to the evolution of the users’ needs and expectations.>®* This
uncertainty explains why data sharing has not taken off at sufficient scale, as data holders fear
to lose the competitive edge they derive from their “data advantage”, because they do not trust
the recipients and fear that they might misappropriate “their” data.>®

90. Accordingly, any regulatory initiative must consider this balance between the benefits and
costs of data sharing.>®® The efficiency gains stemming from sharing (increased competition
and innovation from third parties) shall be carefully weighed against the efficiency gains
stemming from the data holder’s data-driven network effects and economies of scope, scale
and speed.>®” Maximising data sharing should thus not be an objective in its own right, and
data sharing obligations should only be imposed if the benefits it creates trump the related
costs.>® This fits in the broader balancing between private and public/social interests and
requires a case-by-case analysis.

In evaluating this balance, inspiration can be drawn from the classic balancing exercise,
underlying the allocation of intellectual property rights, between the need to incentivise
creation/innovation, on the one hand, and the benefits from a large dissemination of these
creations/innovations, on the other hand.>®® Indeed, as pointed out by Martens, data
economics issues are very similar to the intellectual property rights’ law and economics

592 B, Martens, A. de Streel, I. Graef, T. Tombal and N. Duch-Brown, “Business to business data sharing”, op.
cit., p. 20-21.

5% Ibid., p. 5.

%4 See L. Cabral, J. Haucap, G. Parker, G. Petropoulos, T. Valletti and M. Van Alstyne, “The EU Digital
Markets Act: A Report from a Panel of Economic Experts”, EU Science Hub, 2021, available at
https://ec.europa.eu/jrc/en/publication/eu-digital-markets-act, p. 26.

%% Communication from the Commission, “A European strategy for data”, op. cit., p. 7.

5% P, Larouche, “The European Microsoft case at the crossroads of competition policy and innovation”, op. Cit.,
p. 616-620; B. Martens, A. de Streel, I. Graef, T. Tombal and N. Duch-Brown, “Business to business data
sharing”, op. cit., p. 5.

597, Kramer, D. Schnurr and S. Broughton Micova, “The role of data for digital markets contestability”, op. cit.,
p. 75.

5% B. Martens, A. de Streel, I. Graef, T. Tombal and N. Duch-Brown, “Business to business data sharing”, op.
cit., p. 12.

5% See supra points 33 to 43.
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issues, as they struggle with the same balancing act “between the social welfare costs of
monopolistic exclusive rights and the social welfare gains from the innovation incentive
effects”.5%

However, it should be pointed out that, as data are non-rivalrous, capital and general-purpose
resources whose use creates spill overs in multiple fields across society®®, and as data are
potentially (technically and contractually) excludable — making them closer to “club goods”
than to “public goods” 5%, the benefits of data sharing may arguably be greater than the
benefits of sharing other resources, and the costs of data sharing may arguably be smaller than
the costs of sharing other resources.®®® This serves as an economic rationale for more data
sharing.

91. Finally, reaping the potential benefits deriving from data sharing will only be acceptable if
this is done in compliance with the right to privacy®®* and to personal data protection®® of the
individuals whose personal data would be shared.®% Indeed, as outlined by the European Data
Protection Supervisor, a cautious approach should be taken towards initiatives aimed at
compulsory access to / sharing of personal data, as such sharing/access must comply with
other policy concerns, especially personal data protection.%

600 B, Martens, “An economic perspective on data and platform market power”, op. cit., p. 23.

601 See point 52. B. Frischmann, Infrastructure: The Social Value of Shared Resources, Oxford, Oxford
University Press, 2012, cited in OECD, Data-Driven Innovation: Big Data for Growth and Well-Being, op. cit.,
p. 179; J. Drexl, “Data Access and Control in the Era of Connected Devices”, op. cit., p. 3; M. Madison, “Tools
for Data Governance”, op. cit., p. 40.

802 M. Madison, “Tools for Data Governance”, op. cit., p. 34; M. Stucke and A. Grunes, Big Data and
Competition Policy, op. cit., p. 45.

693 M. Bourreau and A. de Streel, “Digital Conglomerates and EU Competition Policy”, op. cit., p. 31; H.
Schweitzer, J. Haucap, W. Kerber and R. Welker, “Modernising the law on abuse of market power: Executive
summary ”, Report for the German Federal Ministry for Economic Affairs and Energy, 29 August 2018,
available at https://ssrn.com/abstract=3250742, p. 10. See also J. Priifer and C. Schottmiiller, “Competing with
Big Data”, op. cit.

804 Article 7 of the Charter of Fundamental Rights of the European Union, OJ C 326/391, 26 October 2012.

805 Article 8 of the Charter of Fundamental Rights of the European Union, OJ C 326/391, 26 October 2012.

608 See European Data Protection Supervisor, Opinion 3/2020 on the European strategy for data, 16 June 2020,
available at https://edps.europa.eu/sites/edp/files/publication/20-06-16_opinion_data_strategy en.pdf, p. 8. See
Part 111, Chapter 2 and Chapter 3, Section B, b).

897 Ibid., p. 12.
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Section C. The societal and the “empowerment” rationale for data sharing

92. While the focus, at the European level, is usually set on the economic rationale for data
sharing, which was analysed in Section B, data sharing could also be justified by other
objectives. On the one hand, it could support broader societal objectives.®%® On the other hand,
it could support individual “empowerment” objectives.®%®

a) Societal rationale for data sharing

93. As outlined in the European Commission’s Strategy for data, “making more data available
and improving the way in which data is used is essential for tackling societal, climate and
environment-related challenges, contributing to healthier, more prosperous and more
sustainable societies”.®!® Indeed, more access to data through data sharing can foster more
transparency, more security and it can support research.®'! The underlying idea is that not
only public sector data, but also private sector data, can make a significant contribution to the
common good.%!? In this regard, the Commission has set to support the development of a
series of “Common European data spaces”, which should lead to the availability of large
pools of data in domains of public interest such as environmental protection, health, mobility,
energy and agriculture.’*® To support the establishment of these European data spaces, the
European Commission has adopted a proposal for a Data Governance Act, which aims at
creating an overarching framework encompassing horizontal measures relevant for all
Common European data spaces.®* Articles 15 to 22 of this Data Governance Act notably
contain measures aiming at facilitating voluntary data sharing in the common good (“data
altruism”).

In terms of environmental protection, increased data sharing between businesses would
notably allow them to better understand the environmental impact of each step of the supply
chain, in order to identify the friction points where they could act in order to reduce the
pollution deriving from their activity, thus contributing to Europe’s goal to become climate-
neutral by 2050.%%° Moreover, increased data sharing, notably with NGOs, could allow the
identification of priority actions to be undertaken in order to address fundamental issues such
as deforestation, the loss of biodiversity and the management of hazardous waste.?'® In the
energy sector, B2B data sharing about the result of innovative experiments aiming at
decarbonising the existing energy systems could generate significant environmental benefits,
by accelerating the transition towards greener energy production.®*” It could also allow

608 See Communication from the Commission, “A European strategy for data”, op. cit., p. 3.

809 1bid., p. 10. See also p. 20-21.

810 Ibid., p. 3.

611 Support Centre for Data Sharing, “B.2 — Analytical report on EU law applicable to sharing of non-personal
data”, op. cit., p. 4.

812 See Communication from the Commission, “A European strategy for data”, op. cit., p. 6.

613 |bid., p. 22-23. These domains of public interest are further detailed in the Appendix of the “European
strategy for data” (see p. 26-34).

614 proposal for a Data Governance Act, p. 6. See also Commission Staff Working Document, Impact assessment
report accompanying the Data Governance Act, op. cit.

615 Communication from the Commission, “A European strategy for data”, op. cit., p. 26-27.

616 |bidem.

617 See Communication from the Commission, “A European strategy for data”, op. cit., p. 31.
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undertakings to share information about the energy consumption of certain processes or
machines that they use, in order to optimise the efficiency of their energy consumption.
Additionally, increased sharing of data about the quality of the air and about the rejection of
polluting materials could also enable third parties to develop services recommending, or on
the contrary advising against, certain leisure activities for more fragile people in certain
specific places.

In terms of mobility, data sharing between navigation technology service providers and
freight and logistics businesses can assist the latter in their transition towards more sustainable
transport services, as economies of scale can be reached if some travels are rationalised, while
also making this transport more efficient and secure.*® Furthermore, data sharing between
transport service providers (trains, buses, trams, shared cars, bikes, scooters, etc.) and
mobility information service providers could allow the latter to provide suggestions to
individuals on how to get the fastest from point A to point B, by relying on multimodal
transportation (e.g. taking a train, then a bus, then a shared bike). This could notably take the
form of a “multimodal mobility open data platform™, in order to “facilitate cooperation
between different actors involved in mobility issues, establishing the basis for future
development of Mobility as a Service (MaaS) concepts for citizens”.%° Such a platform, built
on B2B data sharing, would indeed allow the gathering and provision of data from various
transport modes, and would notably enable the individuals to opt for the most sustainable
ones.

Another interesting example could be the combination of navigation and location data,
collected by navigation technology service providers, with data from other sources. This
would notably allow the development of ride-sharing services for elderly people who have
difficulties moving on their own, such as a shuttle bus service powered by data analytics that
calculate and determine the optimal allocation of users between buses and the most efficient
routes to bring them to their destination.?® In fact, such an initiative could even further be
combined with the sharing of data with parcel delivery companies, as these shuttle buses
could also be used to deliver parcels, for example if a parcel has to be delivered in the same
street as the one where a person is being picked up in the context of the ride-sharing service.
This would contribute to two important societal objectives, namely reducing the
environmental footprint of transport services, as well as improving mobility by reducing
traffic congestion.

Similar objectives could also justify the exchange of data between car manufacturers,
navigation system providers, fleet managers and parking operators, in order to develop “smart
parking” services, as “drivers looking for a parking spot cause about one-third of traffic in
city centres”.®?! Through such data exchange, a driver looking for a parking spot could be

618 Communication from the Commission, “A European strategy for data”, op. cit, p. 28. See also
https://www.aisin.com/en/product/mobility/cs-s/

619 See  https://www.bable-smartcities.eu/explore/use-cases/use-case/useCase/open-platform-for-multimodal-
mobility-information-and-services.html

620 See https://www.aisin.com/en/product/mobility/cs-s/

621 See https://erticonetwork.com/saving-time-and-reducing-costs-thanks-to-smart-parking/
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quickly and efficiently informed about the nearest parking availability and be instantly
redirected to it by her navigation system. If deployed at a large scale, this would limit the
pollution deriving from CO- car emissions and would also pursue mobility objectives, by
reducing the number of cars on the network.

Regarding healthcare, data sharing can contribute to the prevention, diagnosis and treatment
of certain diseases (such as cancer, rare diseases and complex diseases), notably through the
sharing of information about the safety and efficacy of medical products and medicines, and
can further support research and innovation.®?? In this regard, it is worth mentioning here the
Finnish Act on the Secondary Use of Health and Social Data®?®, which compels certain private
and public health service providers and social service providers to pool together some of their
health and social data, under the supervision of a government agency, in order to make it
accessible for research, steering, statistics, supervision and development in the health and
social sectors.5?* Moreover, if food and drink companies were to share data about the contents
of their products (for instance whether they contain gluten, lactose or certain allergens), this
could allow third parties to offer dietary services to individuals, by recommending to them
products that are healthier, that are gluten-free, that do not contain traces of peanuts, etc.

B2B data sharing can also prove to be vital in order to tackle global pandemics, such as the
COVID-19 pandemic. For instance, the sharing, between healthcare institutions and
emergency services, of data pertaining to the bed occupation rate of the healthcare
institutions’ intensive care units would allow to better distribute the arrival of new patients in
order to ensure that each and every one receives the best care possible in a timely fashion.
Similarly, the sharing, between pharmaceutical companies, healthcare institutions and
research institutions, of data pertaining to vaccine/medicine trial results could allow to rapidly
abandon trials that lead to unsatisfactory results, or on the contrary to highlight promising
results, in order to address such global healthcare challenges caused by pandemics as fast as
possible.

In the agricultural sector, sharing production data, supply chain data and other types of data,
such as earth observation or meteorological data, would allow the actors of the sector to apply
more tailored and precise production approaches.®? Indeed, farmers increasingly make use of
various sensors in order to improve the efficiency of their operations. These can be weather
stations, humidity sensors, soil scanners, crop sensors, etc.6?® The latter notably enable the
monitoring of the health of crops, as well as to detect plant diseases at an early stage.
Accordingly, the sharing of such data pertaining to the apparition of a disease with nearby
farmers, which might not be aware of the problem, would contribute to the prevention of food
waste, by enabling the farmers to address the issue rapidly and to limit the loss of crops.

622 Communication from the Commission, “A European strategy for data”, op. cit., p. 29-30.

623 For more information on this Act, see https://stm.fi/en/secondary-use-of-health-and-social-data

624 B. Martens, A. de Streel, I. Graef, T. Tombal and N. Duch-Brown, “Business to business data sharing”, op.
cit., p. 33.

625 Ihidem.

626 Everis, “Study on data sharing between companies in Europe — Case studies”, Study for the European
Commission, 2018, available at https://publications.europa.eu/en/publication-detail/-/publication/8b8776ff-4834-
11e8-beld-01aa75ed71al/language-en, p. 43.
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Similarly, B2B data sharing about the efficiency of a certain type of pesticide and the
appropriate dose to be sprayed could reduce the environmental footprint of such practices, by
avoiding “over-spraying”. Furthermore, if “smart farming” data was shared with NGOs, this
could allow the latter to pass on this knowledge to farmers in developing countries and to
suggest to them tailored cultivation strategies that are the most efficient for specific climates
or soils.

94. As illustrated by the numerous examples mentioned above, which are by no means
exhaustive (including in terms of the sectors covered), it is clear that B2B data sharing can
significantly contribute to the realisation of several societal objectives. Interestingly, this
societal rationale for data sharing seems to receive a large adherence from all categories of
actors, as 91.5% of the respondents to the Commission’s public consultation on its Strategy
for data agreed that more data that are useful for the common good (e.g. for improving
mobility, delivering personalised medicine, reducing energy consumption and/or contributing
to a greener society) should be made accessible.%?” Naturally, such sharing for the common
good would have to be respectful of people’s privacy and right to personal data protection®?®,
and it would have to be ensured that it would not reinforce existing (or create new) situations

of data oligopoly by a limited number of large data holders.5?°

95. It is thus clear that data sharing can generate societal benefits. In contrast, this implies that
a lack of data sharing, deriving from data concentration and conglomeration, will not only
create economic challenges, but also societal challenges. Indeed, as outlined by Shkabatur:

“Companies such as Google, Facebook, Apple, and eBay have amassed more data about
people and their behavior, health, markets and networks than many governments and
organizations around the globe. This data could enlighten us about ourselves, and
instruct us on various matters, such as how to improve our health [or] make better

informed political decisions”.6%

As the societal value of the data held (exclusively) by some incumbent data holders is
enormous, allowing (some) third parties to use this data could generate immense scientific,
environmental, health and mobility benefits for our society.53* Accordingly, for Shkabatur, a
just, fair and equal access to (some) of the data that these incumbents hold would be necessary
to avoid socio-economic disparities and inequalities of opportunity.5%2

96. Yet, and as for the economic benefits of sharing®3, these societal benefits would have to
be balanced with the corresponding costs for the data holder (notably in terms of incentives
for data collection and production), when considering whether to impose B2B data sharing

827 European Commission, “Summary Report on the open public consultation on the European strategy for data”,
24 July 2020, available at https://ec.europa.eu/digital-single-market/en/news/summary-report-public-
consultation-european-strategy-data, p. 2.

628 See point 91.

629 European Data Protection Supervisor, Opinion 3/2020 on the European strategy for data, op. cit., p. 8.

630 J, Shkabatur, “The Global Commons of Data”, Stanford Technology Law Review, 2019, Vol. 22, p. 357.

831 |bid., p. 383. See point 93 for some examples.

632 |bid., p. 401-402.

833 See points 89 and 90.
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obligations for societal purposes. In this perspective, the requirements of necessity and
proportionality entail that such compulsory data sharing should only be imposed if less
stringent alternatives, such as voluntary data sharing for societal purposes/the common
good®4, turn out to be insufficient to achieve the desired societal objectives, or if it is highly
important and/or urgent to achieve these objectives.®®® This will be further analysed below.5®
Nevertheless, it can already be outlined here that if the rationale for data sharing is societal
rather than economic, the incumbent data holder’s costs may weigh less heavily in the
balance, as they are opposed to fundamental societal objectives that could be viewed as
superseding “mere” economic considerations. However, reaping the potential societal benefits
deriving from data sharing will only be acceptable if this is done in compliance with the right
to privacy and to personal data protection of the individuals whose data would be shared.®%’

b) The “empowerment” rationale for data sharing and its impact on individuals’
autonomy and self-determination

97. Data sharing is also increasingly presented as a way to “empower” individuals, by giving
them more control on “their” data through tools and means allowing them to decide, at a
much more granular level, what can be done with it.®3® The underlying idea is that data
sharing can optimise the individuals’ control over their data by allowing them to securely
share it with third parties, in order to be offered better services, more choice and lower
prices.%® As a result, individuals would thus be empowered to compare services, to multi-
home and to switch more easily between them, as this would reduce their searching and
switching costs.®? Indeed, it is argued that, at the moment, there is a strong consumer inertia
which creates a barrier to entry and expansion for new actors wishing to offer alternative
services, as simply providing information about these services (notably about the fact that
they are cheaper than the incumbent’s service) is not sufficient to convince the consumers to
switch.%*! This is because consumers do not always have the necessary background to
understand all of this information. Moreover, “consumer decision-making can be affected by
a range of factors which reinforce inertia, such as high searching and transaction costs (either
real or perceived), behavioural biases and contextual factors, but also by firms’ strategic
conduct aimed at exploiting these biases and poor consumer information by increasing

834 See, in this regard, Articles 15 to 22 of the Proposal for a Data Governance Act.

835 H. Richter, “The Law and Policy of Government Access to Private Sector Data (‘B2G Data Sharing’)”, Max
Planck Institute for Innovation and Competition Research Paper No. 20-06, 2020, available at:
https://ssrn.com/abstract=3594109, p. 22.

836 See Part 111, Chapter 4.

837 See point 91 and Part 111, Chapter 4. See European Data Protection Supervisor, Opinion 3/2020 on the
European strategy for data, op. cit., p. 8.

838 Communication from the Commission, “A European strategy for data”, op. cit., p. 10. See also p. 20-21.

839 See point 183. Open Data Institute and Fingleton, “Open Banking, Preparing for lift off: Purpose Progress and
Potential”, 16 July 2019, available at https://www.openbanking.org.uk/wp-content/uploads/open-banking-report-
150719.pdf, p. 6.

840 Open Data Institute and Fingleton, “Open Banking, Preparing for lift off”, op. cit., p. 4; O. Borgogno and G.
Colangelo, “Consumer Inertia and Competition-Sensitive Data Governance: The Case of Open Banking”, 3
January 2020, available at SSRN: https://ssrn.com/abstract=3513514, p. 4 and 12.

841 See point 172. O. Borgogno and G. Colangelo, “Consumer Inertia and Competition-Sensitive Data
Governance”, op. cit., p. 1 and 6.
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searching and switching costs, thus taking advantage of these demand-side problems in order

to weaken competition”.542

This individual “empowerment” is an important policy goal for the European Commission,
and it constitutes one of the four pillars of its Strategy for data, as “this promises significant
benefits to individuals, including to their health and wellness, better personal finances,
reduced environmental footprint, hassle-free access to public and private services and greater
oversight and transparency over their personal data”.5*® Indeed, this control that data subjects
can (re)claim on their data is fundamental as it will also allow them to exercise a series of
other rights, such as their freedom of information®4, and its deriving right of access to
information (covering both personal and non-personal data).®*> Such access to information is
important because it can improve the recipients’ decision-making and, consequently, their
ability to exercise other rights (right to health®®, right to environmental protection®’, right to
move freely®® etc.) and to take fundamental decisions about all aspects of their life.54°
Indeed, access to information about the processing of “their” personal data by a data
controller®° allows individuals to exercise their data subject rights;®>! and access to suitable
health and environmental information allows them to take informed decisions regarding their
place of living.®*> More control on their personal data also allows individuals to better
understand how they are “profiled” and why they are offered a specific type of advertisement,

842 |bid., p. 2.

643 Communication from the Commission, “A European strategy for data”, op. cit., p. 10.
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determines the purposes and means of the processing of personal data” (Article 4.7 of the GDPR).

851 Articles 13 to 22 of the GDPR; C. de Terwangne, “Droit a la vie privée: un droit sur l'information et un droit a
l'information”, op. cit., p. 569.

852 C. de Terwangne, “Droit a la vie privée: un droit sur l'information et un droit a l'information”, op. cit., p. 573-
576; ECtHR, Guerra et al. v. Italy, 19 February 1998, App. No. 14967/89, § 60; ECtHR, McGinley and Egan v.
United Kingdom, 9 June 1998, App. No. 21825/93 and 23414/94, § 97 and 101; ECtHR, Roche v. United
Kingdom, 19 October 2005, App. No. 32555/96, § 162 and 165.
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search result or content.®®® It should also allow them to understand why they are presented
with certain news feed, which may influence their political and democratic choices, as
illustrated by the Facebook/Cambridge Analytica scandal. In the same vein, increased access
to museum collections via virtual visits through their websites can contribute to the
individual’s right to culture, and the increased availability of open access lectures by
university professors, of recordings of conference presentations, and of open access scientific
contributions can all contribute to the individuals’ right to education.®®*

Moreover, access to information about a product’s environmental footprint (origin,
composition, durability, re-use and repair possibilities, recycling at the end-of-life, etc.)
allows individuals to make conscious decisions in order to contribute to the protection of the
environment by adopting more sustainable habits.®® For instance, individuals could be
inclined to buy food that has been produced in their region, to buy clothes that are made from
recycled or second hand materials, or to buy products that are more easily repairable, all of
which would contribute to a cleaner environment.

In the field of mobility, access to more information about both the public and private transport
operators would enable the offer of more efficient, green and customer friendly multi-modal
travel options to individuals.®®® Furthermore, information about traffic jams could also enable
the individual to better organise her day, by articulating home-office and normal office hours
in order to avoid losing too much time during the commute from home to work and vice-
versa.

Additionally, increasing the individuals’ access to health data should “improve access to and
quality of care, cost effectiveness of care delivery and contribute to the modernisation of
health systems”.%" In the same vein, access to information about the most common symptoms
of a pathology or about the spread of a new disease can allow the individuals to detect
potential issues earlier, in order to improve their chances of being treated in due time and of
healing, or to reduce the risks of catching a disease.

The main instrument aiming at achieving this “empowerment” objective is the personal data
portability right granted by Article 20 of the General Data Protection Regulation (hereafter
“GDPR”)%%8, to which this thesis will revert further.®>® However, this objective is being
increasingly pursued through several tools — such as consent management tools, personal data
spaces / personal information management systems (PIMS)®° or personal data trusts —%*, and

853 See Articles 13.2.f) and 14.2.9) of the GDPR, which grant to the data subject the right to receive meaningful
information about the logic involved in automated decisions, including profiling, pertaining to her.

854 See also the examples mentioned at point 50.

855 Communication from the Commission, “A European strategy for data”, op. cit., p. 27.

86 1bid., p. 28.

7 1bid., p. 29.

858 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection
of natural persons with regard to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46 (General Data Protection Regulation), OJ L 119, 4 May 2016.

859 See Part 11, Chapter 1, Section A. See also the Digital Content Directive (Part 11, Chapter 1, Section B, a)),
PSD2 (Part 11, Chapter 1, Section B, b)) and the Electricity Directive (Part 11, Chapter 1, Section B, c)).

660 See points 109 and 174. See, for instance, https://www.midata.coop/; https://mydata.org/;
http://mesinfos.fing.org/selfdata/; https://solidproject.org/; https://www.decodeproject.eu/.
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through several initiatives such as the Open Banking®?, Open Finance®® and Smart Data®®*
initiatives in the UK, which are, however, often still in their infancy.5°

98. While legislators and policy makers usually heavily focus on the positive aspects of these
“empowerment” tools and initiatives for the individuals®®, they must be careful not to be
blinded by these benefits and should also pay great attention to the risks that they could entail
in terms of personal autonomy and informational self-determination.%®’

The first reference to the individuals’ right to informational self-determination can be found in
a decision of the German Federal Court of December 1983 pertaining to the German Census
Act (Volkszahlungsurteil)®%, where the Court derived it from Articles 1 and 2 of the German
Constitution, protecting human dignity, self-determination and the right to freely develop
one’s personality, which are foundational to the concept privacy.%®® The Court defined this
right as “the authority of the individual to decide himself, on the basis of the idea of self-
determination, when and within what limits information about private life should be
communicated to others”.®”? Self-determination is thus “an elementary functional condition of
a free democratic community based on citizens’ capacity to act and collaborate”.5”® It is linked
with the autonomic capabilities of individuals, which relate to their capacity to make
decisions on all aspects of their life and “to resist social pressures to conform with dominant

views” 672

In this regard, the right to personal data protection could, in fact, be seen as an intermediate
tool for the preservation and promotion of this more fundamental value of autonomic self-
determination.®” Indeed, the GDPR grants to the data subjects®’* a certain number of
rights®”®, which strengthen their informational self-determination.®”® In fact, the aim of these

81 On the concept of data trust, see point 112.

862 See points 163 and 171.

663 See points 165 and 171.

664 See points 172 and 173.

865 Communication from the Commission, “A European strategy for data”, op. cit., p. 10.

666 See Part 11, Chapter 1, Sections A and B.

867 See Preamble of the Modernised Convention for the Protection of Individuals with Regard to the Processing
of Personal Data, 17-18 May 2018, CM/Inf(2018)15-final.

568 See German Federal Constitutional Court, Volkszéhlungsurteil, 15 December 1983, 1 BvR 209/83 et al., 65
BVerfGE 1.

69 A. Rouvroy and Y. Poullet, “The Right to Informational Self-Determination and the Value of Self-
Development: Reassessing the Importance of Privacy for Democracy”, Reinventing Data Protection:
Proceedings of the International Conference (Brussels, 12-13 October 2007), Dordrecht, Springer, 2009, p. 45,
49 and 74; C. de Terwangne, “La réforme de la Convention 108 du Conseil de I’Europe pour la protection des
personnes a 1’égard du traitement automatisé des données a caractére personnel”, Quelle protection des données
personnelles en Europe?, C. Castets-Renard (dir.), Bruxelles, Larcier, 2015, p. 91-92.

670 A. Rouvroy and Y. Poullet, “The Right to Informational Self-Determination and the Value of Self-
Development”, op. cit., p. 45.

571 Ibid., p. 47.

572 1bid., p. 46. See also C. Sunstein, Why Societies Need Dissent, Cambridge, Harvard University Press, 2003, p.
157-158.

673 A. Rouvroy and Y. Poullet, “The Right to Informational Self-Determination and the Value of Self-
Development”, op. cit., p. 50.

674 «Any identified or identifiable natural person” (Article 4.1 of the GDPR).

575 Articles 13 to 22 of the GDPR.
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rights is, among other things, to give data subjects a certain form of control®”” over “their”
personal data and to ensure respect for human dignity in an increasingly technological
environment. To do so, the data subjects’ rights strive to address the information and power
asymmetries between the data subjects and the data controllers.®’ Firstly, this right to
informational self-determination is at the root of the adaptation of the right of access in the
GDPR, which now explicitly provides that the data subject has the right to receive a copy of
her personal data undergoing processing.b”® Secondly, the right to informational self-
determination is also the basis of the right of the data subject to receive meaningful
information about the logic involved in automated decisions pertaining to her.%€° Thirdly, the
right not to be subject to a decision based solely on automated processing is also intended to
promote informational self-determination and human dignity.®8! This right indeed echoes the
strong desire of human beings not to be completely subjected to the machine, since they do
not accept the idea that a decision may be imposed on them solely on the basis of conclusions
reached by the machine, independently of any human intervention. Fourthly, the right of the
data subject to object, at any time and on grounds relating to her particular situation, to
profiling also promotes her right to informational self-determination.%? Fifthly, the desire to
establish a "right to be forgotten™ is also rooted in the broader aim of strengthening the data
subject’s informational self-determination.%®® This is particularly relevant in light of the
specificities of the Internet as, unlike in the physical world, erasure in the digital world will
never be automatic and implies voluntary and well-considered action. Finally, the prime
example of the promotion of informational self-determination in the GDPR is the right to
personal data portability, enshrined in Article 20, which aims at strengthening the power of
control that the data subjects have on “their” personal data.%® This right to data portability
will be further analysed below.%8®

99. This right to informational self-determination has traditionally been interpreted in an
individual-centric way, in the sense that “controlling and manipulating information and data
about oneself is an exercise of “self-determination”.®®® As a result of this traditional
interpretation, “in a context of pervasive possessive individualism and at a time where private
property and the laws of the market are perceived as the most efficient ways to allocate

676 On this right to informational self-determination in the GDPR, see T. Tombal, “Les droits de la personne
concernée dans le RGPD”, Le Reglement general sur la protection des données (RGPD / GDPR) — Analyse
approfondie, C. De Terwangne et K. Rosier (coord.), Bruxelles, Larcier, 2018, p. 555-556; L. Somaini, “The
right to data portability and user control: ambitions and limitations”, MediaLaws — Rivista dir. media, 2018/3, p.
172.

677 Recital 7 of the GDPR indeed provides that “natural persons should have control of their own personal data”.
678 L. Somaini, “The right to data portability and user control”, op. cit., p. 176.

679 Article 15.3 of the GDPR.

880 Articles 13.2.f) and 14.2.9) of the GDPR.

881 Article 22 of the GDPR.

882 Article 21.1 of the GDPR.

883 Article 19 of the GDPR.

684 Recital 68 of the GDPR.

885 See Part 11, Chapter 1, Section A.

6 A. Rouvroy and Y. Poullet, “The Right to Informational Self-Determination and the Value of Self-
Development”, op. cit., p. 51.
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rights®’, the right to “informational self-determination” has increasingly been understood as
implying a sort of alienable property right of the individual over his personal data and
information”.%% Yet, for Rouvroy and Poullet, this is a misunderstanding of this concept, as:

“Information and data are not the pre-existing “elements” or “building blocks” of an
individual’s personality or “self’. Such a conception would be misleading and unduly
reductionistic: the “self” is not merely irreductible but also essentially different from
“data” and “information” produced about it. What the expression “informational self-
determination” means is rather that an individual’s control over the data and information
produced about him is a (necessary but insufficient) precondition for him to live an
existence that may be said “self-determined”. This is an important thing to recall today,
as personal data have become proxies for persons” (emphasis in the text).®8°

Said otherwise, the individuals’ right to informational self-determination should not only be
understood as their ability to decide which information/data they share with whom, but also,
and more fundamentally, as their right to understand and exercise control on who has their
data, what is being done with it and how this impacts their life and their possibility to exercise
their autonomy by making their own choices, as opposed to being subject to decisions made
about them on the basis of personal data used as proxies and on which they might not have
control.5% Indeed, it is fundamental to take into account the “individuals’ capacity for not
doing or wanting everything which they are “statistically” predisposed to do or want, and to
always assert their right to themselves account for their own motivations”.®** Some forms of
opacity are indeed necessary to sustain the individuals’ self-determination.%2

100. Yet, as both public and private actors increasingly rely on ever-more invasive
observation and monitoring technologies (Big Data, profiling, data mining, machine learning,
etc.) as we shift towards a “(capitalism) surveillance society”’®®®, individuals, who are asked to
share more and more data, become increasingly transparent and lose this opacity.5®* As a

887 See point 29.

8 A, Rouvroy and Y. Poullet, “The Right to Informational Self-Determination and the Value of Self-
Development”, op. cit., p. 51.

589 1hidem.

8% 1hid., p. 56. See also C. de Terwangne, J.-P. Moiny, Y. Poullet et J.-M. Van Gyzeghem, “Rapport sur les
lacunes de la Convention n° 108 pour la protection des personnes a I'égard du traitement automatisé des données
a caractére personnel face aux développements technologiques (Partie I11)”, Rapport pour le Comité consultatif
de la convention pour la protection des personnes a [’égard du traitement automatisé des données a
caractére personnel (T-PD), T-PD-BUR(2010)09 (II) FINAL, Conseil de I’Europe, Strasbourg, 3 novembre
2010, p. 6; Y. Poullet, J.-M. Dinant, C. de Terwangne et M.-V. Perez-Asinari, “L'autodétermination
informationnelle a I'ére de l'internet”, Rapport pour le Comité consultatif de la convention pour la protection
des personnes a [’égard du traitement automatisé des données a caractére personnel (T-PD), Conseil de
I’Europe, Strasbourg, 18 novembre 2004.

891 A. Rouvroy, “"Of Data and Men": Fundamental Rights and Liberties in a World of Big Data”, Report for the
Consultative Committee of the Convention for the protection of individuals with regard to automatic processing
of personal data (T-PD), T-PD-BUR(2015)09REV, Council of Europe, Strashourg, 11 January 2016, p. 37.

92 A. Rouvroy and Y. Poullet, “The Right to Informational Self-Determination and the Value of Self-
Development”, op. cit., p. 58.

89 See S. Zuboff, The age of surveillance capitalism: The fight for a human future at the new frontier of power,
New York, PublicAffairs, 2019.

8% A. Rouvroy and Y. Poullet, “The Right to Informational Self-Determination and the Value of Self-
Development”, op. Cit., p. 45-46.
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result, they are increasingly subjected to (semi-)automatic decisions taken on the basis of the
constant observation of their choices, behaviours and emotions, and therefore become
“decreasingly capable of living by their fully autonomous choices and behaviours”.%® This
feeling of loss of autonomy and control can be particularly strong when considering the large
informational power of a few giant digital actors such as the GAFAM. In this regard,
“empowerment” initiatives such as those mentioned above are sometimes presented as
potential avenues to address this loss of autonomy and control, by offering more choices to
individuals in the hope that they will get free from the clutches of these giant digital actors.5%

However, great caution should be applied when considering the adoption of such
“empowerment” initiatives. Indeed, “empowering” individuals by offering them more choice
will not necessarily increase their control, autonomy and (informational) self-determination.
In fact, if these “empowerment” initiatives are not strictly delineated, they might actually
entail a high price and a loss of control for the individuals. Indeed, if, in the name of
“empowerment”, individuals are asked to divulge large quantities of data about themselves in
order to be provided with more personalised choices, there is a risk that those data could be
further disseminated with other actors, such as data brokers. This is notably due to the fact
that there are strong informational asymmetries, as individuals “have no direct interaction
with these data brokers, [and] they have no way of knowing the extent or nature of the
information collected and sold for a multitude of reasons including fraud prevention,
marketing and credit scoring”.%®” This is fundamental to keep in mind because, due to these
asymmetries of information “consumers are rarely (if ever) completely aware about privacy
threats and the consequences of sharing and protecting their personal information”.%°® Often,
they will not know exactly which data will be used, for which purposes and whether these
processing are truly necessary.®®® Moreover, “personal data may be used to influence
individual decision-making in subtle, targeted, and hidden manners’®, raising questions over
the limits of a person's autonomy and self-determination in a world where so much personal
data can be gathered and used to influence the individual”.”®

As a result, an over-emphasis on the beneficial aspects of these “empowerment” initiatives
could overshadow these risks, for individuals, of losing control and of becoming decreasingly
capable of living by their fully autonomous and self-determined choices and behaviours.
Therefore, it will be of paramount importance, when considering the adoption of such
“empowerment initiatives”, to exercise caution and to balance the potential short-term gains
that are promised to individuals (e.g. getting a more tailored offer from an energy provider

69 |bid., p. 47.

8% Communication from the Commission, “A European strategy for data”, op. cit., p. 10. See also p. 20-21.

897 A. Rouvroy, “"Of Data and Men"”, op. cit., p. 8.

8% A. Acquisti, C. Taylor and L. Wagman, “The Economics of Privacy”, Sloan Foundation Economics Research
Paper No. 2580411, 8 March 2016, available at https://ssrn.com/abstract=2580411, p. 3.

89 A, Rouvroy and Y. Poullet, “The Right to Informational Self-Determination and the Value of Self-
Development”, op. cit., p. 68.

700 See R. Calo, “Digital market manipulation”, George Washington Law Review, 2014, Volume 82, Issue 4, p.
995-1051.
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based on my exact consumption)’%? with the potential long-term costs for these individuals in
terms of control, autonomy and self-determination.’® Indeed, it must be factored that data that
has been shared by these individuals in exchange of these short-term gains, might, in the long-
term, be broadly disseminated and/or be used against them, potentially leading to (price)
discrimination, a loss of autonomy and the strengthening of a surveillance society’®*.”% This
will be further developed below.” Moreover, such a large data dissemination would increase
risks of potential data breaches, abuses and frauds.’®’

101. In addition to this short-term / long-term balancing exercise, it must also be underlined
that protecting an individual’s autonomy and self-determination is not only necessary for the
individual itself, but also, more critically, for the “collective or societal interest in preserving a
free and democratic society: individual autonomy and deliberative democracy presuppose a
series of rights and liberties allowing individuals to live a life characterized as (partly at least)
self-determined, self-authored or self-created, following plans and ideals that they have
chosen for themselves”.””® Accordingly, the individuals’ autonomy and their right to
(informational) self-determination should not be conceived “as a liberty held in isolation by
an individual living secluded from the rest of society but, on the contrary, as a right enjoyed

as member of a free society”.”®

Therefore, when considering “empowerment” initiatives such as those mentioned above, it
would be ill-advised to solely take an individual approach of the situation (e.g. offering more
choice to a specific individual/consumer), without considering this necessary collective
approach of autonomy and (informational) self-determination. Indeed, if this collective
approach is overlooked:

“The empowerment of individuals with regard to their personal data risks being
interpreted as making the satisfaction of individuals’ immediate preferences with regard
to their personal data, their choice to keep it undisclosed or to commodify personal
information a final value. It is well-known that those preferences would lead to a large
part of the population to waive any protection of their personal data provided they
receive immediate gratifications or commercial advantages. What would be lost in such
an interpretation is the intermediate value of data protection as an instrument aimed at

702 See point 166.

03 For the analogous need to balance short-term gains and long-terms costs in competition law, see L. Khan,
“Amazon’s Antitrust Paradox”, Yale Law Journal, 2017, Volume 126, Number 3, p. 710-805.

704 See S. Zuboff, The age of surveillance capitalism, op. cit.
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07 0. Borgogno and G. Colangelo, “Consumer Inertia and Competition-Sensitive Data Governance”, 0p. Cit., p.
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Cambridge University Press, 1988.

7 A, Rouvroy and Y. Poullet, “The Right to Informational Self-Determination and the Value of Self-
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fostering the autonomic capabilities of individuals and therefore not something they
may dispose of or trade on the market of personal information” (emphasis in the text).”

Said otherwise, an individual’s decision to share (or not to share) data will not only have an
impact on her own autonomy and self-determination, but also on those of others. To
understand why this is the case, one must first understand how the increasingly sophisticated
technologies that are used to process growing amounts of data operate (e.g. Big Data analytics
or artificial intelligence techniques such as machine learning). Indeed, these technologies
exploit the relational and collective nature of data’!, as the focus is no longer on the
individuals as such, but rather on their relations with one another and the profile they
correspond to (i.e. their “statistical doppelganger”).’*2

More concretely, the aim of these technologies is to draw models/categories, called “profiles”
when referring to human behaviour, which are “dynamic patterns formed from correlations
observed not in the physical world but among the digital data collected in diverse contexts,
independently of any causal explanation”.”*® The goal is thus not to describe the “truth” from
the physical world, but rather to create operational models at the level of the digital world.”*
Importantly, these models/categories/profiles:

“are built from data derived from large numbers of people, and since one person’s data
are no less (in)significant than another’s when it comes to modelling, only a small
amount of not-very-personal data are needed to produce “new” knowledge about any
given individual, i.e. to infer certain pieces of information that bear no immediate
relation to “their” personal data but which nevertheless enable them to be “categorised”.
In other words, when it comes to building a “profile”, in order to be able to “capitalise”
on the risks and opportunities that we present, our neighbours’ data are as good as our

own”."1®

Indeed, when an individual shares data about her own behaviour, habits and preferences, this
also reveals significant information about her friends, family, neighbours as well as about any
other people having similar characteristics.”*® This can be illustrated by the infamous
Cambridge Analytica scandal, where the data disclosed by 270.000 users of the application
called “This is your digital life” allowed Cambridge Analytica to infer detailed information
about more than 50 million Facebook users and to use these insights to send targeted political
messages to these Facebook users in order to influence the Brexit referendum and the 2016

10 Ibid., p. 50.

"1 A. Rouvroy, “Homo juridicus est-il soluble dans les données ?”, Law, Norms and Freedoms in Cyberspace /
Droit, normes et libertés dans le cybermonde: Liber Amicorum Yves Poullet, E. Degrave, C. de Terwangne, S.
Dusollier et R. Queck (dir.), Bruxelles, Larcier, 2018, p. 429.
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comme condition d'individuation par la relation ?”, Réseaux, 2013, Volume 177, Issue 1, p. 168, 180 and 184.

13 A. Rouvroy, “"Of Data and Men"”, op. cit., p. 10-11.

"4 Ibid., p. 12.

15 1hid., p. 22. See also A. Rouvroy and B. Stiegler, “The Digital Regime of Truth: From Algorithmic
Governmentality to a New Rule of Law”, Online Journal of Philosophy, 2016, Number 3, p. 9.

"6 D. Acemoglu, A. Makhdoumi, A. Malekian and A. Ozdaglar, “Too much data: prices and inefficiencies in
data markets”, NBER Working Paper No. 26296, 2019, available at
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US presidential election.”*” This illustrative example, which is only the tip of the iceberg,
reveals that “the very nature of predictive big data approaches is to forecast the behaviour or
characteristics of groups of individuals from data shared by samples”.”*®

Data sharing by an individual thus creates negative externalities’'®, as it also reveals

information about other individuals whose information is correlated with hers, even if they
themselves did not share any data.”?® This is depicted by Ben-Shahar as a phenomenon of
“data pollution”.”®! Therefore, an individual’s ability to protect her privacy is influenced by
disclosure choices made by others, as “protecting one's data becomes increasingly costly the
more others reveal about themselves”.”?? This can be highly problematic in terms of
individual autonomy and (informational) self-determination, as these negative externalities
might lead towards excessive data sharing situations, where individuals decide to overlook
their own privacy preferences by sharing more data than they would have wanted to, because
they know that the fact that others have broadly shared their own data will already have
revealed much information about them.”?3

102. Another important thing to understand about these “profiles” built from data derived
from large numbers of people, through Big Data analytics or artificial intelligence techniques,
is that “a profile is not, in reality, about any one person. No-one fits it exactly and no profile
pertains to a single identified or identifiable individual”.”?* Rather, through the application of
clustering processes, “individuals are placed into socially and existentially a-significant
“categories”, which are imperceptible (because they emerge only as the process unfolds), and
most often without any possibility of being aware of what is happening or recognising
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themselves”.’>® Moreover, due to this imperceptibility and lack of awareness, individuals will
often be unable to challenge this profiling.’?

Yet, using such “profiles”, without precautions and specific safeguards, could seriously
hamper the individuals’ human dignity, autonomy and self-determination’?’, as being
assigned a specific profile “affects the opportunities that are available to us and consequently
the realm of possibilities that defines us: not only what we have already done or are doing, but
also what we could have done or could do in the future”.’?® For instance, the call centres of
certain companies do not assess candidates on the basis of their CV or of their inherent
qualities or characteristics, but rather evaluate “whether they match certain data points, which
on the face of it are unrelated to the qualities the post or job will require (...) but which are
statistically predictive of, amongst others, good performance or the ability to cope with the
demands of the vacant position”.”?® Similarly, the benefit of an insurance or of a financial
credit could be refused to an individual that has been profiled as a potential fraudster due to
her network of relationships and/or because she shares some characteristics with people that
have frauded in the past.”®® Both of these cases create serious issues in terms of individual
autonomy and (informational) self-determination.”! Indeed, as outlined by Rouvroy:

“How can we still presuppose, if only as a functional fiction, the autonomy of a subject
when the subject is exposed to profiling of all kinds which seizes him or her 'in real
time' not as a person, but as an aggregate of propensities, a good part of which is
unknown to the person himself or herself, or an aggregate of impulses before any

transformation of these impulses into conscious desire”.”®2

103. It can therefore be concluded, from this relational and collective nature of data’®, that it
will also be fundamental, when considering the adoption of “empowerment” initiatives, to
balance the individual’s potential gains from data sharing with the potential collective costs
for other individuals in terms of control, autonomy and self-determination. This will be
further developed below.”*
